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ABSTRACT

Identifying effective methods for persuading computer users to adhere to information security guidelines is a major
preoccupation of security researchers and practitioners. In this study we investigate how different message structures can
affect the persuasive power of information security communications. We use a 2 X 2 factorial design to investigate the role of
message framing (either positive or negative) and message advocacy (prevention-oriented or detection-oriented) on listeners.
In this research, in addition to collecting behavioral results (i.e., self-reports), we collect brain data using the fMRI technique,
which allows us to form a more complete understanding of the cognitive processes underlying message comprehension. In
this document, we discuss the research questions, the experimental procedures, as well as the anticipated implications of this
research-in-progress for information security theory and practice.
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INTRODUCTION

Statistics show a sharp increase in the number of computer security-related incidents. These statistics attribute many of such
incidents to individual users’ (mis)behaviors. Security researchers have employed various approaches to enhance computer
users’ security behavior. Of all these approaches, training is the most commonly used method (Puhakainen and Siponen
2010). Nevertheless, the training methods currently used have time and time again proved to be far from effective. According
to the literature of social psychology, the relationship between knowledge, attitude, and behavior is far from deterministic
(Petty and Krosnick 2014) (p. 382). Enhancing users’ behavior toward security, therefore, may require persuasive initiatives
other than increasing users’ knowledge alone. One such method is finding certain features or attributes for security messages
that contribute to their persuasive power. The aim of the current research-in-progress is to partly fill this gap in the domain of
IS.
THEORY

To resolve the apparent confusion in the field of framing effects research, Levin, Schneider, and Gaeth (1998) developed a
typology to distinguish between three different types of valence framing effects: risky choice framing, attribute framing, and
goal framing. Previous empirical studies conducted mainly in the domains of health and public management have
documented that goal framing can be used as an effective method to enhance the persuasive power of messages. Goal
framing can be described as follows: to persuade subjects to adopt a certain behavior, a communicator can state, or “frame,”
facts and information differently. For example, the communicator can either highlight the positive consequences of engaging
in the behavior (i.e., positive, or gain framing), or highlight the negative consequences of not engaging in the behavior (i.e.,
negative, or loss framing). Some researchers have reported that certain types of frames are more effective for promoting
certain types of tasks: that prevention-oriented messages are more persuasive if positively framed and that detection oriented
messages are more effective if negatively framed (Salovey et al. 2002). We test this hypothesis in the context of information
systems, since similar to the domain of health, prevention and detection are two major methods for mitigating security risks
in IS.
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PROCEDURES AND FUTURE STEPS

To investigate the effects of advocacy, framing, and their interaction on persuasiveness of security messages we created 45
messages promoting the use of antimalware software. Antimalware software is useful for both preventing and detecting
threats, and therefore is a good choice of security product for the purpose of this study. Four different variations of each of
the 45 messages were created for presenting to subjects: Prevention-Positive (P+), Prevention-Negative (P-), DetectionPositive (D+), and Detection Negative (D-). As an example, the P+ version of one of the messages reads “If you do install an
anti-malware program, you will be preventing loss of memorable pictures.”, while the D- version of the message reads: “If
you don’t install an anti-malware program, you won’t be detecting loss of memorable pictures.” The 180 statements were
presented in random order to each of the subjects. Each of these statements was shown for a period of five seconds. After
each statement, participants’ self-reported evaluations of the persuasiveness of the message was elicited (a binary, yes/no
answer). The procedure was conducted in an fMRI scanner, so brain activity was captured as subjects processed and
evaluated the messages. In the next step, the behavioral results as well as the brain data will be analyzed.
CONCLUSION

In this research-in-progress, we investigate the role of message structure on the persuasive power of security
communications. Supplementing behavioral results with brain data in this study is particularly beneficial from a number of
perspectives. First, the use of neuro-techniques allows for capturing unconscious or hidden cognitive processing involved in
performing the task (in this case, processing security messages). Second, it can provide a more direct “reading” of the brain
by capturing objective answers that are presumably free of conventional measurement inaccuracies or response biases (e.g.,
social desirability bias) (Dimoka et al. 2011). We expect the theoretical and the practical implications of findings from this
research to go beyond the field of IS to inform other fields involving communicating risk-related messages, such as health
and general safety and security.
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