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Abstract
This paper reports on our research towards an economic analysis of money laundering schemes utilizing cryptocurrencies, which are convertible decentralized virtual currencies based on cryptographic
operations. They gain ground as means to offer enterprises and its customers new payment methods,
investing opportunities and some are even intended as substitutes for centrally controlled governmentissued fiat currencies. Our starting point is the observation that their increasing popularity attracts
the attention of practitioners and scholars, particularly because of raising anti-money laundering
concerns. Consequently, work has already been conducted in this area, mainly focusing on implications on anti-money laundering efforts. However, we argue that the potential benefits for criminal individuals are an important, yet neglected factor in the dissemination of cryptocurrencies as money
laundering instrument. Addressing this issue, the paper firstly presents the structure of the money
laundering process and introduces prevailing anti money-laundering controls. This forms the basis for
the subsequent analysis of contextual and transactional factors with respect to their influence on the
incentives of criminals to utilize cryptocurrencies for money laundering. This aims at providing an
answer to the open question, whether cryptocurrencies constitute a driver for money laundering.
Keywords: Cryptocurrencies, Bitcoin, Money Laundering, Anti-Money Laundering, Economic Incentives.

1

Introduction

Profits resulting from illegal activities committed by criminal networks such as drug or human trafficking, smuggling and illicit gambling pose a serious threat to economic systems as well as public
safety. They provide e.g. the financial resources for criminals and terrorists to operate and expand their
business, undermine the legitimate private sector and financial markets and diminish tax revenues
(McDowell and Novis 2011). Money laundering (ML) describes the process by which the illegal
sources of profits are disguised to obscure the link between the funds and the original criminal activity
(IMF 2014). While the origin of the term lies in the US Mafia’s activities to “launder” illegal money
via cash-intensive washing salons (Schneider and Windischbauer 2008), nowadays it has to be understood in a much broader context. The emergence of complex financial instruments and global networking through technical developments and increased use of the Internet offers hitherto unknown
pathways to conduct ML (ECB 2012). Therefore it is not surprising that around USD 1.6 trillion funds
from illicit sources were laundered in 2009, which amounts up to 2,6% of the global GDP (UNODC
2011). These numbers emphasize the severity of the problem, but should be treated cautiously due to
the absence of precise statistics.
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The process of ML is characterized by asymmetric information between criminals and law enforcement. Criminal individuals thereby aim at obfuscating the origin of illicit funds through utilizing various channels, while coincidently institutions obliged to be compliant with anti-money laundering
(AML) regulation employ controls to reduce these information asymmetries. The tendency of criminals to abuse information and communication technology and virtual environments has become problematic for law enforcement in this context (McCusker 2007; Stokes 2012). Some of today’s commonly mentioned ML instruments presently are virtual currencies. While virtual currencies solely valued
within a specific company or limited virtual community have long been existent in the form of bonus
points or loyalty rewards, newer developments allow them to be converted into traditional currencies
and transferred across national borders (Dilley et al. 2013). Since 2008, when a whitepaper introduced
Bitcoin as the world’s first practicable decentralized virtual currency (Nakamoto 2008), a plethora of
similar currencies based on cryptographic techniques (e.g. Litecoin, Peercoin) appeared. Today, the
Bitcoin economy alone is larger than the economies of some nations (Brito and Castillo 2013). And
the market cap of the largest representatives amounts to roughly US$5 billion total value in circulation
(CoinMarketCap). This is because cryptocurrencies offer many benefits for honest individuals. They,
for example, provide low transaction costs, may ensure privacy in online transactions or even act as a
substitute for bank accounts in countries with immature financial systems. These certainly existing
advantages are out of the scope of this paper but should be kept in mind. On the other side, characteristics such as decentralization and perceived transaction anonymity attracted the interest of criminal
structures in adopting cryptocurrencies as financial instrument to conduct illegal activities including
ML. The FBI recognizes the increasing attractiveness for criminals who avoid traditional financial
systems to conduct global monetary transfers and motivates it with “difficulties detecting suspicious
activity, identifying users, and obtaining transaction” (FBI 2012).
The suitability of cryptocurrencies for ML is eagerly discussed in related disciplines such as computer
science (e.g. Meiklejohn et al. 2013), legal studies (e.g. Stockes 2012) and economics (e.g. Dostov and
Shust 2014) lately. Although these works provide insights into, e.g., regulatory aspects, their embeddedness in the financial system and methods to derive implications from publicly available transaction
data, the majority of studies focus on the challenges cryptocurrencies pose on AML efforts (Brezo and
Bringa 2012). However, existing literature lacks in-depth analysis of the particular factors which provide the economic incentives for money launderers. Instead, it implicitly assumes that cryptocurrencies are attractive for money launderers because of their technical design features and the few publicly
known money laundering incidents. But only if cryptocurrencies are perceived economically beneficial from a criminals’ point of view, they may be qualified as a promising instrument to support the
process of ML and consequently pose a real threat to AML efforts. Factors that have an effect on the
execution of the ML process, and thereby influence the economic incentives of criminals, need to be
identified and analyzed.
Contribution: This paper develops a conceptualization via which channels economic incentives are
provided to use a monetary instrument for ML. In particular, it is focused on the ML process and AML
controls. In light of their growing spread, cryptocurrencies are examined as a concrete example.
Therefore, an analysis considering both contextual and transactional factors influencing the incentives
of criminals is shown. It addresses the question whether, and if so why, cryptocurrencies represent a
risk of being misused for ML. This aims at supporting academics and decision makers in understanding the underlying risks of cryptocurrencies for AML efforts, in order to derive suitable countermeasures. Our overarching objective, however, is to provide an incentive-oriented approach for the systematic evaluation and design of virtual currencies. The development of appropriate frameworks needs to
integrate both the perspective of honest as well as criminal individuals.
The remainder of the paper is structured as follows: In Chapter 2, we give an overview of the ML
process, categorize AML controls and elaborate through which channels economic incentives are provided. Based on this, Chapter 3 present our conceptualization for the analysis of ML related factors.
We make a distinction between direct and indirect effects that the factors have on the execution of the
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ML process. In Chapter 4, after an introduction to the design philosophy of cryptocurrencies, we identify and analyze contextual and transactional factors that provide economic incentives for criminals to
utilize cryptocurrencies for ML compared to traditional financial instruments and services. We finish
this paper with an overview over related challenges in Chapter 5 and our conclusion and outlook in
Chapter 6.

2

Setting the Context: ML Process & AML Controls

The success of ML is crucial dependent on the existence of information asymmetries between money
launderers and investigative authorities. ML activities share two key-characteristics: illegality and
concealment (Masciandaro 1999). In order to reuse illegally acquired funds for legal activities without
causing suspicion, they need to appear generated from legitimate sources. Therefore, money launderers’ aim is to obfuscate the stream of cash in a way that prevents any connection to the underlying
criminal activity (UNODC 2005). In economic terms, the transfer of potential purchasing power into
actual purchasing power, to minimize incrimination risks (Masciandaro 1998). The process of establishing these information asymmetries is called “ML process” and is carried out by utilizing a “ML
Instrument”. Policies and procedures employed by investigative authorities to prevent, detect and investigate ML are called “AML controls”. They aim at decreasing the information asymmetries between money launderers and investigative authorities. The more effective AML controls are, the more
difficult it is for criminals to successfully execute the ML process and benefit from their offences due
to an increasing risk of prosecution and conviction (Becker 1968). The interrelations between the actors and important elements in the context of ML are summarized in Figure 1.

Money
Launderer

Increase Information
Asymmetries
ML
Instrument

Information
Asymmetries

Investigative
Authorities

Figure 1.

ML Process
Altering Probability
of Detection

Decrease Information
Asymmetries

AML Controls

Context of Money Laundering

Consequently, the economic incentives of a money launderer to utilize a ML instrument are conditional on: How well it is suited to establish a high degree of information asymmetry between the money
launderer and investigative authorities, at the lowest possible expense of financial resources. This depends on the effects it has on the execution of the ML process and the available AML controls. For
that reason, the general structure of the ML process and prevailing AML controls are introduced and
their influence on the incentives is examined in the following. The results are used as input for the
conceptualization of the subsequent analysis of cryptocurrency backed ML.

2.1

Money Laundering Process

There will always be a criminal agent or a criminal organization having committed a predicate offence
(i.e. a transaction which generated and accumulated illicit funds) such as drug trafficking, kidnapping,
arms smuggling, extortion or financial crime occurred before the process execution (UNODC 1988).
In the majority of all illegal transactions cash is exchanged for the payment of illegal goods and ser-
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vices. This can be attributed to the properties of cash, which allow for anonymous and irrevocable
transactions (with respect to third parties not involved in the transaction) without leaving eminent traces for investigative authorities (Schneider and Windischbauer 2008; Vilasenor et al. 2011). As depicted in Figure 2, the process of ML itself consists of three stages: placement, layering and integration
(Reuter and Truman 2004).

Placement

Criminal
Offence

Layering

Integration

€
$

n
1

Figure 2.

1

Money Laundering Process

In the initial placement stage illicitly obtained funds are introduced into the financial system in a form
or a place that is less suspicious to public authorities and convenient to make them more liquid.
In the subsequent layering stage the funds usually get passed through many institutions and jurisdictions using multiple complex financial transactions in order to obfuscate their illegal origin. They are
channeled through the purchase and sale of investment instruments such as bonds, stocks and cheques
or they are simply transferred between a series of accounts at various banks, particularly to those jurisdictions with lax AML regimes (Bauer and Ulmann 2001).
Finally, the integration stage integrates ill-gotten proceeds into the legal economy, where they appear
to be legitimate, through financial or commercial operations.
From an economic perspective, the ML process consists of a series of transactions between individuals, third parties, accounts and jurisdictions. Positive incentives for criminals to utilize an instrument
for ML are provided, when it is relatively advantageous compared to alternatives that allow for the
transfer of funds (Mantel and McHugh 2001).

2.2

Anti-Money Laundering Controls

The economic incentives of money launderers for utilizing a ML instrument are also conditional on
the available measures and procedures to detect suspicious transactions and individuals. Depending on
the effectiveness of the implemented controls, the probability of being detected while laundering money is altered. This risk imposes costs on criminals and therefore negatively influences their economic
incentives for utilizing a ML instrument (Masciandaro 1998; Geiger and Wuensch 2007; Ferwerda
2009). Rational criminals generally have three alternatives to mitigate the risk. They can implement
more sophisticated laundering schemes (e.g. involving additional jurisdictions, transactions, parties),
which generally imply higher costs while reducing risk. If available, money launderers also have the
alternative to utilize a different, less risky instrument. The third option, which constitutes the ultimate
objective of AML controls, is that criminals refrain from laundering money. That is the case when the
costs for laundering money undetected are greater than its valuation (Masciandaro 1999). The conclusion is that the effectiveness of the implemented control mechanisms is negatively correlated with the
attractiveness of an instrument for money launderers. Consequently, if no controls are implemented or
it is possible to circumvent them with little effort, positive economic incentives to utilize an instrument
for ML are provided.
In order to enable the analysis of how the factors of cryptocurrencies influence the effectiveness of
controls (and thus the economic incentives of money launderers), an overview of prevailing AML controls is given. The main driver behind AML investment decisions are regulatory requirements which
oblige financial institutions and certain non-financial businesses to comply with AML legislation
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(KMPG 2014). In order to be compliant, they have to implement preventive measures to identify and
assess customers or transactions and report suspicious activities to law enforcement, which is considered “to be a crucial tool in the investigation and prosecution of money laundering offences” (Bauer
and Ullmann 2001). The global standard are the recommendations published by the Financial Action
Task Force on Money Laundering (FATF). As international standard-setting body, the FATF established AML measures that should be adopted by financial institutions and designated non-financial
businesses (FATF 2012). A central element of the overall framework is the shift from a rule-based
towards a risk-based approach countering ML. Risk management becomes increasingly important because solely relying on rules (i.e. if characteristics of a transaction meet conditions specified in the
rule, then a specified action is taken) produces insufficient reports. In the European Union financial
institutions are obliged to report cash transactions in excess of EUR 15.000 (EU 2005). Criminals are
also aware of such thresholds and simply execute transactions just below those boundaries (“structuring”) (Reuter and Truman 2004; Takats 2011). A risk-based approach is, in contrast, flexible and a
reasonable designed risk management process enables to focus on customers and transactions that
pose the highest risk for ML. Appropriate controls should be selected on basis of the risk assessment
so that resources are allocated in the most efficient ways.
Controls are based on the so called Know-Your-Customer (KYC) principle and can be categorized
whether they are performed a priori, during or a posteriori the business relationship of an individual
with a financial institution or a non-financial business. In general, every AML strategy consists of
multiple building blocks: a priori collection and analysis of personal data to derive implications regarding the expected risk of ML imposed by potential customers, collection and analysis of actual
transaction data to detect suspicious activities and enrichment of customer profiles during the business
relationship. This is complemented by a posteriori record keeping to provide audit trails for investigative purposes (see Table 1). It is important to determine how the implementation and application of
prevailing controls is influenced by the factors of cryptocurrencies to identify the ML risks imposed.

Timepoint

Customer Identification Procedures
 Identify and verify the identity of each customer/beneficial owner
 Develop customer profiles containing personal data
 Exclude certain potential customers

A Priori

Ongoing Account & Transaction Monitoring
 Understanding of regular and reasonable activities
 Detection of unusual activity patterns
 Updating of customer profiles

During

A Posteriori

Table 1.

3

Controls

Record Keeping
 Provide audit trails

Overview of Anti-Money Laundering Controls

Conceptualization: Provision of Incentives

Figure 3 illustrates the conceptualization for our analysis, which refers to our discussion of the ML
process and AML controls in the previous sections. It is based on the economic incentives of criminals
to utilize a ML instrument. We identify contextual and transactional factors that have effects on the
execution of the ML process. We draw a distinction between direct and indirect effects. The direct impact of contextual and transactional factors on the conducting of transactions is defined as direct effects. They influence the efficiency and effectiveness of the ML process by making the process execution, for example, more cost-efficient, time-efficient or the system more robust against disturbances.
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Given that the ML process basically consists of a series of transactions, they affect honest individuals
in conducting legal transactions as well as money launderers. Furthermore, money launderers also
have to take indirect effects into account. They have an indirect impact on the execution of the ML
process. Indirect effects influence the effectiveness of AML controls, which in turn alter the probability of being caught while laundering money. The direct and indirect effects of contextual and transactional factors on the execution of the ML process provide positive or negative economic incentives,
which eventually influences criminals in their decision to utilize an instrument for ML.

Economic Incentives
Positive
or
Negative
ML Process

Direct Effect
Indirect Effect
Altering Probability
of Detection

AML Controls

Influencing Efficiency
& Effectiveness

Influencing
Effectiveness
Contextual & Transactional Factors

Figure 3.

4

Conceptualization of the Analysis

Incentives to Utilize Cryptocurrencies for Money Laundering

As a first step to assess the risks posed by cryptocurrencies as possible ML instrument for AML, this
chapter focuses on the incentives of criminals to utilize cryptocurrencies for ML. The first step is to
present a brief introduction of the design philosophy behind cryptocurrencies, which is necessary to
provide an understanding about their specific characteristics. Subsequently, a comparative analysis
based on our conceptualization of the economic incentives of criminals to utilize a ML instrument is
conducted (see Figure 3). In order to facilitate ML, cryptocurrencies must be perceived relatively advantageous to other potential ML instruments (Mantel and McHugh 2001). Therefore, we compare
cryptocurrencies with traditional financial instruments and services as benchmark. Traditional financial instruments and services are the most important instruments for ML (Reuter and Truman 2004;
UNODC 2013). Generally, a financial service involves the transaction of a financial instrument or
money within the financial system using financial institutions. For our purposes, we consider currently
used means of payment backed by conventional currencies. They allow for the transfer of funds between accounts supported by financial institutions. We deliberately choose such a broad definition to
include a wide range of potential ML instruments (e.g. Credit Card, Online Money Transfer or PayPal)
with common factors.

4.1

Design Philosophy behind Cryptocurrencies

Cryptocurrencies are internet-based payment systems with which two parties can carry out transactions over the internet. They are not tied to any fiat currency designated and issued by a central authority. Instead they possess their own unit of account (e.g. BTC for Bitcoin), while the respective value is
determined by supply and demand and trust in the system (Velde 2013; Descôteaux 2014). They fall
within in the notion of virtual currencies, which according to (ECB 2012) are, “a type of unregulated,
digital money, which is issued and usually controlled by its developers, and used and accepted among
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the members of a specific virtual community”. While there are virtual currencies around for some time
(e.g. e-Gold, Liberty Reserve), the distinctive feature of cryptocurrencies is their decentralized nature
without a centralized repository and no single administration (FATF 2014). Bitcoin’s success since its
launch resulted in a number of alternative currencies such as Litecoin or Peercoin. They differ in their
design such as the expected time to confirm transactions, maximum number of coins, used hash algorithm and transaction fees, to name a few differences (Bitcoin Wiki 2014). But for the purpose of our
analysis in the context of ML those differences are of no significance, therefore we consistently use
the term “cryptocurrencies” to consider all concrete implementations.
The concept of cryptocurrencies is based on the use of advanced encryption techniques alias cryptography. An intuitive way to understand the mechanisms is to think of a publicly accessible log file. This
so log file records information about every accounts’ balance at a certain time and if somebody transfers funds, it is broadcasted to and accepted by all participants of the system (Peck 2012). The technical realization is based on a distributed peer-to-peer network. Individual computers act as nodes and
bundle previously unrecorded transactions into blocks. They entail information regarding when a
transaction between whom of which amount took place and are also linked to previous blocks before
publishing. A hash value is then applied to record the transactions using cryptographic hash functions.
The resulting public block-chain includes timestamps of all transactions ever conducted (Nakamoto
2008). Unlike physical money, digital files can be duplicated and hence it is possible to spend virtual
money twice. In e-commerce this is traditionally prevented with an intermediary (e.g. PayPal, credit
card company) verifying whether a transaction is valid or not (Chircu et al. 2000; Baddeley 2004). The
block-chain provides awareness to the receiver of money that it has not been spent before and in this
way solves the problem of double-spending (Möser et al. 2013).
The nodes transforming data into hash values and adding it to the block-chain are called miners. They
compete against each other to find a hash value which meets certain requirements imposed by the protocol. In particular, the challenge is to find a sequence of data that produces a certain pattern when the
hash algorithm is applied to it (Brito and Castillo 2013). That process requires a lot computing power,
and hence, the miner who finds a solution to this mathematical problem first is rewarded with transaction fees paid by the senders of funds and an amount of newly generated money (until a certain threshold specified in the protocol is reached). The winning miner broadcasts a summary of all previously
unrecorded transactions in a block to the other nodes in network, which validate and incorporate it into
the block-chain and start working on the next block (Reid and Harrigan 2013). In addition to preventing double-spending such a proof of work principle also establishes scarcity, an important property of
every virtual currency (Becker et al. 2013).
Accounts get tied to individuals via an asymmetric key encryption scheme. They are not really accounts in the traditional understanding, because funds “can be transferred and stored without using
centralized storage or settlement institutions” (Dostov and Shust 2014). For the sake of simplicity we
call them accounts, having in mind that they are in fact pairs of private and public keys. Account numbers are public keys and ownership is established by knowing the corresponding private key. Individuals can generate multiple of such key pairs, which allow them to handle more than one account simultaneously. To this end, individuals are not required to disclose personal information such as their
names or addresses (Möser et al. 2013).

4.2

Comparative Analysis of Money Laundering Related Factors

The identification of the conceptual and transactional factors took place in a two-step process. Firstly,
we reviewed literature of transnational organizations responsible for AML (i.e. UNODC and FATF)
considering the risks of ML through financial instruments and services. This included general literature as well as literature specifically targeted at virtual currencies. It was complemented by the sparsely available academic literature about ML. We have thus been able to understand potential vulnerabilities of financial instruments and services, which are exploited by money launderers. Vulnerabilities
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are the result of certain design features (e.g. anonymity, irrevocable transactions, decentralization) and
their implications (e.g. wide acceptance, borderless nature). Secondly, we searched for academic and
the vast, fragmented online literature addressing the extent to which cryptocurrencies exhibit these
vulnerabilities. In doing so, we identified contextual and transactional factors, which are now analyzed
according to our conceptualization of how incentives for money launderers are provided.
Acceptability: A growing number of merchants are offering cryptocurrencies as payment method for
both real and digital goods and services. Thus users are not necessarily required to exchange them for
fiat currencies. Products and services range from clothing, electronics, groceries or travel services to
games and online dating sites. One prominent example is the computer technology specialist Dell, who
made the switch towards cryptocurrencies (Dell 2014). Furthermore, Ebay’s payment unit PayPal allows digital goods merchants to accept Bitcoin payments (Paypal 2014). The purchase of commodities
and services is a common way for money launderers to enjoy their illegal profits without necessarily
drawing attention of government agencies. However, cryptocurrencies compared to traditional financial instruments and services currently are not nearly as widely accepted (Srinivas et al. 2014). From a
money launderers’ perspective, this limits the channels to convert, move and integrate illicit funds.
One important aspect is that limited market size reduces the extent to which large amounts of illicit
value can be moved and restricts the utility of cryptocurrencies for smaller scale illicit activities
(AUSTRAC 2012). Therefore, we argue that limited acceptance currently has a direct effect on the
execution of the ML process, providing negative incentives for money launderers to rely on cryptocurrencies. Even though this may evolve in the future, it is unlikely that they will gain greater acceptance
than traditional financial instruments and services, which interact with a wide range of economic sectors (Dostov and Shust 2014).
Administration: Despite the fact that intermediaries are not required to process transactions, there is
also no central oversight body authorized to control the supply of cryptocurrencies and prevent certain
individuals from account creation. This task is executed by the decentralized peer-to-peer network
which, moreover, makes it impossible for law enforcing agencies to confiscate accounts containing illgotten funds due to the lack of a central repository (FATF 2014). The accessibility of accounts is restricted to individuals knowing the corresponding private key. This is in contrast to financial institutions, with their ability to grant access to authorities for investigative purposes. It has an indirect effect, providing positive economic incentives for money launderers. High risk individuals, who are excluded from traditional financial instruments and services in AML regimes with effective customer
identification procedures, need other channels to move illicit funds. Because of these low barriers to
entry, cryptocurrencies are a particularly suitable instrument and they even permit to create several
accounts without any restrictions including funding limits (UNODC 2014). The lack of a central authority prevents the applicability of a priori AML controls. This has an indirect effect on the execution
of the ML process, providing positive incentives.
Authentication Level: Although the block-chain contains a public record of every transaction processed in the network, there is no identifying information of involved parties (Peck 2012; Velde 2013).
Accountability is realized via asymmetric encryption, which allows for pseudonymously authentication. Following the privacy-terminology of (Pfitzmann and Hansen 2010): “A pseudonym is an identifier of a subject other than the subject’s real names”. Therefore, without access to identifying information from outside the system connecting public keys with subjects, it is impossible to identify particular individuals (Reid and Harrigan 2013). Additionally, multiple accounts can be opened by criminals to hide the true value of deposits. Pseudonymous authentication in connection with publicly accessible transaction histories is a double-edged sword with regard to the feasibility of AML controls. It
prevents any successful customer identification procedures, as long as individuals don’t interact with
actors outside the network that collect personal identifying information (e.g. exchanges, online retailers). This is also addressed in the FATF recommendations, which explicitly require countries to give
special attention to the risks arising from new or developing technologies that might facilitate transactions without disclosing personal identification (FATF 2012). Today no AML software is available to
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monitor and report suspicious transaction patterns (FATF 2014). Hence, the pseudonymous nature of
cryptocurrencies has an indirect effect, providing positive incentives. At the same time, however, the
public record allows to trace any transaction that has ever occurred. If a pseudonym is being associated with an individual, it is possible to identify suspicious activities in the transaction history (Möser et
al. 2013). That calls for new AML controls based on the analysis and enrichment of transaction graphs
(Meiklejohn et al. 2013; Ober et al. 2013; Reid and Harrigan 2013). Depending on their effectiveness,
such controls may provide negative incentives for criminals to utilize cryptocurrencies for ML in the
future.
Price Volatility: There exists a wide range of funding sources and withdrawal destinations for cryptocurrencies including: bank transfer, cash, other cryptocurrencies, payment cards or PayPal (ECB 2012;
UNODC 2014). Cash acquired when committing predicate offences needs to be converted for cryptocurrencies and placed into the network through this channels. Money launderers will prefer funding
sources that permit anonymous funding, like cash or third-party funding through exchangers that do
not properly identify the funding source (FATF 2014). The same holds in the opposite direction, in
order to convert funds back into fiat currency after or while layering. Unlike financial instruments and
services, cryptocurrencies are not backed by fiat currencies. Consequently, the exchange rates between
cryptocurrencies and fiat currencies fluctuate over time. All cryptocurrencies suffer from a high level
of price volatility, what is likely to discourage individuals to utilize them for transactions (Rogojanu
and Badea 2014; EPRS 2014). Funds may diminish in value during the layering stage, which requires
money launderers to monitor the market continuously. This effort has to be added to the costs for the
execution of the ML process and is of particular relevance for money launderers that may desire the
flexibility to store their funds in cryptocurrencies. Hence, volatility has a direct effect on the execution
of the ML process, providing negative economic incentives for money launderers.
Flexibility: It is possible to transfer cryptocurrencies globally, nearly instantaneously, with very low
transaction fees. Accounts are not tied to any financial institution and the network processing transactions and transferring funds is a complex interconnected infrastructure. Several entities are involved,
spread across different countries and one only needs an internet-supported device to participate. Since
each node of the peer-to-peer network processes every transaction, and the difficulty of the mathematical problem to complete and publish blocks scales with the available computing capacity, the network
only collapses when every node is disconnected (Nakamoto 2008). Thus, there is no single point of
failure, which makes the system robust against disturbances (Bryans 2014). With financial instruments
and services, the failure of a service provider negatively influences the processing of transactions.
Flexibility has a direct effect, providing positive incentives to utilize cryptocurrencies compared to
traditional financial instruments and services. Furthermore, it is essentially impervious for AML efforts to interrupt the ML process due to the systems flexibility. Therefore, flexibility also has an indirect effect, providing positive incentives for money launderers (Hochstein 2014).
Irrevocability: Irrevocability of transactions is a property cryptocurrencies have in common with cash
(besides interaction without necessary identification). Once confirmed, the protocol does not offer any
functionality of having transferred funds charged back unless the receiver issues a new transaction
(Hurlburt and Bojanova 2014). That is the opposite of financial instruments and services, where it is
possible to revoke transactions. Therefore, just like merchants offering legal goods or services, criminals benefit from this kind of fraud protection when committing predicate offences (Meiklejohn et al.
2013; UNODC 2014). They profit even more, because no rational criminal would take legal action
against someone involved in an illegal financial transaction, due to the risk of being prosecuted likewise. Irrevocability has a direct effect, decreasing the risk of payment fraud when offering illegal
products and services, providing positive incentives for money launderers. Beyond that, irrevocability
also has an indirect effect, providing positive incentives. Funds are outside of control of any authority
after the completion of a transaction. It is impossible for law enforcement to reverse the transaction a
posteriori (Shasky Calvery 2013).
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Payment Processing: Until the invention of cryptocurrencies online transactions required a trusted
third party intermediary to verify payments and ensure that digital money could not be spent twice
(double-spending problem). As mentioned, prevailing AML controls are based on transaction and user
data being reported to law enforcement by these intermediaries (FATF 2013). This situation can be
modeled as agency problem, where the intermediary acts as agent on behalf the government and has
an informal advantage. Incentives for monitoring and transaction reporting are provided by means of
fines for false negatives (i.e. not reporting of transactions which are identified to be suspicious expost) (Takats 2011). Unlike traditional financial instruments and services, cryptocurrencies do away
with the need of interaction with third parties to process transactions by distributing the ledger among
all users of the peer-to-peer network and offering irrevocable transactions (Brito and Castillo 2013).
This has an indirect effect on the execution of the ML process, providing positive incentives for criminals to utilize cryptocurrencies for ML. This is because current controls and their enforcement depend
on agents implementing them (EBA 2014).
Portability: Cryptocurrencies offer the opportunity to move large amounts of funds across national
borders seamlessly without restrictions. The only requisite for this is an internet-supported device
which grants access to the peer-to-peer network. ML is a transnational process in most cases, because
the source of funds can be veiled more efficiently, when multiple jurisdictions are involved (Stessens
2000; Schott 2006). Practical experience indicates the particular difficulties when it comes to transaction monitoring across several jurisdictions, even when solely traditional financial instruments and
services are involved (KPMG 2014). It requires cooperation between authorities (with potentially diverging interests) on a global scale in order to develop a consistent approach, whilst it has traditionally
been carried out in a localized manner (Dilley et al. 2013). National borders nevertheless constitute a
danger of being discovered, it be whether while smuggling large sums of cash through border controls
or be it because of increasing reporting obligations of transnational capital flows (Basel Committee on
Banking Supervision 2014). This suggests the conclusion that the borderless international transferability of cryptocurrencies through global operating networks complicates monitoring of suspicious transactions. Thus, portability has an indirect effect on the execution of the ML process, providing positive
incentives for money launderers. But portability has also a direct effect, providing positive incentives,
because funds may be easily accessed from any remote location.
Rapidity: Scholars have long acknowledged the link between advances in information and communication technology and increasingly transnationally interconnected financial systems (Zagaris and
MacDonald 1992). One of the results of this globalization is the tendency towards instantaneous payment solutions. Rapidity is the speed with which transactions can occur. Cryptocurrency transactions
are usually conducted in real time, which renders ongoing account and transaction monitoring very
difficult and the suspension of suspicious transactions impossible. Another particular risk associated
with near instantaneous transactions over the internet is, that they build up an extensive audit trail in a
short space of time, requiring additional resources for near-time analysis (Philippsohn 2001). This
complicates the timely monitoring, investigation of suspicious transactions and also the freezing of
funds (UNODC 2014). Rapidity has an indirect effect on the execution of the ML process, providing
positive incentives for money launderers. Furthermore, instantaneous transaction processing increases
the time-efficiency of the ML process (FED 2013). This is why rapidity also has an indirect effect,
providing positive incentives for money launderers.
Transaction Costs: The transaction costs of traditional financial instruments and services vary as a
function of transaction value and charges policy of the respective service provider. They include for
example currency conversion fees, effort for authorization through the intermediary or interchange
fees. An overseas money transfer with Western Union, for example, incurs on average round about
10% of the monetary value transferred as transaction costs (Western Union 2014). Cryptocurrencies
serve as inexpensive funds-transfer systems potentially driving savings for merchants and users (Nathan et al. 2014). Because the distributed peer-to-peer network enables transfers directly between accounts, the only transaction costs of cryptocurrencies are the operating costs for authorization and ver-

Twenty-Third European Conference on Information Systems (ECIS), Münster, Germany, 2015

10

Brenig et al. / Economics of Cryptocurrency Backed ML

ification of payments (FATF 2014). These costs are negligible at the moment, but may rise as operations scale up (Houy 2014; Kashaloglu 2014). Nevertheless, for our analysis we assume that the cost
advantages will remain in the future. Costs associated with ML activities are transaction costs and
have to be considered when choosing the instruments used. As stated by (Masciandaro 1999) transaction costs for ML are the aggregated costs due to AML activities and the technical costs related to the
specific ML instrument. In general, illicitly acquired funds require to go through multiple transactions
and parties across different jurisdictions, aiming at reducing the risk of being discovered and prosecuted to an acceptable level. The lower the costs for conducting these transactions are, the higher the revenue of ML. For that reason, the cost advantage of cryptocurrencies over traditional financial instruments and services allows for a more cost-efficient ML process. It has a direct effect, providing positive incentives for money launderers (FED 2013; EBA 2014).
Instrument
Cryptocurrencies

Widely Accepted

Limited Acceptance

Administration

Designated & Issued by a
Central Authority

Decentralized Mining &
Storing

+

Authentication
Level

Identified Authentication

Pseudonymous
Authentication

+

Price
Volatility

Relatively Stable

High Volatility

-

Flexibility

Transactions Depending on
Service Provider

No Central Point of Failure

+

+

Irrevocability

Revocable Transactions

Irrevocable Transactions

+

+

Payment
Processing

Based on Intermediaries

No Intermediaries Required

Portability

Increasing Transnational
AML Efforts

International Transferability

+

+

Rapidity

Up to Several Days

Instantaneous Transactions

+

+

Transaction
Costs

Varying Fees & Charges

Low or not Existent
Transaction Costs

+

Transactional

Contextual

Factors
Acceptability

Examples

Table 2.

4.3

Effect Provides (+/-)
Incentives for ML

Financial Instruments &
Services

Direct
Effect

Credit Card, Online Money
Transfer, Wire Transfer,
PayPal, Other Monetary
Instruments

Indirect
Effect

-

+

Bitcoin, Litecoin, Peercoin

Comparative Analysis

Results of the Comparative Analysis

Table 2 provides an overview of the main findings from the preceding comparative analysis. It is
structured according to our differentiation, whether the identified contextual and transactional factors
have a direct or indirect effect on the execution of the ML process and how they provide incentives for
criminals (either positively or negatively). Without revising the respective factors explicitly, it can be
summarized that the vast majority of them may provide positive incentives for criminals to utilize
cryptocurrencies for ML. We identify limited acceptance and high price volatility of cryptocurrencies
as the only factors considered to provide negative incentives. The distribution between direct and indi-
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rect effects is fairly even. Five factors directly increase the efficiency and effectiveness of the ML process compared to conventional financial instruments and services. Additionally, this result supports the
claim that cryptocurrencies provide positive economic incentives for honest individuals. Seven properties facilitate ML by limiting the applicability of prevailing AML controls. It confirms our assumption
that both the direct and the indirect effects on the ML process shape the incentives of criminals. The
results do indicate that cryptocurrencies can be a driver for ML, but not to which extent the respective
factors facilitate it. This implies that we do not yet consider dependencies between and the importance
of the individual factors.

5

Related Challenges

The preceding analysis aimed at providing a better understanding about the economic incentives of
criminal individuals to misuse cryptocurrencies for ML, based on their specific properties. We have
identified that cryptocurrencies may indeed constitute an attractive instrument for money launderers
from an economic point of view. However, as the analysis indicates, already evolving technological
developments and regulatory approaches may affect the economic incentives. We are aware that this
requires a view that integrates findings from the disciplines of economics, computer sciences, legal
studies as well as law enforcement authorities.

Economic Incentives

Technological Developments

Figure 4.

Regulatory Approaches

Related Challenges

Current research on ML with cryptocurrencies in computer sciences concentrates mainly on statistical
analysis and data mining to enable traceable transactions. As briefly mentioned above, pseudonymity
is only guaranteed as long as an individuals public key cannot be linked to his true identity (Möser et
al. 2013). In particular, it is necessary to systematically evaluate available approaches to utilize context information based on the structure of the network inferred from the block-chain (e.g. transactions
including amounts transferred over time) and the integration of data from outside the system (e.g. voluntary disclosures of identifying information in social networks). Some promising work has already
been conducted in this area (Meiklejohn et al. 2013; Ober et al. 2013; Reid and Harrigan 2013). Nevertheless, it remains unclear to what extent those approaches are appropriate to monitor transactions
timely and indicate suspicions for ML. Especially when taking into account recent developments of
mixing services or currencies, which aim at providing untraceable transactions (e.g. Ben-Sasson et al.
2014; Bonneau et al. 2014; Ruffing et al. 2014). The success of appropriate tools could imply a paradigm shift in AML controls, where monitoring of actual transactions gains more relevance compared
to ex-ante customer identification procedures. This would clearly influence the economic incentives of
money launderers, too. If it becomes possible for law enforcement to link transactions to identities
with a certain degree of precision, the probability of identifying suspicious transactions increases. That
imposes additional costs on criminals, since they either need to implement more sophisticated laundering schemes or accept the higher risk of prosecution and conviction. Additionally, possible privacy
violations have to be considered due to derivations from the permanent public availability of transaction data (Androulaki et al. 2013).
The regulatory perspective is also highly relevant, because cryptocurrencies are currently hardly regulated and not closely supervised or overseen by any public authority (ECB 2012). As pointed above,
prevailing AML controls are implemented at the level of financial institutions and designated nonfinancial businesses (FATF 2012; EBA 2013). One starting point for the regulation of cryptocurren-
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cies may be exchanges for client information that the exchanger collects (FATF 2014). The U.S. FinCEN follows this approach and stated that administrators and exchangers of cryptocurrencies are
money exchangers under existing regulations (FinCEN 2013). However, a large number of issues remain open. The rapidly evolving nature of technology and business models with changing market
roles and participants providing services causes uncertainty regarding how regulation should be carried out in practice and needs to be addressed (FATF 2014). Another challenge lies in tailoring regulation under consideration of the specific properties of cryptocurrencies (e.g. actors will be allocated in
one jurisdiction and operate in another one). Furthermore, a level of regulation should be identified
that minimizes ML risks by creating negative incentives for criminal individuals. At the same time,
overregulation must be avoided. Only then it could be ensured that honest individuals do not hesitate
from using cryptocurrencies.

6

Conclusion & Outlook

Against the background of a growing propagation of the cryptocurrencies’ ecosystem, we have to address the challenges it imposes for financial systems in general and especially for AML programs
around the globe. This research provides a first step towards an economic analysis of ML utilizing
cryptocurrencies. In particular, this paper focuses on the economic incentives of criminals to utilize
cryptocurrencies as ML instrument. Only if cryptocurrencies are perceived as beneficial from a criminals’ point of view, and for that reason are used as ML instrument, they represent a risk for combating
ML. After setting the context, we introduced the ML process, gave an overview of AML controls and
conceptualized our analysis. As the first study, we distinguished between direct effects (i.e. the direct
impact our derived factors might have on the process execution) and indirect effects (i.e. the indirect
impact on the process execution by changing the effectiveness of prevailing AML controls), which
allowed us to state whether the identified factors provide positive or negative economic incentives for
ML. This formed the theoretical foundation for the comparative analysis. In order to assess the risks
posed by cryptocurrencies for AML, we identified and analyzed contextual and transactional factors
that facilitate ML from the perspective of criminal individuals to reveal their incentives. This was done
against the benchmark case of utilizing conventional financial instruments and services. Based on this
explorative analysis it can be concluded that the presented properties might indeed encourage the exploitation of cryptocurrencies by money launderers. Afterwards, we also provided a brief overview of
related challenges that might impact the economic incentives of money launderers.
Clearly, this analysis constitutes only an initial step towards the examination of cryptocurrency backed
money laundering. Additional research needs to be conducted in light of the interconnections with current research in other disciplines such as computer sciences and legal studies, because their results
may impact the economic incentives of money launderers to utilize cryptocurrencies. The identified
contextual and transactional factors need to get further specified and evaluated in future work. There
may also be other factors which have remained unconsidered. We intend to cooperate with investigative authorities and financial institutions in order to derive realistic ML schemes with cryptocurrencies. In the future, we are going to examine appropriate and effective tools, including a variety of risk
mitigation processes to address the identified risks. The analysis of ML is one part of our overarching
incentive-oriented approach towards the evaluation and design of virtual currencies. The ongoing development of a holistic framework requires the perspective of honest as well as dishonest individuals,
because every financial instrument is also potentially misused by criminals. Although they are presently the most prominent example in the context of virtual currencies, cryptocurrencies are not the first
type of digital money and it is likely that they won’t be the last. It is even conceivable that governments will issue their own digital money, due to the high maintenance costs for monetary systems (i.e.
printing and distribution of banknotes) and new arising business opportunities for economies. Therefore, we will extend our analysis to honest individuals, combine the results, elaborate if there are inevitable trade-offs and use the results to derive requirements for future digital forms of money.
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