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Introduction and Background
Cybersecurity threats such as data breaches pose severe risks to users' privacy and impact customers' trust,
as well as investors’ and employees’ confidence. A company that suffers a data breach has to deal with the
loss of trust and confidence from not only users (Burt, 2019) but also investors (Ali et al., 2021; Cheng and
Walton, 2019; Kelton and Pennington, 2020; SEC, 2018), and employees (Adams, 2020; Sanders, 2019).
Data breaches are known to undermine trust in the ability of a company (Bansal and Warkentin, 2021) or
even government (Farrell, 2017) to protect users' data.
Risk communication is part of a business strategy to restore credible, trusting relationships with the
stakeholders, including investors (Coombs, 2014; Spence, 2020). Given the increased frequency of data
breach and their relative magnitude in recent years, regulators (such as SEC) have urged companies to
enhance cybersecurity risk disclosures in their financial statements (SEC, 2018). However, the
informativeness of cybersecurity risk disclosures varies significantly across companies (Bansal et al., 2015).
Further, little is known about how cybersecurity risk disclosures may influence various stakeholders'
attitudes and behavior following a data breach. Hence, building on the belief reinforcement model (BRM)
(Song and Zahedi, 2005), we examine how the perceived presence of disclosure specificity impacts the
behavioral intentions of different stakeholders – users, investors, and employees.
Building on the belief reinforcement model (Song and Zahedi, 2005), we examine how the perceived
presence of disclosure specificity and belief about the verifiability of specific disclosure elements impact the
behavioral intentions of different stakeholders – users, investors, and employees, through beliefs and
attitudes. This research focuses on ability-based trust since a data breach could be considered an abilitybased violation when viewed as management’s inability to effectively manage the data protection processes
(Bansal and Warkentin, 2021).
Prior research suggests that disclosures with high specificity and verifiability will convey management
credibility and restore higher trust than general or no disclosure (Cannon, 2021; Rosenthal, 1971).
Consistent with this notion, Hope et al. (2016) document that higher specificity (as measured by name,
location, date, and quantitative value, among others) of risk disclosures benefits financial statement users
more. However, no research examines how disclosures' perceived specificity and verifiability can mitigate
the drop in ability-based trust and thus influence stakeholder intentions (Spence, 2020). The Belief
Reinforcement Model (BRM) suggests that the saliency of beliefs is specific to the individuals' behavior
under investigation (Song and Zahedi, 2005). Drawing on BRM, we hypothesize that the perceived presence
of specific disclosure elements directly impacts the beliefs about disclosure specificity. In turn, the beliefs
about disclosure specificity and verifiability mitigate the drop in ability-based trust and thus influence
stakeholder behavioral intentions following a data breach.
Privacy concern (PC) is a pivotal trait that impacts the users’ trust violation and rebuilding following a data
breach (Bansal and Zahedi, 2015). Thus, we investigate the role of PC in moderating the relationship
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between the perceived disclosure specificity, verifiability, trust violation, and stakeholder intentions using
the ELM lens (Petty et al., 1981) in the context of a data breach. Prior research suggests that individuals
with high PC are more involved and motivated to scrutinize and process the information (Bansal et al.,
2015). In other words, high PC individuals rely more on the central route, i.e., quality of the argument, while
low PC individuals rely more on peripheral cues. In our setting, disclosures specificity are easy to process
and thus can be treated as peripheral cues. In contrast, verifiability of specific disclosure elements requires
more cognitive effort to process and thus can be treated as a central route. Overall, we posit that the indirect
effect of perceived disclosure specificity and verifiability on stakeholder intentions will differ conditional
on the level of individuals’ PC.
Thus, we have the following two research questions. First, we examine if disclosures' perceived specificity
and belief about verifiability can help lower the drop in ability-based trust and thus influence stakeholder
intentions for continuing business after a data breach. Second, we examine the moderating role of PC on
the perceived specificity and verifiability on trust violation and stakeholder intentions. The research
questions were examined using an experimental survey. Participants were first shown a fictitious ecommerce website and asked to rate the perceived familiarity, design, and reputation on a scale of 1 to 7.
Ability-based trust dimensions were measured next. Participants then viewed one of the three scenarios
designed with varying specificity of risk disclosures about the data breach (including date, size of the breach,
type of information stolen, and business location). The perceived seriousness of the breach news and the
perceived presence of the specific elements were measured next. We then measured the violated abilitybased trust. The drop in the ability-based trust (DAT) was computed by taking a difference between the
initial and the violated ability-based trust ratings. We then measured the behavioral intentions for three
different stakeholder groups – users, investors, and employees. PC, trust propensity, and demographics
were measured at the end. We intercepted several attention checks throughout the survey to ensure the
participants were attentive to the scenario and the items asked.
The findings show that the perceived presence of specific disclosure elements reinforces belief about
disclosure specificity. The belief about disclosure specificity is negatively associated with the drop in abilitybased trust in protecting data. Similarly, beliefs about the verifiability of the specific disclosure elements
are also negatively associated with the drop in ability-based trust (DAT) in protecting data. Consistent with
our hypothesis, the drop in ability-based trust in protecting data is negatively associated with stakeholder
intentions for all three groups - users, investors, and employees. Similarly, aligned with the ELM, the
indirect effect of perceived specificity (akin to a peripheral cue) matters more for low-PC individuals, and
the indirect effect of beliefs about verifiability (akin to the central route) matters more for high-PC
individuals.
The study contributes to research and practice in cybersecurity and trust rebuilding following a data breach.
We contribute to the disclosure and trust literature by providing additional insight on how the perceived
presence of disclosure specificity and verifiability mitigate trust violations following a data breach
differently for high and low PC individuals. Our findings suggest that the informativeness of cybersecurity
risk disclosures matters to various stakeholders. However, high- vs. low- PC individuals may place different
weights on the beliefs about disclosure specificity vs. verifiability when they process the information in
cybersecurity risk disclosures after a data breach. Thus our findings inform ELM literature as well.

Research Model and Hypotheses
Perceived presence of specific risk disclosure elements. The belief reinforcement theory suggests that "the
mere presence of elements in a Web-design category is not adequate for influencing a Web customer; its
presence must be perceived to create any possible impact on the Web customer's belief (Song and Zahedi,
2005)." Further, the saliency of beliefs is specific to the individuals' behavior under investigation. In the
context of cybersecurity risk disclosures following a data breach, we argue that the perceived presence (and
not actual presence) of specific disclosure elements directly impacts the underlying individual's beliefs
about the disclosure specificity.
H1: The perceived presence of specific disclosure elements (date, size of the breach, type of information
stolen, and business location) is positively associated with belief about the disclosure specificity.
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Belief about the specificity of risk disclosure. Disclosures with higher specificity present a complete and
clear representation of reality and help deliver persuasive communication (Rosenthal, 1971). Further, the
belief that risk disclosures are specific and complete would build trust that the disclosing party will behave
dependable, ethical, and in a socially appropriate manner (Gefen et al., 2003). Such beliefs would enable
the trust that will help mitigate the perceived violation following a data breach, a trust-impairing event.
Belief about the verifiability of specific risk disclosure elements. The verifiability of disclosures also plays
an important role in delivering persuasive communication (Rosenthal, 1971). Prior market research
suggests that perceived verifiability can become a pivotal signal to build credibility and trust (Collins and
Martinez‐Moreno, 2021). Further, when specific disclosure elements can be verified through an
independent third party, the credibility of the disclosures can be optimized and strengthened (Rosenthal,
1971).
Data breaches have been shown to erode all three trust beliefs – ability, benevolence, and integrity (Bansal
and Zahedi, 2015). However, a data breach could be considered an ability-based trust violation primarily
because it could be viewed as management's inability to effectively manage the data protection processes
(Bansal and Warkentin, 2021). Thus, in this research, we focus on trust violations about ability-based trust.
Ability-based trust is contextual because the ability is task and situation-specific (Mayer et al., 1995).
Ability-based trust in an online business is conventionally measured as the degree of one’s belief that the
company is competent in conducting the transactions (Bhattacherjee, 2002). In the context of cybersecurity
risk disclosures following a data breach, we argue that ability-based trust in protecting data is a separate
construct from ability-based trust in conducting transactions. Thus, we hypothesize that beliefs about the
disclosure specificity will mitigate the negative impact of ability-based trust violation following a data
breach, focusing on the ability-based trust in protecting data.
H2: Following a data breach, belief about disclosure specificity will mitigate the drop in ability-based trust
in protecting data.
H3: Following a data breach, belief about the verifiability of specific disclosure elements will mitigate the
drop in ability-based trust in protecting data.
Trust and user intentions. Trust is an expectation that others one chooses to trust will not behave
opportunistically by taking advantage of the situation. Such behaviors include privacy violations and
unauthorized use of data from users (Gefen et al., 2003; Mayer et al., 1995). Trust is particularly important
in online transactions because of the risk of information asymmetry between users and the business. In
addition, the risks may arise from the absence of proven guarantees that the company will not engage in
harmful opportunistic behaviors. Thus, building trust is a critical aspect of e-commerce.
From a user standpoint, higher trust is associated with a higher likelihood of engaging with the company.
In the information age, stakeholders are increasingly interconnected. A company’s actions toward users are
visible to other stakeholders, such as employees and investors, and thus impact the trustworthiness of
different stakeholders. In turn, a company’s trustworthiness will determine to what degree other
stakeholders will assume vulnerability and engage in future exchange relationships (Crane, 2020).
Therefore, a company that suffers a data breach has to deal with the loss of trust and confidence of different
stakeholders, including users (Curtis et al., 2018), investors (Ali et al., 2021), as well as employees (Adams,
2020; Sanders, 2019)
Hence, in the context of cybersecurity risk disclosures following a data breach, we argue that a drop in the
ability-based trust will negatively impact all three stakeholder intentions: users, investors, and employees.
H4: Drop in ability-based trust in protecting data is negatively associated with (a) user intentions, (b)
investor intentions, and (c) employee intentions.
Information processing for high- vs. low- PC individuals. Several studies have demonstrated that the PC
level could be used to demonstrate the level of involvement regarding attitude and intentions (Angst and
Agarwal, 2009; Bansal et al., 2015; Gu et al., 2017; Lowry et al., 2012; Zhou, 2017). The elaboration
likelihood model (ELM) suggests that highly involved users engage in extensive elaboration to shape their
attitudes and intentions, whereas those less involved rely more on peripheral cues (Petty et al., 1981). In
other words, ELM postulates that highly involved users develop their attitude change through the central
route instead of the peripheral cues (Petty et al., 1981). The central route entails more effort as it requires
the users to carefully scrutinize arguments to form their judgment (Petty et al., 1981). Using ELM theory,
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Bansal et al. (2015) showed that high PC individuals have a stronger motivation for careful elaboration and
rely more on the central route, such as the quality of the arguments, whereas low PC individuals rely on
peripheral cues such as availability of company information.
Perceived presence of disclosure specificity as peripheral cues. We argue that the perceived presence, as
opposed to the absolute presence of specific disclosure elements, forms a salient peripheral cue, as the
presence of the elements must be perceived to be registered (Song and Zahedi, 2005). Further, similar to
website surface elements, those disclosure attributes require little cognitive energy and are more easily
recognized and processed (Bansal et al., 2015; Wells et al., 2011). Thus, the perceived presence of specific
disclosure specific elements can be termed as peripheral cues. In turn, low PC individuals rely on peripheral
cues such as the perceived presence of specific disclosure elements to impact their attitude and intentions.
Belief about disclosure verifiability as a central route. Verifiability of a message is associated with the
argument quality (Petty et al., 1981) and the persuasive power of the message and thus impacts attitude
change through the central route. Verifiability is among persuasion techniques that influence the “cognitive
thinking of the users and thus require deep consideration to avoid unintended results” (Ibrahim et al., 2013,
p. 424). The central route to persuasion is when people elaborate on a persuasive argument – carefully and
effortfully, thinking about the logic behind the message; and the thought process is active, creative, and
alert and includes scrutiny of the message, including verifying its credibility (Petty et al., 1981; Racherla et
al., 2012). Thus we argue that the verifiability of specific disclosure elements positively reinforces the
argument quality and thus can be treated as a central route in our setting. A message with higher argument
quality influences the cognitive thinking of the users and therefore requires deep consideration to avoid
unintended results (Conger, 1998; Ibrahim et al., 2013). Individuals with high involvement rely more on
the central route, which requires deep consideration in building trust (Petty et al., 1981). Similarly, highPC individuals are likely to rely more on central routes, such as belief about disclosure verifiability, when
processing the information from cybersecurity risk disclosure.

Figure 1. Research Model
The perceived presence of specific disclosure elements and beliefs about disclosure verifiability are trustgenerating attributes and thus influence stakeholder intentions (Cannon, 2021; Rosenthal, 1971). However,
the effects of those two attributes differ conditional on high- vs. low- PC individuals. On the one hand, the
perceived presence of disclosure-specific elements influences trust and intentions as peripheral cues. Low
PC individuals rely more on peripheral cues; we posit that the perceived presence of specific disclosure and
ensuing beliefs impact attitude change more for low PC users than for high PC users. On the other hand,
perceived verifiability influences trust through a central route. High PC individuals rely more on the central
route; we predict that perceived verifiability impacts attitude change more for high PC users than low PC
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users. In other words, we argue that perceived specificity (perceived verifiability) of such disclosure would
matter more for low (high) PC individuals in mitigating trust violation and thus influence stakeholder
intentions. Thus, we have the following two hypotheses.
H5: The specific indirect effect of the perceived presence of specific disclosure elements -> belief about
disclosure specificity -> drop in ability-based trust in protecting data -> intentions is significantly more
important for low PC individuals than high PC individuals for all three stakeholder groups – users, investors
and employees.
H6: The specific indirect effect of belief about the verifiability of specific disclosure elements -> drop in
ability-based trust in protecting data -> intentions is significantly more important for high PC individuals
than for low PC individuals for all three stakeholder groups – users, investors, and employees.

Experiment
A survey instrument was developed in Qualtrics. We developed the scale for perceived presence and beliefs
related to specific disclosure items based on Rosenthal (1971) and Song and Zahedi (2005). Intention items
were adapted from Alniacik et al. (2011) and Rana et al. (2017). Perceived seriousness of news, trust
propensity and ability-based trust beliefs, and overall trust items were adapted from Bansal and Zahedi
(2015). Privacy concern items were adapted from (Malhotra et al., 2004). We identified four specific
disclosure elements: date, time, location, and entity, based on suggestions made by Rosenthal (1971) and
(Hope et al., 2016). The study was conducted online, and data was gathered from subjects solicited through
Amazon Mechanical Turk (MTurk). Data collected through MTurk has been shown to possess high
reliability and validity (Hibbeln et al., 2017). After removing incomplete and respondents who failed
attention checks, we had three hundred and nine usable responses. There were 193 males and 115 females
in the final sample. One person chose the other as gender. The average age of the respondents is shown in
Table 1 below. We examined the discriminant and convergent validity (see Table A1 in Appendix) and
reliability and found no major issues. VIF for the combined high and low PC data was less than 3, indicating
common method variance is probably not a concern. The data were analyzed using Smart PLS (Ringle et
al., 2015).
Gender
Male
Female
Other

Average age
37.326
39.417
26.000

Std dev
10.703
12.335
-

N
193
115
1

Table 1. Demographics
We examined H1~H4 using pooled data (combined data from high and low PC groups). In contrast, for
analyzing moderating hypotheses H5 and H6, we partitioned our data into two groups – high and low PC
using the median approach. We computed the median of the PC construct by first summing the four PC
items from each subdimension collection, secondary use, unauthorized access, and error. The moderating
hypotheses (H5 and H6) were then examined using a multi-group analysis approach in SmartPLS.

Results
All the hypotheses were examined using the bootstrap algorithm in SmartPLS, H1~H4 were examined using
direct paths, while H5 and H6 were examined using multi-group analysis of the specific-indirect paths. The
perceived presence of specific disclosure elements explains 17.9% of the variance in belief about the
perceived specificity of disclosure. The model explains 17.8% of the variance in the drop-in ability-based
trust in protecting data. R square for intentions is 49.3%, 49.3%, and 48.7% for users, investors, and
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employee groups. The results of H1~H4 are shown in Figure 2, while the results of H5 and H6 are shown in
Table 3 and discussed below. All the direct hypotheses H1~H4 and moderation hypotheses H5 and H6 were
supported. Direct hypotheses H1~H4 had strong support, as shown in Figure 3 below. The moderation
hypothesis H5 had partial support as it was supported only by structural moderation, where the path is
significant in one group and not significant in the other. In contrast, the second moderation hypothesis H6
was supported by both structural moderation and stringent multi-group moderation (see Table 2 below).

Figure 2. Results for H1~H4
Figure 3 helps explain the H5 and H6 results better and shows that DAT to intentions path is significant
for high and low PC stakeholders. However, the relationship between BDS, VRF, and DAT is moderated
by the degree of PC. High PC individuals are influenced by beliefs about verifiability, whereas low PC
individuals are impacted more by BDS. The analysis of the control variables and paths shows a very
interesting pattern. Figure 3 shows that the impact of verifiability on DAT is moderated by PC. However,
irrespective of PC level, verifiability impacts intentions for all three stakeholder groups – users, investors,
and employees (see Table 3) equally.

Figure 3. Post hoc Results in Support for H5 and H6
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Hyp
#

H5

High PC

Indirect path

Path

T

Sig

Path

T

Sig

.11

1.91†

.056

PE -> BPSD ->
DAT -> USRINT

.076

1.66

.097
(ns)

PE -> BPSD ->
DAT -> INVINT

.071

1.65

.100
(ns)

.10

1.95†

.052

.059

1.69

.092
(ns)

.10

2.03*

.043

.415

PE -> BPSD ->
DAT -> EMPINT

H6

Remarks

Low PC

VRF -> DAT ->
USRINT

.128

2.27*

.024

-.07

.82
(ns)

VRF ->
DAT -> INVINT

.120

2.14*

.033

-.07

.85
(ns)

.398

VRF -> DAT ->
EMPINT

.100

2.16*

.032

-.07

.87
(ns)

.384

Structural moderation
supported (two-tail p
values)

Structural moderation
supported for all three
stakeholder groups;
whereas multi-group
comparison p values
for different
stakeholder groups
are- users: .038*;
investors: .041*, and
employees: .056† (twotail p values)

Table 2. Results of PC Moderation for H5 and H6
Note: DAT is drop in ability-based trust in protecting data; EMPINT: intentions (employees); USERINT: intentions
(users); INVINT: intentions (investors); PC: privacy concern; PE: the perceived presence of specific disclosure
elements; BDS: belief about disclosure specificity; VRF: belief about verifiability; † p < .10; * p< .05; ** p < .01; *** p
< .001; ns: not significant; significant paths are highlighted in bold (two tail p-values were examined).

High PC
Path

Low PC

Path Coeff.

T stat.

Sig.

Path Coeff.

T stat.

Sig.

Trust1 -> DAT

0.155

1.396

‘ns

-0.011

0.078

‘ns

Serious -> DAT

0.232

1.066

‘ns

0.340

2.539

*

TRPR -> DAT

-0.306

2.761

**

-0.132

0.923

‘ns

VRF -> USRINT

0.357

5.012

***

0.515

5.594

***

VRF -> INVINT

0.417

5.552

***

0.532

6.838

***

VRF -> EMPINT

0.402

4.274

***

0.601

11.087

***

Table 3. Control Variables (two-tail p-value were examined)
Note: DAT is drop in ability-based trust in protecting data; EMPINT: intentions (employees); USERINT: intentions
(users); INVINT: intentions (investors); VRF: belief about verifiability; Trust1: Initial Overall Trust; † p < .10* p<
.05; ** p < .01; *** p < .001; ns: not significant (two tail p-values were examined).
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Discussion and Conclusion
The results confirm the hypotheses and provide several theoretical and practical implications. This research
has four significant theoretical implications. First, a significant contribution of this research has been to
demonstrate that in the context of a data breach, the trust violation negatively impacts the behavioral
intentions for all three stakeholders – users, investors, and employees. The findings align with the argument
that in the information age, stakeholders are increasingly interconnected, where a company’s actions
toward one stakeholder can impact members of the stakeholder ecosystem (Crane, 2020). Second, our
conceptual model and supporting results help reestablish PC as the ‘involvement’ factor that shapes the
elaboration likelihood in the context of rebuilding trust after a data breach. The findings show that beliefs
about perceived specificity of disclosure elements and verifiability have a differential effect on trusting
beliefs and intentions, moderated by one’s degree of PC. The findings (H6) show that high PC individuals
rely on verifiability, whereas low PC individuals rely on belief about perceived specificity of disclosure
elements to develop trusting attitudes and intentions. And these findings hold for all three stakeholder
groups – users, investors, and employees. Thus, this research makes novel contributions by extending ELM
and showing that verifiability can work as a central argument, and beliefs about perceived specificity of
disclosure elements can work as peripheral cues. Third, our findings also add to disclosure literature by
demonstrating that the role of verifiability and specific disclosure in generating trust or credibility is
dependent on individual traits of PC. Fourth, the research findings also contribute to the trust and
disclosure literature. The findings provide evidence that the perceived presence of specificity of risk
disclosure elements (namely, date, size of the breach, type of information stolen, and business location) is
important in developing beliefs regarding the perceived specificity of the disclosures. Future research can
apply these findings in other contexts and other types of information and specific disclosures.
The study supports the SEC’s call to promote quality cybersecurity risk disclosures to restore credibility and
trust by increasing transparency following a data breach. The study guides website managers by giving them
practical guidance about the importance of being transparent and providing verifiable specific disclosure –
as the presence of specific disclosure elements will help low PC stakeholders more. In contrast, the
verifiability of the specific disclosure elements will help mitigate trust violations with high PC stakeholders
more. It also shows how the websites handle the user information matters not only for users but also for
investors and, more importantly, for employees.
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Appendix
1. DAT
2. EMPINT
3. USERINT
4. INVINT
5. PC
6. PE
7. Trust
8. BPSD
9. Serious
10. TRPR
11. VRF

1.
0.68
-0.35
-0.46
-0.45
0.11
-0.14
-0.04
-0.19
0.16
-0.16
-0.18

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

0.82
0.85
0.82
0.19
0.30
0.47
0.67
0.36
0.70
0.66

0.86
0.92
0.14
0.35
0.42
0.66
0.23
0.65
0.61

0.87
0.13
0.33
0.40
0.64
0.20
0.63
0.61

0.76
0.08
0.17
0.37
0.46
0.33
0.32

0.65
0.15
0.42
0.09
0.28
0.20

0.60
0.40
0.34
0.42
0.43

0.83
0.57
0.62
0.67

0.74
0.46
0.54

0.77
0.61

0.76

Table A1. Construct Correlations and Square-root of AVE
Note: DAT: drop in ability-based trust in protecting data; EMPINT: intentions (employees); USERINT: intentions
(users); INVINT: intentions (investors); PE: the perceived presence of specific disclosure elements; Trust: initial
trust; BDS: belief about disclosure specificity; Serious: perceived seriousness of breach news; TRPR: trust
propensity; VRF: belief about verifiability. Cells highlighted in gray: Constructs are parallel dependent constructs,
and hence high correlations are acceptable.
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