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Understanding the Security in Privacy-Security Concerns:
A Theoretical and Empirical Examination

Gaurav Bansal
Austin E. Cofrin School of Business
University of Wisconsin - Green Bay
bansalg@uwgb.edu

ABSTRACT

Even though Privacy concerns and security concerns are acknowledged as separate constructs, many studies argue that they
are related or, even worse, confused. Hence, this study clarifies the nuances between privacy and security concerns, and
identifies the dimensions which pertain purely to the security side. It develops a scale to measure those “security
dimensions”. It shows that unique dimensions relate to the transmission aspect of security concern. Hence we call this scale
Internet Users Information Transmission Security Concern (IUITSC) scale. This study draws upon a sample of 270 Internet
users to validate and empirically examine the factor structure of the scale. The results suggest that IUITSC may be
represented as a second-order factor structure rather than a set of four first-order factors. The study argues that assurance
could be the overarching theme which ties the first-order dimensions of security concern into the higher order IUITSC
construct. The paper most importantly, theoretically and empirically establishes the distinctness of the IUITSC scale with
privacy concern dimensions. Together the IUITSC and privacy concern dimensions cover the entire gamut of privacy-
security concerns.

Keywords
Privacy concern, Security concern, lUITSC, Internet users’ information transmission security concerns
INTRODUCTION

There is compelling evidence that ecommerce is growing rapidly despite the dismal economy in recent years. According to
the eMarketer (Plunkett Research 2010), ecommerce sales for 2010 reached $152.1 billion. Even though this is a meager
3.87% of retail sales, it is a notch higher than 3.3% for 2008 (Hu et al. 2010). These numbers suggest that ecommerce is
growing, but has definitely not reached its full potential yet. A survey conducted by PEW in May 2010 (Plunkett Research
2010) suggests that 78% of U.S. adults use the Internet to research a service or product they are interested in buying; and
Digital Future (2010) suggest that only 65% actually buy anything online. The PEW survey also reveals that only 58% of
Internet users do banking online. To reach its full potential, ecommerce must overcome many challenges (Hu et al. 2010),
and one of them is definitely Internet Security Concerns (SC).

The Digital Future (2010) report suggests that security concerns remain near the all-time high. These concerns result from the
fear of harmful economic and social consequences that might result from the misuse of private information disclosed in
online transactions (Bansal and Zahedi 2010). It is reported that 75% percent of U.S. adults are at least somewhat concerned
about Internet security where as 65% are extremely concerned about misuse of their personal information (PCWorld.com
2009). This trust could hamper the development of cloud computing and third party data hosting among others.

We build upon Bansal and Zahedi (2010), to contrast SC and Privacy concerns (PC). We identify the unique SC dimensions
which do not overlap with PC. As explained below, all these dimensions relate to the transmission aspect of security concern.
We then develop a scale to measure those dimensions. Hence we call this scale Internet Users Information Transmission
Security Concern (IUITSC) scale. Together the IUITSC dimensions along with PC scale cover the entire gamut of SC-PC.
We follow the guidelines suggested by Stewart and Segars (2002) in examining the factor structure of the newly developed
IUITSC scale - first order versus second order. We contrast various combinations: one first-order, two first-orders, three first-
orders, four first-orders and a second-order factor model for IUITSC. We then examine the best fitting models in the
nomological network to further examine the empirical properties of the models. We rely on confirmatory factor analysis to
identify the best factor structure for IUITSC. However, we also use EFA to supplement the analysis at various levels. As
suggested by Smith et al. (1996), as part of establishing the discriminant validity of IUITSC, we contrast the IUITSC scale
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with CFIP (PC scale) - as set of first order dimensions (Smith et al. 1996) and as a second order construct (Stewart and
Segars 2002).

This paper contributes to the field in the following ways. First, the paper develops and rigorously validates an instrument to
measure IUITSC. Second, it suggests that IUITSC may be represented as a second-order factor structure. Third, it argues that
assurance could be the overarching theme which ties the four first factor security concern dimensions into the higher order
IUITSC construct. The paper most importantly, theoretically and empirically, establishes the distinctness of IUITSC scale
with privacy concern dimensions. The importance of this scale is that it builds upon the non-overlapping dimensions of
privacy concern, hence, when used in conjunction with the PC scale it covers all the dimensions of information security and
privacy.

The paper is organized as follows. We develop the theoretical foundation for multiple factor structures including various
combinations of first order factor models as well as the second order factor model. We then provide an overview of research
methodology. Results are presented next, followed by discussion and conclusion.

THEORETICAL FOUNDATIONS AND ALTERNATIVE MODELS OF IUITSC

The concept of security concern is being discussed in IS since 1983 (e.g. Benson 1983, Goodhue and Straub 1991, Loch et al.
1992, White and Christy 1987), however, only recently have there been attempts to empirically examine the user’s security
concerns. Table 1 provides a brief overview of the salient literature in this area, and also reflects that the four-dimension
model of SC comprised of authentication, confidentiality, integrity and non-repudiation has gained wide acceptance.

Source Security Construct Conceptualization Type of Study Factor Structure
Bansal and Zahedi | Four dimensions: Authentication, | Theoretical
(2010) Confidentiality, Integrity and | argument
Nonrepudiation
Chellappa and | One dimension comprised of items | Empirical study One first  order
Pavlou (2002) related to: Authentication, Authorization factor comprised of
(Confidentiality), and Non-repudiation 5 items
(Integrity)
Flavian and | One dimension Empirical study One first  order
Guinaliu  (2006), factor comprised of
Casalo et al 8 items
(2007)
Kim 2008 One dimension Empirical study One first  order
factor comprised of
4 items
Pavlou et al. 2007 | One dimension Empirical study One first  order
factor comprised of
5 items.
Ratnasingam et al. | Four dimensions: Authenticity, | Theoretical
2005 Confidentiality, Integrity, and Non- | argument
repudiation
Salisbury et al. | One dimension Empirical study One first  order
2001 factor comprised of
7 items
Smith et al. (2011) | Three  dimensions:  Authentication, | Theoretical
Confidentiality, and Integrity argument

Table 1. Conceptualization of Security Concern in Literature

Before we start delving into measuring SC, we would first like to understand what SC is and what it is not. Even though PC
and SC are acknowledged as separate constructs (Pavlou et al. 2007), many studies argue that they are related or, even worse,
confused (Casalo et al. 2007). “Little consensus exists on the distinction between PC and SC” (Bansal and Zahedi 2010, p. 2).
It is thought that PC are the beliefs of the users regarding the protection of the data while it is in stored on the website’s end,
whereas SC pertain to the data in the transmission as well as the storage state (Bansal and Zahedi 2010).
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Table 2 provides a list of the four privacy dimensions (Smith et al. 1996) and the four security dimensions (Bansal and
Zahedi 2010), their descriptions and their characteristics.

Concern Dimension

Description

Privacy

Security

Transmission

Management’s

concern concern |/ Storage Role
#1 Collection _CoIIectlr!g too much user X Storage Willful
information
#2 Unauthorized secondary use Using the information for
other purposes without prior X Storage Willful
approval of the user
#3a Transmission X Transmission Inability or
. related Preventing the data from unwillingness
Error (Integrity) i ted —
#3b Storage getung corrupte X X Storage Inability or
related 9 unwillingness
#4a Improper Transmission X Transmission Inability or
/(Accessd | related Hiding the information from unwillingness
Confidentiality unauthorized viewing "
#4b | o ynauthorized | Storage X X Storage Inability or
access) related unwillingness
#5 Authentication Verification of the correct X Transmission Inability or
user and the website unwillingness
#6 Nonrepudiation Obtaining the receipt of the X Transmission Inability or
transaction unwillingness

Table 2. Contrasting Privacy and Security Concerns

In Table 2, dimensions #1, #2, #3b, and #4b are PC dimensions, and #3 (a and b), #4 (a and b), #5, and #6 pertain to SC.
Dimensions #1 and #2 are result of website’s willful intentions and ethics (YYang et al. 2009) in handling data, and the rest
could be argued to relate to website’s inability or unwillingness to safeguard the data. Bansal and Zahedi (2010) argued that
PC and SC overlap for #3b and #4b, as they both are storage related. They also maintained that the dimensions #3a, #4a, #5
and #6 are unique to SC, whereas #1 and #2 are unique to PC. Definition-wise, errors in PC is similar to integrity in SC.
Likewise, improper access in PC is similar to confidentiality or unauthorized access in SC. Hence, we have grouped them
together as #3 and #4 in Table 2.

In this study we develop an instrument to measure the unique dimensions (highlighted in grey cells in Table 2) of SC (#3a,
#4a, #5, #6), which do not overlap with PC. Interestingly, we find that all these dimensions are transmission related.
Accordingly, we categorize them as Internet users’ information transmission security concerns (IUITSC). Basing our
definition of IUITSC on Pavlou et al. (2007), we define it as the user’s beliefs about the website’s inability or unwillingness
to safeguard information from security breaches during transmission over the World Wide Web.

The scale is important, as when used in conjunction with the PC scale it covers all the information concern dimensions (#1
thru #6).

As per the guidelines suggested by Stewart and Segars (2002) we first examine various models that have been proposed as
plausible representations of the IUITSC phenomenon. The following sections describe the theoretical and operational details
of the five models identified for the analysis.

First-Order IUITSC Models

Model 1 hypothesizes one first-order factor for IUITSC. Table 1 lists several studies that have specifically assessed
information security concern as a one dimension first-order model. This would be similar to Chellappa and Pavlou (2002).
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Model 2 hypothesizes that the items form two first-order factors. This model proposes that Internet users divide their
concerns into two primary areas: privacy related (confidentiality, and integrity) and security related (authentication, and non-
repudiation).

Model 3 hypothesizes that items form three first-order factors. A recent study (Pilcher 2010) suggested that consumers are
most concerned about three security concerns namely id theft, phishing and privacy. Developing three factors along these
lines we associated authentication with id theft, nonrepudiation with phishing, and integrity and unauthorized access with
privacy.

Model 4 hypothesizes that the items form four first-order factors. Model 4 implies that every item is equally important in
computing each factor and each factor is equally important in estimating the higher-order construct (Stewart and Segars
2002).

A Second-Order Factor Model

Model 5 hypothesizes that the items form four first-order factors and that these four first-order factors are measured by a
second-order factor IUITSC. According to Stewart and Segars (2002) in such higher-order models the intercorrelations
among first-order factors form a system of interdependence. They contend that this interdependence is important in
measuring the higher-order construct. Therefore, when conceptualizing IUITSC as a second-order factor model, it is viewed
as a set of four distinct factors as well as the structure of interrelationships among those factors.

While users' security concerns may relate to very specific information practices such as non-repudiation, authentication,
integrity, and unauthorized access, the overarching concern that accounts for the interdependencies among these factors may
be the degree of assurance or the control over their personal information that is retained by the organization/website. This
control is very much different from the control in PC. In SC users desire the organization to have control over their
information and protect it from criminals/hackers, who are intentionally trying to get to the information. Whereas, in PC, the
users themselves want to exercise control (Stewart and Segars 2002, Smith et al. 2011), however small, over the information.

RESEARCH METHODOLOGY

Data for model testing was obtained through a lab experiment conducted using participants who were students in a
Midwestern university. A total of 270 observations were used in the analysis. The demographics are presented in Table 3.
Two respondents did not disclose their gender. They had an average of 20 years of internet experience (std dev = 12.668
years) and an average of 7.844 years of online social networking experience (std dev = 5.200 years).

Age range Average Age Standard

Deviation (Years)

Gender

Years Years

Males 19 to 55
Females 146 19to 31 21.020 1.943

Table 3. Demographics

Consistent with work of Stewart and Segars (2002) confirmatory factor analysis (CFA) was utilized to assess the efficacy of
the theorized models. CFA estimations were done with MPIlus 4.1 (Muthen and Muthen 2007). The estimation used the
mean-adjusted maximum likelihood, which adjusts the estimation result for the non-normality in data.

RESULTS

Table 4 provides a summary of the model-fit measures observed for the various models. As shown, the first three models
have a high chi square / df ratio, low CFI and TLI, and high RMSE and SRMR values indicating poor model fit. The fit
indices (Table 4) indicate that Model 4 (four first-order factors) and Model 5 (a second-order factor model) exhibit much
stronger measures of fit than any of the other hypothesized models. Therefore, we further consider the properties of these
models. In Table 5 we provide the results of the CFA analysis of the models 5 and 6.
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. 1072.260 413.515 64.538
Chi-sq (d) [l 624.156 (34) e 20 74.414 (31)
SR 30.636 18.358 12.922 2,225 2.400 : 8’600 or<
CFI 633 791 865 987 985 >.900
TLI 529 724 810 981 978 >.900
RMSEA 331 254 210 067 072 <.060
SRMR 116 131 094 023 031 <.100

Model 1

One first-
order
factor

Model 2

Two first-order

factors

Model 3

Three first-
order
factors

Model 4

Four first-
order
factors

Measuring Security Concerns

Model 5

Second-order
factor

Thresholds
(Source:
Song and
Zahedi
2005)

Table 4. Fit indices of various models

Four First-Order Factors

Second-Order Factor Model

Factor Loading  T- Value Factor Loading T - Value

Authenticity  Agc3 0.921 40.888 ASC3 0.921 40.305
ASC1 0.858 34.276 ASC1 0.857 33.785

Confidentialityt jagcy 0.948 110.047 UASCL 0.948 110.191
UASC2 0.936 98.138 UASC2 0.936 97.797

UASC3 0.945 106.514 UASC3 0.945 106.014
Integrityf ISC2 0.965 76.143 IsC2 0.965 73.499
ISC1 0.931 65.741 Isc1 0.931 64.163
ggﬂaiaﬁon NRSC1 0.896 59.974 NRSC1 0.896 60.104
NRSC2 0.940 85.412 NRSC2 0.939 84.638
NRSC3 0.913 70.216 NRSC3 0.913 70.121
IUITSC ISC 0.850 30.231
UASC 0.798 25.962
ASC 0.792 22,659
NRSC 0.781 23.700

tTransmission related

Table 5. CFA analysis for models 4 and 5

The standardized factor loadings for both the models range between .781 and .965. The two tail T-values are all higher than
1.96, thus providing evidence to support the convergent validity of the items measured (Anderson and Gerbing 1988). We

initially started with 11 items (refer to Appendix A). Item ASC 2 was dropped because of low factor loading. We conducted
the EFA analysis of the 10 newly developed IUITSC items organized as four first-order factors. The results are presented in
Appendix B. All the factor loadings are higher than .81, and no cross loadings greater than .40 are observed. We also
performed EFA with the IUITSC (set of four first order dimensions: authenticity, confidentiality, integrity, non-repudiation)
and PC (set of four first-order factors: collection, error, improper access and unauthorized secondary use) items together. The
results are provided in Appendix C. The EFA factor loadings are all greater than .78, and there are no cross-loadings greater
than .40. We also performed CFA analysis for the eight dimensions. The CFA factor loadings range from .858 to .976 and T-
values are all more than 35.368. To further validate the convergent and discriminant validity we performed CFA of PC and
IUITSC factoring both as second-order factor models. The T-values ranged from 4.412 to 29.272. The factor loadings for all
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four IUITSC dimensions and two PC dimensions (secondary use and collection) were greater than .75, however, the factor
loadings for two PC dimensions, unauthorized access and errors, were .48 and .29 respectively. The fit indices are reported in
Table 6 below. This exercise further validates the claim by Bansal and Zahedi (2010) that PC and SC are distinct constructs
and also validates the convergent and discriminant validity of the IUITSC items with regard to the PC items. Further inquiry
is necessary to investigate the low factor loadings for unauthorized access and errors when PC and IUITSC were factored in
as second-order factor models.

PC and IUITSC PC and IUITSC Thresholds
(Source: Song

Each as a set of four | Each as a second- and Zahedi
first-order factors order factor model 2005)

Chi sqg (df) 701.107 (182) 455.961 (200)
Chsq/ df 3.852 2.28 <3.00 or <5.00
CFI .919 .960 >.900
TLI .897 .954 >.900
RMSEA .103 .069 <.060
SRMR 131 .110 <.100

Table 6. Fit indices of CFA conducted with PC and SC items together

Placing IUITSC within a Nomological Network

Along the lines of Stewart and Segars (2002) we further compare the IUITSC as a first-order and second-order factor model
within a nomological network. Developing the nomological network we would like to argue that IUITSC, similar to PC,
would mediate the users’ personal dispositions and their attitude towards the use of technology (Smith et al. 1996, Bansal et
al. 2010). Bansal et al. (2010) established that emotional instability is positively associated with information sensitivity.
Emotional instability is associated with being anxious, depressed, stressed, suggestible, volatile, and fearful (Goldberg 1992).
We argue that those who are anxious are more likely to be more nervous about their private information and should,
therefore, have higher information security concern. Hence, we argue that emotional instability would be negatively
associated with IUITSC. From the standpoint of predictor variables, individuals that exhibit high levels of IUITSC are less
likely to trust a website. Prior studies have argued that privacy concerns negatively impact trust in a website (e.g., Bansal et
al. 2010). Those who are more concerned about their information privacy and security would also have more reasons to
mistrust a particular website. In the same vein it could be argued that the IUITSC would negatively affect trust in a website.
Using previously defined scales for emotional instability (EMN) and trust (TRU) we expand the analysis of IUITSC (Table
7).

Construct ‘ Items Source

On ascale of 0 - 10
Trust I believe that this website is Gefen et al. 2003
(not honest at all / very honest)
(not reliable at all / very reliable)
(opportunistic / dependable)
The level of my trust for this website is (very low / very high)

Emotional | often feel blue (strongly disagree / strongly agree) Fraj and Martinez
Instability | get stressed out easily (strongly disagree / strongly agree) 2006, Goldberg
I am easily disturbed (strongly disagree / strongly agree) 1992

I get upset easily (strongly disagree / strongly agree)
I change mood a lot (strongly disagree / strongly agree)
| get irritated easily (strongly disagree / strongly agree)

Table 7. Instrument for nomological network
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Three corporate and three facebook websites ranging in different trust levels were identified. Each participant was randomly
assigned to view one of the six websites. Each participant was asked to respond to a series of questions pertaining to the trust
in the website and their personal characteristics (IUITSC, PC, EMN, demographics). We first performed the reliability
analysis, which is presented in Table 8. Cronbach alpha and CFR values are higher than the suggested threshold. We also
performed Harman’s single factor test to examine the common method variance. The first factor explained 34.7% of the
variance, thus suggesting that the common method variance does not pose a serious problem.

Construct Cronbach Alpha CFR

Authentication .883 .884
Confidentiality .960 .960
Integrity .959 947
Non repudiation .938 .940
Emotional instability .900 .899
Trust 931 776
IUITSC (as second-order construct) - .881

Table 8. Reliability

Figurel illustrates model 6 and the associated path coefficients of IUITISC as a set of first-orders that mediate the
relationship between emotional instability and trust. Figure 2 illustrates model 7 and the associated path coefficients of
IUITSC as a second-order factor model mediating the relationship between emotional instability and trust.

Authenticity
\
\
.100* \
Confidentiality \
- ~ \

. - SO
Emotional zZ - ~ Trust
Instability -201°** Integrity - "//

231k ** Ve
Ve
7
Non-repudiation
Figure 1. IUITSC Nomological network: First-order (Model 6)
<>
Authenticity
Confidentiality
Emotional * % *

o — .164%* : -112*% Trust

Instability Integrity
Non-repudiation

IUISC

Figure 2. IUITSC nomological network: Second-order (Model 7)
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Table 9 outlines the observed chi-square and fit indices of models 6 and 7. As shown, the fit indices for model 6 are
somewhat lower than those observed for Model 7 due to factor and item complexity (more items more factors).

Model 6 Model 7

Fit Indices IUITSC as first-order IUITSC as second-order ( Son-JI—rESSShng\(;San q
factor model mediating factor mediating within the Zahedi 2005)

within the nomological net nomological net
Chi sq (df) 788.943 (162) 333.170 (164)

Chsq/ df 4.870 2.03 <3.00 or <5.00
CFlI .868 .964 >.900
TLI .846 .959 >.900
RMSEA 120 .062 <.060
SRMR 222 .052 <.100

Table 9. IUITSC within nomological network

When compared to model 6, model 7 seems to provide a better fit. In addition, the path coefficients between IUITSC as
second-order factor model and the predictor and consequent constructs are much higher and significant than the estimated
paths of the first-order model.

1 2 3 4 5 6 7 AVE

Confidentiality (1) 0.943* 0.889
Integrity (2) 0.679 0.949* 0.900
Authentication (3) 0.624 0.675 0.890* 0.792
Non-repudiation (4) 0.623 0.675 0.620 0.916* 0.839
IUITSC (5) 0.792 0.857 0.788 0.787 0.807* 0.651
Trust (6) -0.089 -0.096 -0.088 -0.088 -0.112 0.946* 0.894
Emotional Instability (7) 0.130 0.141 0.130 0.129 0.164 -0.018 0.774* 0.599

Table 10. Correlations, AVE, and square root of AVE
(*The diagonal bold values are square root of AVE)

Table 10 shows the AVE and construct correlations among the IUITSC, the four security concern dimensions, along with
trust (TRU) and emotional instability (EMN). EMN, TRU and IUITSC have lower correlations among themselves (grey
shaded cells in the Table 10) than the corresponding square root of AVE values. The four SC dimensions share high
correlations with the second order IUITSC construct (non-grey cells in the Table 10). This provides rigorous support to the
discriminant and convergent validity of the IUITSC construct (Song and Zahedi 2005).

Given the theoretical and empirical support for the second-order construct, these results seem to confirm the
conceptualization of IUITSC as a second-order factor structure.

DISCUSSION AND CONCLUSION

The results of this study provide interesting insights into the dimensionality of the IUITSC construct. Limitations of the
study, however, should be noted. The data was obtained from undergraduate students, hence in order to increase the
generalizability the study should be replicated with different data sets and contexts.

The results of this study enhance our understanding of the nature and dimensionality of the IUITSC construct. We find the
IUITSC construct to be well measured by first-order constructs of non repudiation, unauthorized access, authentication and
integrity. We also find empirical support for the theorized second-order factor of IUITSC.
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Another important contribution of this paper lies in the fact that it systematically studies the differences between SC and PC.
Many studies have argued that privacy and security are two different constructs and “the two need to be handled as distinct
concepts” (Flavian and Guinaliu 2006, p. 605), however, none has distinguished them thus, theoretically and empirically.

The results indicate that when it comes to transmission related security concerns on the world wide web, consumers are
concerned about all four issues: authenticity, confidentiality, integrity and nonrepudiation. The results also suggest that the
interrelationship among these factors is an important component of accurately measuring IUITSC. Stewart and Segars (2002)
argued that failing to model a higher-order factor accordingly can result in inaccurate findings by neglecting to account for
the common variation explained by the interdependencies among the four first-order factors. They also advised on working
with appropriate model, as modeling a set of constructs as an aggregate composite leads to different results than the modeling
of constructs as reflective of a higher-order factor (Bollen and Lennox 1991).

The recent disclosure about security attacks on Google (WSJ January 19, 2010) and 2,411 other firms (WSJ February 18,
2010) has heightened the awareness of consumers in security issues. As noted earlier, a central concern that seems to underlie
consumer attitudes, and is perhaps the common theme captured by the higher-order concept of IUITSC, is the issue of
assurance. As opposed to privacy concern, where consumers desire control over the information, here the consumers desire
that the entity collecting the information exercises control over the information and assures it against unintended
consequences. Understanding consumer concerns regarding information security is important to practitioners as well.
Corporations can use the results for their policymaking efforts. For researchers the scale is important, as when used in
conjunction with PC scale it would cover all the information concern dimensions: collection, unauthorized secondary use,
improper access, errors, authentication, and nonrepudiation (dimensions #1 thru #6 mentioned in Table 2).

In this study we examined the dimensions which were unique to SC, and did not theoretically overlap with PC. Future
research could differentiate the PC and SC from overlapping areas such as errors and improper access during the storage
phase. The clarification would benefit the IS community as several papers treat employee browsing as a security breach
(Dhillon 2001, Warkentin and Willison 2009), and some treat data breach as privacy loss (Culnan and Williams 2009).
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Measuring Security Concerns

APPENDIX A. IUITSC Instrument (On a scale of 0 to 10, with 0 being very low and 10 being very high)

The level of my concern...

Authentication ASC1 regarding the authenticity of the Website 1 am Very low /
transacting with is Very high
ASC2 that the website | am transacting with might Very low /
(dropped) authenticate someone else mistaking him / her to be  Very high
myself is
ASC3 the level of my concern regarding the need to Very low /
authenticate the website or the user is Very high
Confidentialityt = UASC1 regarding the protection of my personal information Very low /
from unauthorized access while sending it over the Very high
web is
UASC2 regarding the confidentiality of my personal Very low /
information while sending it over the web is Very high
UASC3 regarding the privacy of my personal information Very low /
while sending it over the web is Very high
Integrityt ISC1 regarding the protection of my personal information  Very low /
getting altered while sending it over the web is Very high
ISC2 regarding the protection of my personal information  Very low /
getting corrupted while sending it over the web is Very high
Non-repudiation NRSC1 that transactions over the Web could be declared Very low /
untrue is Very high
NRSC2 that the transactions over the Web are disputable is Very low /
Very high
NRSC3 that the transactions over the Web are deniable is Very low /
Very high
Table A. IUITSC Instrument
fTransmission related
APPENDIX B: EFA of Security Concern
Variable |  Factorl Factor2 Factor3 Factor4
Authentication ASC1 0.26 0.23 -0.22 -0.86
ASC3 0.28 0.29 -0.23 -0.82
Confidentialityf UASC1 0.85 0.22 -0.30 -0.24
UASC?2 0.89 0.19 -0.24 -0.24
UASC3 0.85 0.23 -0.32 -0.21
Integrity ISC1 0.31 0.31 -0.83 022
ISC2 0.33 0.31 -0.82 -0.24
ISC3 0.31 0.35 -0.81 -0.20
Non-repudiation NRSC1 0.28 0.81 -0.30 -0.22
NRSC2 0.18 0.87 -0.26 -0.24
NRSC3 0.17 0.87 -0.29 -0.18

Table B. EFA of four first-order Security Concern factors

FTransmission related
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APPENDIX C: EFA of Security Concern and Privacy Concern

Measuring Security Concerns

Construct Variable Factorl Factor2 Factor3 Factor4 Factor5 Factor6 Factor7 Factor8
Authentication  pg01 g 025 011 025 000 -024 013 083
ASC3  0.06 031 0.1 029 0.12 023 0.12 0.78
Confidentialityt jasc1 010 021 016 083 017 029 0.3 020
UASC2 007 0.19 0.19 0.86 0.12 023 0.11 021
UASC3 005 0.24 0.18 0.8 020 030 0.12 0.16
Integrityt ISCL 0.10 032 0.02 029 0.09 0.82 011 0,20
1SC2 0.08 0.34 0.02 031 0.12 0.82 0.07 0.20
1SC3 0.16 035 0.09 027 015 -0.80 011 0.14
ggﬂ'diation NRSCL  0.08 0.81 0.09 -0.26 -0.07 -0.28 0.11 -0.19
NRSC2 0.3 0.87 0.10 015 0.04 025 0.09 021
NRSC3 009 0.87 0.06 0.16 0.10 027 0.07 0.13
Collection ColConl 005 0.07 0.84 018 022 0,07 0.07 0.13
ColCOn2 001 0.07 0.90 011 032 0.02 0.08 -0.03
ColCon3 0.1 0.08 0.88 012 034 0.02 0.08 -0.05
Errors ErConl  0.91 0.10 0.01 -0.07 -0.04 -0.12 0.26 0.00
ErCon2 090 0.03 0,01 0.04 0.06 -0.08 034 0.02
EmCon3 090 0.14 0.06 007 0.09 -0.05 0.25 -0.04
Improper access  acon1 029 0.09 0.10 -0.12 -0.14 -0.11 0.83 -0.11
UACon2 031 0.09 0.00 0.09 0.12 0.5 0.86 0.13
UACon3  0.39 0.10 0.07 0.10 0.16 0.10 0.1 0.02
ge@iﬂ?rﬁsde SecConl  0.06 0.06 0.40 018 081 -0.09 016 009
SecCon2  0.10 0.09 031 013 0.87 0.10 0.5 0.02
SecCon3 007 0.08 0.34 013 085 013 0.13 0.13

TTransmission related

Table C. EFA of first-order four Privacy Concern and first-order four Security Concern factors
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