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Abstract 

The past decade has seen an increasing interest in IT outsourcing as it promises companies many 

economic benefits. In recent years, IT paradigms, such as Software-as-a-Service or Cloud Computing 
using third-party services, are increasingly adopted. Current studies show that IT security and data 

privacy are the dominant factors affecting the perceived risk of IT outsourcing. Therefore, we 

explicitly focus on determining the technological risks related to IT security and quality of service 
characteristics associated with IT outsourcing. We conducted an extensive literature review, and 

thoroughly document the process in order to reach high validity and reliability. 149 papers have been 

evaluated based on a review of the whole content and out of the finally relevant 68 papers, we 

extracted 757 risk items. Using a successive refinement approach, which involved reduction of similar 
items and iterative re-grouping, we establish a taxonomy with nine risk categories for the final 70 

technological risk items. Moreover, we describe how the taxonomy can be used to support the first two 

phases of the IT risk management process: risk identification and quantification. Therefore, for each 
item, we give parameters relevant for using them in an existing mathematical risk quantification 

model. 

Keywords: IT outsourcing, IT risk management, taxonomy, risks, IT security, quality of service, 
literature review. 

 

  



1 Introduction 

The past decade has seen an increasing interest in IT outsourcing (ITO) as it promises companies 

many economic benefits, such as cost reduction, the possibility to focus on core capabilities, access to 

the providers’ expertise and skills, improved business and process performance, as well as better 

scalability (Lacity, Khan and Willcocks, 2009). Another advantage, compared to in-house data 
processing, is that most providers charge on a pay-per-use basis which means that the customers do 

not have to pay for idle machines (Weinhardt et al., 2009). 

A considerable amount of literature has been published on the risks related to IT outsourcing. Earl 
(1996) discusses risks of ITO, such as the possibility of hidden costs, business uncertainty, outdated 

technology skills, loss of innovative capacity, and technology indivisibility. A comprehensive review 

of literature on ITO is published by Dibbern et al. (2004). A review of the ITO and Application 
Service Provision (ASP) literature is given by Lacity, Khan, and Willcocks (2009). They review 34 

published papers on ITO risks and risk management and list the 28 commonly mentioned risks, 

including contract, security, or privacy breaches by the provider, hidden costs, lack of trust, loss of 

control, and vendor lock-in due to high switching costs.  

So far, the focus of IS publications on ITO risks was limited to economic and management aspects, 

e.g., they focused on financial risks, such as hidden costs, strategic risks, such as loss of know-how, 

and cultural risks. According to Hahn, Doh, and Bunyaratavej (2009), IT security risks associated with 
IT outsourcing have not been explicitly studied. 

At the same time, however, recent studies show that IT security and data privacy are the dominant 

factors affecting the IT executives’ perceived risk of IT outsourcing (Benlian and Hess 2010). 

Therefore, it is an important part of IT risk management to know and understand the security risks of 
IT outsourcing as more and more attacks and security incidents threaten the confidentiality of 

intellectual property or the availability of services. 

In recent years, innovative IT paradigms, such as Software-as-a-Service or Cloud Computing using 
third-party services, are increasingly adopted. In this context, outsourcing is getting more and more 

automated in order to reduce both cost and time-to-market, which results in a changeover from human 

relationships to human-computer interaction or even direct machine-machine interaction. Therefore, 
we explicitly focus on technological risks related to IT security and quality of service characteristics 

associated with IT outsourcing. For this reason, we exclude some risks that are associated with 

traditional outsourcing relationships (e.g., software development outsourcing), such as cultural risks. 

This paper seeks to address the following two research questions: a) What are the technological risks 
of IT outsourcing? b) How can these technological risks be categorized?  

Based on an extensive literature review, we create a taxonomy that covers all technological risk items 

related to IT security and the quality of service. As a result, nine categories of risks are described that 
cover all of our identified 70 risks. 

The taxonomy supports IT risk management in two ways: First, the list can be used as a checklist as 

part of the risk identification phase and second, for all risk items found, we name the parameters that 
are relevant for using the taxonomy in an existing mathematical risk quantification model. 

The remainder of this paper has been divided into three parts. Section 2 begins by laying out the 

methodology of our literature review, discussing the selection of scientific databases and keywords, 

describing the processes of excluding irrelevant papers, and refining the risk items and categories. In 
Section 3, we present the resulting taxonomy of technological risks, describe the categories, and 

discuss how the risk taxonomy can be applied during the IT risk management process in the phases of 

risk identification and risk quantification. Finally, we conclude and list possible future studies.  



2 Methodology 

Our literature review is based upon the approach described by vom Brocke et al. (2009). Hence, the 

procedure of excluding (and including) sources has to be made as transparent as possible. Moreover, 

the review should provide high validity and reliability in order to proof credibility. 

According to Levy and Ellis (2006), validity is defined as the degree to which the search accurately 
uncovers the sources. This involves the selection of scientific databases, keywords, and journals. 

Reliability characterizes the replicability of the search process.  

 

Cooper, Hedges and Valentine (2009) define a taxonomy of literature reviews which allows describing 

our methodology. 

We focused on the research outcomes described or applied in the analyzed articles. Our goal was to 
integrate existing risk items into our work. We summarized and synthesized these items and took a 

neutral perspective. However, it is not possible to perform the selection of relevant risks completely 

neutral, as this extraction of technological risk items might be subjective to our interpretation. We 

tried to gain exhaustive coverage, but we were limited to those sources available for download by the 
seven chosen scientific databases. Our results are organized and arranged conceptually, so that works 

relating to the same items appear together. Our intended audience are IS researchers specialized in IT 

outsourcing or IT risk management, but our results might also be of value for other researchers in the 
IS community. 

The following subsections describe our selection of sources and keywords with which we queried the 

databases. 

  

2.1 Selection of Scientific Databases 

For our collection of relevant publications, we used the following databases because taken together, 

they allow searching more than 3,000 business- and IT-related journals: EBSCOhost (with Business 

Source Premier and EconLit databases), ISI Web of Knowledge (with Web of Science database) and 

Science Direct. We excluded Wiley Online Library and ingentaconnect as their usage would not have 
led to an increased coverage of top IS journals.  

As our goal is to collect IT-related risks, we also queried the ACM Digital Library and the IEEE 

Xplore Digital Library as they cover the majority of publications from computer science disciplines. 
The AIS Electronic Library (AISel) was used to cover the JAIS as well as the proceedings of major IS 

conferences like ECIS and ICIS. 

This selection of scientific databases allowed searching the abstracts of 100% of the top 25 MIS 
journals

1
 and allowed accessing the full text of 92% of these ranked publications. However, some of 

them were only accessible after a certain delay and eight recent papers could not be downloaded 

because of these embargos. 

We chose to query whole scientific databases without restricting the searches to specific journals or 
proceedings in order to gain high coverage of all relevant sources, to be as exhaustive as possible, and 

to find more risks. For the same reason, the queries were not restricted to a fixed time frame. We 

searched all covered years and did not exclude older papers. 

                                            
1 http://ais.affiniscape.com/displaycommon.cfm?an=1&subarticlenbr=432 [2010-11-01] 



2.2 Keywords 

We were looking for papers in English language whose titles indicated that the publication is about IT 
outsourcing. Out of those, we were looking for papers that mention risk-related terms in either the title 

or the abstract. 

The keywords were selected from the domains of IT outsourcing and IT security risks. To assure the 

quality of the keywords, the selection was done iteratively by sending test queries to the databases and 
by adding multiple synonyms and plural forms. For the terms related to IT outsourcing, we added 

commonly mentioned service models, and according acronyms, such as Cloud Computing, Software-

as-a-Service, ASP, and SaaS. In conclusion, we queried the databases using the following keywords: 

Terms related to IT Outsourcing: 

( ( sourcing OR outsourcing OR outsource )  

AND ( information-technology OR information-technologies OR information-system OR information-

systems OR service OR services OR application OR applications OR software OR IS OR IT
2
 ) ) 

OR 

( cloud-computing OR software-as-a-service OR saas OR platform-as-a-service OR paas OR 

infrastructure-as-a-service OR iaas OR application-service-providing OR application-service-provider 

OR application-service-providers OR ASP OR netsourcing OR esourcing ) 

Risk-related terms: 

security OR safety OR risk OR danger OR weakness OR vulnerability OR attack OR threat OR risks 

OR dangers OR weaknesses OR vulnerabilities OR attacks OR threats 

 

Figure 1 provides the relations between some of the risk-related terms we used. Throughout this paper, 
we use the term “risk” because especially from a risk management point of view, the metrics, 

associated with the threats and the affected assets, are important. 

 

 

 Figure 1. Relations between the risk-related terms “attack”, “threat”, “risk”, and 

“vulnerability”, based on Miede et al. (2010). 

 

  

                                            
2 The keywords “IS” and “IT” have only been used with scientific databases that do not treat “is” and “it” as stop words. We 

used hyphens whenever possible, e.g., to search for “Software-as-a-Service” as well as “Software as a Service”. 



2.3 Reduction of Relevant Papers through Search Filters 

The search for papers with a title related to IT outsourcing and risk-related terms in title or abstract 
took place between May 28 and June 7, 2010, and resulted in 576 sources. Application of further 

search filters excluded 335 of these papers. 

The resulting 241 papers identified by keyword search have subsequently been evaluated, based on 

their titles and other metadata, and later based on their abstracts, in order to assess their relevance for 
this study. 84 papers were out of scope and were therefore excluded. 

Out of the remaining 157 papers, we were able to download 149. These have been evaluated based on 

a review of the whole content. This step resulted in exclusion of another 81 papers which were out of 
scope. Backward or forward searches were not part of our literature search strategy. Table 1 

summarizes the steps done to reduce the number of relevant papers. 

 

 

May/28 
2010 

May/28 
2010 

May/28 
2010 

May/28 
2010 

May/28 
2010 

May/31 
2010 

Jun/07 
2010 

 

 
ACM 

EBSCO 

BSP 

EBSCO 

EconLit IEEE 

Web of 

Science 

Science 

Direct AISel Total 

A: Title is related to 

IT Outsourcing 105 2.220 109 612 3.542 724 70 7.382 

B: Title is related to 

Risk 3.519 149.718 30.795 22.947 100.001 107.609 495 415.084 

C: Abstract is related 

to Risk 12.123 589.510 56.605 83.591  n.a. 323.391 738 1.065.958 

 

B OR C 13.122 631.609 73.403 87.307 100.001 376.688 1.122 1.283.252 

 

A AND (B OR C) 12 267 5 84 153 50 5 576 

 

Further Search Filters3 10 31 1 81 71 42 5 241 

         Filter By Title and 

other Metadata 10 31 0 81 71 42 3 238 

 

Filter By Abstract 10 29 0 69 21 25 3 157 

Papers available for 

Download 10 29 0 69 16 22 3 149 

Review by whole 

Content 5 13 0 28 7 14 1 68 

Table 1. The number of resulting papers after applying the search filters and after manual 

content filtering for each of the seven scientific databases. 

 

Finally, the search resulted in 68 final papers, which are listed in the appendix. The period covered by 

all these publications is 1993 to 2010, whereas 65% of all papers found have been published between 

2007 and 2010. Content analysis of the final 68 papers resulted in 757 risk items and 229 
countermeasures. Due to the page limit, in the following, we focus on the risk items. 

 

                                            
3 We used further filters, such as searching for journals and proceedings only, papers with full text available, as well as 

exclusion of biology and chemistry journals. 



2.4 Successive Refinement  

In the following subsections, we describe the procedure used to successively refine the risk items and 
the taxonomy’s categories. The method is comparable to the item sorting and grouping approach used 

by Ma et al. (2005). 

2.4.1 Item Reduction 

The high number of 757 initial risk items required us to reduce the number of items to a manageable 

set. Accordingly, as a first step, we merged items with same or similar meanings, e.g., “Poor response 
speed”, “Low responsiveness”, and “Unresponsiveness”. By removing these duplicates, redundancy 

was reduced.  

2.4.2 Regrouping of Items 

In this step, we tried to cluster similar items into different categories in order to build a suitable 
taxonomy. We iteratively moved the risk items from one category to another and added, renamed, or 

removed categories. This procedure led to new categories and concepts that we initially had not 

anticipated. 

Rarely referenced items that are subtypes of other items were also merged. For example, the items 
“Misuse services for sending spam” and “Misuse services for phishing”, with one source each, were 

merged because they are more concrete instances of the item “Misuse of compromised credentials”. 

Thereby, we decreased the items’ redundancy. 

The step of regrouping items was repeated multiple times. For some iterations, we invited other 

participants into different regrouping stages in order to achieve a gradual improvement of the clusters 

and to get feedback from different research backgrounds. In total, eight individuals took part in these 
regrouping sessions:  Four IS or computer science researchers who hold a doctoral degree, three PhD 

students researching on IT security in the context of Cloud Computing and one IS student. 

After each iteration, we made sure, that the categories are exhaustive, i.e., that all items have been 

assigned to a category and that there are no items that do not fit into any of the categories. 
Furthermore, we analyzed the categories’ intra-group homogeneity, i.e., that all items of a group are 

similar to each other.  

2.4.3 Final Grouping 

As a final step, we copied the resulting 70 risk items on cards which were then randomly shuffled. 
Subsequently, we tried to allocate all cards to the nine identified categories. This was done in order to 

test if all items can be assigned to exactly one of the existing categories. By doing so, we checked 

whether the categories are exhaustive and mutually exclusive, and whether the classification is 

unambiguous. 

Afterwards, we analyzed certain attributes in order to evaluate the quality of the resulting taxonomy. 

According to Howard and Longstaff (1998), satisfactory taxonomies have classification categories 

with the following six characteristics. 

The taxonomy should be exhaustive, which means that all categories, taken together, include all the 

possible items. We queried seven scientific databases without restricting the searches to specific 

journals or time periods in order to identify as many relevant risk items as possible. 

The categories should not overlap (mutual exclusiveness) and classification should be unambiguous. 

Our last step, the final grouping with cards, was conducted to make sure that our taxonomy is clear 

and precise, so that the classification is certain, regardless of who is classifying. However, small 

limitations were found as there were items fitting into two categories. “Service delivery problems” and 
“Technical issues and systems failures”, for example, could be classified as “Availability” and 



“Performance”. In some cases, another reason for ambiguity exists as items that could be seen as cause 

and effect, such as “Unsatisfactory software quality” and “Underperformance”, are grouped into 

different categories (reliability and performance risks). 

Furthermore, repeated applications should result in the same classification, regardless of who is 

classifying (repeatable). We thoroughly documented the process of our literature review, and the 

intermediary steps to construct the taxonomy in order to reach high reliability. By incorporating 

participants with different backgrounds, we extracted categories with high intra-group homogeneity 
and high inter-group heterogeneity. 

The taxonomy’s categories should be logical and intuitive, so that they could become generally 

approved and accepted. We used existing categories from IT security and quality of service literature 
and accordingly most categories are already approved by the research community. 

Finally, the taxonomy should be useful and lead to insight into the field of inquiry. To the best of our 

knowledge, this paper provides the first collection and systematization of the technological risks of IT 

outsourcing. Additionally, in the next section, we show how the identified risk items can be 
practicably applied as part of the IT risk management process, in the phases of risk identification and 

in combination with an existing risk quantification model. 

 

 

  



3 Taxonomy of Technological IT Outsourcing Risks 

A taxonomy is a classification scheme that partitions a body of knowledge and defines the relationship 

of the objects (Howard and Longstaff, 1998). We created the following taxonomy of technological IT 

outsourcing risks in order to cluster all risk items found by our literature review. The categories are 

chosen to match existing classifications from IT security and quality of service literature. 

Overall, the category names used for our taxonomy are a consolidation of the names used in 

taxonomies by Avižienis et al. (2004), Gouscos et al. (2003), and Carr et al. (1993). We extended their 

categories by “Accountability“, because some risk items are too specific to fit into the category of 
“General IT Security Risks”. These risks are directly related to problems with identifying responsible 

parties and controlling access to the systems and data (Lampson, 2009). 

 
Categories #I #S Description 

General 
IT Security 

Risks 

10 33 The three basic principles of IT security are confidentiality, integrity, and 
availability. Risks in this general category affect at least two of these principles. 

Most items name deliberate IT security attacks that can be grouped into host-

based and network-based attacks. 

Confidentiality 

Risks 

 

5 32 Confidentiality risks include deliberate attacks that affect the privacy and 

confidentiality of the customer’s data, such as eavesdropping communications, as 

well as accidental data leakage. 

Integrity 

Risks 

 

4 8 Integrity is compromised, whenever any unauthorized change to information in 

transmission or storage is involved (Amoroso, 1994). These changes range from 

systematic modifications to unsystematic distortion. 

Availability 

Risks 

 

10 37 Availability is defined as a system’s ability to deliver services when requested 

(Sommerville, 2006). Common, deliberate methods to cause downtime are 

(distributed) denial of service attacks. 

Performance 

Risks 

 

6 35 A major concern regarding IT outsourcing is underperformance because of 

network issues. Other causes can be throughput problems, poor response times 

and limited scalability. 

Accountability 

Risks 
 

11 14 Accountability risks are related to the problem of identifying, authenticating, and 

authorizing trusted users (Schneier, 2004).  Identity theft and generating costs in 
the name of legitimate customers are exemplary attacks. 

Reliability 

Risks 

 

3 27 Reliability is the extent to which a system behaves as expected by its users 

(Sommerville, 2006). Items include unsatisfactory software quality and 

insufficient accuracy of the delivered results. 

Maintainability 

Risks 

 

11 31 These risks can affect a system’s ability to undergo modifications or repairs 

(Avižienis et al., 2004). This includes integration of external systems, as well as 

the migration from and to another provider. 

Regulatory 

Risks 

10 36 Regulatory risks include theft of intellectual property, data disclosure, or other 

misuse by the provider and undefined ownership of data after end of the contract 

or service usage. 

Total 70 68  

Table 2. The nine final categories with the number of items (#I) in each category, the number 

of sources (#S) mentioning at least one of the items, and a brief description. 

 

The most frequently mentioned item ("Compromised data security") shows the literature's high level 

focus on the topic, while only a small amount of sources name specific attacks, such as eavesdropping 
or distortion of data. 

It is remarkable, that only a small number of sources mention integrity-related risks (8 sources) 

because compromised integrity, for example, due to data modifications, can indirectly lead to a 

breakdown and downtime of a service. Likewise, risks related to accountability (14 sources), such as 
missing accountability and vulnerabilities in authentication and authorization mechanisms, may be 



causes of other more serious risks that are related with confidentiality, integrity, and availability. Risk 

items of all other seven categories are mentioned by 27 to 37 sources. Furthermore, only attacks on 

integrity are discussed while none of the sources discusses risks caused directly by compromised 
integrity, such as that the data may become unusable, files cannot be opened anymore, or that specific 

values in transmitted data (e.g., order quantities) are manipulated which might lead to false data in the 

planning systems. 

Compared to the other five categories, fewer risk items are mentioned related to reliability, integrity, 
confidentiality, and performance. This is especially the case for reliability risks, where 27 sources 

name only three different risk items. None of the sources describes in detail what it means when the 

functional quality of a service is unsatisfactory. For example, a service could return inaccurate results 
because it is using a heuristic for approximation instead of calculating the actual optimal value. 

 

The IT risk management process is usually described as a procedure consisting of four phases. The 

first phase’s goal is the identification of business-relevant threats. In the phase of risk quantification, 
the occurrence probability and potential losses associated with each threat are estimated. The 

treatment of risks is achieved through targeted implementation of countermeasures, while the phase of 

review and evaluation is used to evaluate the decisions made in the earlier phases (Faisst and Prokein, 
2005). IT risk management is a continuous process, as the tools of the attackers, but also the available 

security technologies constantly evolve. 

The taxonomy presented in Table 3 supports IT risk management in two ways: First, the list of 
technological risks can be used as a checklist as part of the risk identification phase. And second, it 

supports decision makers in the phase of risk quantification. 

In order to support the taxonomy’s usage as a checklist during risk identification, the analyzed IT 

outsourcing scenario has to be divided into the services it is composed of (e.g., the activities or tasks 
of a business process), and the data transfers which connect the services. Table 3 provides two 

columns next to each risk item which indicate whether or not the risk can affect services and/or data 

transfers. For example, “Disclosure of data by the provider” applies only to services, while 
“Unprotected integrity of messages” affects only data transfers. This helps to identify possible risks 

related to the scenario. Among the 70 risk items, 64 can be related to services and 28 can be related to 

data transfers. 

For all risk items in the taxonomy, we also specify other parameters relevant for using them in an 

existing mathematical risk quantification model. 

Tchankova (2002) distinguishes between hazards and perils. A hazard is a condition or circumstance 

that increases the chance of losses and their severity, while a peril is something which directly causes 
losses. The first column right to the number of sources for each risk shows whether the risk directly 

involves costs, i.e., whether it is a hazard or a peril. There are strong relationships between most of the 

identified risks, like shown in the following structure. 

 Compromised data confidentiality peril costs & probability 

  └── Disclosure of data by the provider hazard probability 

  └── Eavesdropping communications hazard probability 

   └── Accessing other VMs’ virtual disks or memory hazard probability 

While it is possible to estimate occurrence probabilities for hazards and perils, it is not possible to 
estimate the potential losses caused by hazards as only perils cause direct costs. During the phase of 

risk quantification, it is important to be aware of the difference between these two types of risks. 



Furthermore, we marked all deliberate attacks. This is done in order to emphasize the severity of these 

attacks, especially when companies use recent types of IT outsourcing, such as Software-as-a-Service 

and Cloud Computing. In total, every second risk item can be a deliberate attack, i.e., done on purpose 
and in order to cause damage. 

The last column of Table 3 indicates if the number of service invocations or the number of data 

transfers from and to a service has to be taken into account when quantifying potential losses. Some 

risks, such as “Incomplete contracting”, are related to the provider and so the number of service calls 
is irrelevant, while other risks, such as “Man-in-the-Middle attacks”, could occur in every single data 

transfer. 

 

 

 

Table 3. Overview of all risk categories and their items. For each item, the number of sources 

(#S) are given, as well as whether or not the risk can directly cause losses (L), may be 

a deliberate attack (D), can affect services (AS) and/or data transfers (AT) and can 
occur per invocation of a service or data transfer (PI).  



4 Conclusion and Future Work 

The purpose of the current study was to determine the technological risks of IT outsourcing. 

Therefore, we conducted an extensive literature review, and thoroughly documented the process in 

order to reach high validity and reliability. 149 papers have been evaluated based on a review of the 

whole content and out of the finally relevant 68 papers, we extracted 757 risk items. Using a 
successive refinement approach, which involved reduction of similar items and iterative re-grouping, 

we created a taxonomy with nine categories for the final 70 risk items. Unlike previous research on 

risks of IT outsourcing, we establish a direct link of these technological risks with operational IT 
security and quality of service aspects. This link is especially important with respect to current types 

of IT outsourcing, such as Software-as-a-Service and Cloud Computing. 

Moreover, we described how the taxonomy can be used to support the first two phases of the IT risk 
management process: Risk identification and quantification. Therefore, for each item, we gave 

parameters relevant for using them in an existing mathematical risk quantification model. 

 

In order to conceptualize the construct of IT outsourcing’s technological risks, a further study could 
carry out a quantitative approach such as the Q-sort method (Nahm et al., 2002). This would allow 

assessing the created taxonomy’s reliability and would increase the construct’s validity. 

Further work needs to be done in order to extend the risk management support to the third phase, risk 
treatment, by showing which countermeasures help to reduce certain risks. As part of our literature 

review, we also collected countermeasures and grouped them into categories, such as performance 

management, business continuity, logging and non-repudiation, or trust and reputation establishment. 

More information on the cause-and-effect chains between the identified risks and the connections to 
existing countermeasures would allow identifying which risks can be caused by other risks and which 

countermeasures protect against which risks. The associated graphs can be used in the phase of risk 

treatment, which could be particularly useful in the context of IT risk management decision support 
systems. 
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