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A Literature-Driven Design Theory for Multiple-Criteria
Assessment Tools for Information Security Investments

Research Paper
Laura Bauer

Martin Luther University Halle-Wittenberg, Chair for Business Information Management,
Halle (Saale), Germany
laura.bauer@wiwi.uni-halle.de

Abstract. The growing number of security threats nowadays and the substantial
economic losses they cause have increased the importance of information secu-
rity for companies worldwide. Regarding a company’s information security in-
vestments, it is therefore crucial to ensure its adequate protection and at the same
time act economically efficient. Assessment tools can support the selection of
economically efficient information security investments. However, most assess-
ment tools focus on monetary criteria and ignore the large number of relevant
non-monetary criteria. Hence, there is a need for guidance to develop multiple-
criteria assessment tools. As existing frameworks do not address this need, this
study presents design requirements and design principles for the development of
multiple-criteria assessment tools for information security investments. The pro-
posed design theory provides fundamental design knowledge and offers guidance
to build comprehensive assessment tools.

Keywords: Information Security, Multiple-Criteria Assessment, Design Theory.

1 Introduction

Companies today are strongly connected within their own organizational structure as
well as with other companies (Balozian et al. 2023, Jiang et al. 2023). The tightening
information security (InfoSec) situation, with a growing number of security threats in
the past years, is affecting companies even more and causes serious economic losses
(Dhillon et al. 2020, Weishdupl et al. 2015b). In Germany, the damage induced by cy-
bercrime in 2023 was estimated at a total of 205.9 billion euros (Statista 2024). This
included tangible costs, such as damage to information technology (IT), as well as in-
tangible costs, such as reputational damage (Statista 2024). The prioritization of In-
foSec and the protection of a company's processes, data, and technologies is therefore
essential for a company’s economic success (Guggenmos et al. 2022, Kiihnel et al.
2021, Weishdupl et al. 2015a). Thus, companies use large parts of their IT budget for
InfoSec investments, sometimes even running the risk of over-investing (Li et al. 2019,
Srinidhi et al. 2015). A company’s objective should, however, be to conduct InfoSec
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investments most effectively (Bodin et al. 2005, Jiang et al. 2023). Those include in-
vestments in “technology, processes, and people” (Zafar & Clark 2009, p. 572).

As a solid foundation of such investment decisions, assessment tools for InfoSec
investments, presented as information systems (IS) by Schatz and Bashroush (2017),
offer guidance to systematically assess and prioritize investments (Bodin et al. 2005,
Dor & Elovici 2016). In literature, qualitative and non-monetary criteria for such as-
sessments relating to, among other things, behavioral aspects of a company are often
given less consideration (Heidt et al. 2019). There is a greater focus on the consideration
of monetary criteria (Heidt et al. 2019). However, the significance of these assessment
tools depends on the information available to the user (Ebbers et al. 2021, Mithas et al.
2013, Wanner et al. 2020). Yet, this necessary information often cannot be provided as
not all criteria for a comprehensive assessment of InfoSec investments can be presented
in monetary terms. (Shao et al. 2020). Hence, purely monetary assessment tools do not
present a satisfactory solution for assessments of InfoSec investments. InfoSec experts
should rather consider multiple criteria when assessing the investment in security
measures, instead of focusing on traditional financial metrics, such as costs and benefits
(Kuehnel et al. 2019, Shao et al. 2020, van Looy & Shafagatova 2016).

As the development of assessment tools for InfoSec investments is challenging, a
few approaches in literature already exist (e.g., Matschak et al. 2023, Mujinga et al.
2017). Yet, to the best of my knowledge, a generally applicable design theory (DT)
with specific design requirements (DRs) or DPs that supports the development of mul-
tiple-criteria assessment tools for InfoSec investments does not exist. Therefore, the
following research question (RQ) is raised:

What are design requirements and design principles for the development of a
multiple-criteria assessment tool for information security investments?

To answer the research question, I provide a set of DRs and DPs by applying the
method for DP development of Mdller et al. (2020). In this study, the method is based
on a systematic literature review (SLR) following vom Brocke et al. (2009). The DT
shall offer support for academia and practice in the development of new multiple-crite-
ria assessment tools and specific software artifacts.

The paper is structured as follows, Chapter 2 briefly discusses the theoretical back-
ground. Chapter 3 describes the methodology of the study. Chapter 4 presents the re-
sults and Chapter 5 presents their evaluation. In Chapter 6 the theoretical and practical
implications of this study as well as the limitations and future research directions are
discussed. Chapter 7 concludes the paper.

2 Theoretical Background

The analysis of economically reasonable InfoSec investments and the efficient imple-
mentation of security measures have been part of academic literature for some time
now (Jiang et al. 2023, Li et al. 2019, Weishéupl et al. 2015a). In most studies, a dif-
ferentiation is made between two dominant research streams, game theory and risk and
return approaches (Niedzela et al. 2023, Shao et al. 2019, Weishaupl et al. 2015a). Con-
cerning these, researchers (e.g., Ebbers et al. 2021, Heidt et al. 2019, Schatz &



Bashroush 2017) criticize the one-dimensionality of such approaches, as they mostly
ignore an organization’s application context. This might lead to the neglect of relevant
assessment criteria and poor assessment results (Niedzela et al. 2022). One known ex-
ample is the approach of the return on security investment (ROSI). It is frequently ap-
plied in current literature (e.g., Shao et al. 2020, Weishéupl et al. 2018).

Accordingly, among others, Llanso et al. (2019) and van Looy & Shafagatova (2016)
emphasize the value of a multiple-criteria assessment of InfoSec investments which
causes balanced investment decisions adapted to a company’s context. Multiple-criteria
approaches integrate the aspect of multidimensionality in their assessments (Chen et al.
2013, Huang & Huang 2014). Such approaches, therefore, do not focus on monetary
criteria, such as ‘implementation costs’, but also apply numerous non-monetary criteria,
such as a ‘company’s reputation’, ‘service quality’, or ‘process flexibility’ (Kiihnel et
al. 2021, Llanso et al. 2019). These non-monetary and qualitative criteria are strongly
important for the performance of a company and therefore influence its profitability
(Kiihnel et al. 2021). For their assessment, however, commonly expert knowledge has
to be used, resulting in information with a at least partly subjective character (Sheen
2010). Yet, multiple-criteria approaches still provide a comprehensive view of the as-
sessment problem (Huang & Huang 2014, Kiihnel et al. 2021).

In InfoSec literature, some approaches for InfoSec investments have already been
discussed. Matschak et al. (2023) identify specific functional requirements for the de-
velopment of an IT tool for InfoSec investment assessments with a focus on the health
and energy sector. Mujinga et al. (2017) develop a design framework of design princi-
ples (DPs) for InfoSec tools and consider social as well as technical aspects in their
study. Additionally, in relation to the implementation of such tools, some literature ex-
ists that discusses aspects of potential barriers to the implementation of InfoSec assess-
ment tools or factors that could promote their acceptance (e.g., Bandyopadhyay & Zafar
2017, Heidt et al. 2019, Niedzela et al. 2023, Vedadi et al. 2021).

3 Methodology

The goal of this design science research (DSR) project is to develop a DT (Méller et al.
2020) for multiple-criteria assessment tools of InfoSec investments. The foundation of
a DT consists of DRs and DPs, which offer a design solution for a previously defined
problem and thus support the development of an information system (IS) (Walls et al.
1992). While DRs describe subordinated goals and objectives for a class of IS (Basker-
ville & Pries-Heje 2010, Walls et al. 1992), DPs, which refer to the DRs, provide solu-
tion principles that offer guidance for the design process (Fu et al. 2016).

For the development of the DT, the method of Mdller et al. (2020) was applied
consisting of seven steps. In this paper, the results of a complete iteration of Moller et
al.'s (2020) method are presented (see Table 1). After formulating the solution objective
(step I) and specifying the research context within DSR (step II), the supportive
approach of Mdller et al. (2020) was chosen (step III), since the DT should not draw on
a specific software artifact. Here, the DT is developed before the instantiation of an IS.



1

Table 1. Methodical Steps following Moller et al. (2020)

Methodical Steps Instantiation

Formulate Solution
Objective

What are design requirements and design principles for the development of a
ltiple-criteria ent tool for information security investments?

I

Specify Research
Context

Design Science Research for the development of a comprehensive design theory
consisting of design requirements and design principles for assessment
approaches for information security investments.

11T

Select Research

Supportive-Approach to provide design knowledge for specific IT artifacts of

Approach assessment approaches of InfoSec investments (ex-ante).

IV | Identify Systematic literature review to derive design requirements and to derive design
Knowledge Base principles responding to the design requirements.

V | Elicit Meta 4 design requirements from 28 relevant papers
Requirements

VI | Formulate Design | 11 design principles from 28 relevant papers and in response to the design
Principles requirements

VII | Evaluate Moderated focus group

As a knowledge base, an SLR following the rigorous procedure of vom Brocke et
al. (2009) was conducted (step IV). Therefore, I started in the introduction by putting
the research into context, followed by the definition of the research scope, the descrip-
tion of the literature search process, and the analysis of the final literature. For the def-
inition of the research scope, the six characteristics of Cooper's (1988) “Taxonomy of
Literature Reviews” were applied. The (1) focus was on research outcomes and theories
with a (2) goal to synthesize key findings. The (3) perspective was neutral. The (4)
coverage was exhaustive with selective criticism, and the (5) organization of the results
was conceptual. Lastly, with this study, an (6) audience of specialized scholars and
practitioners is addressed. For the literature search process (see Figure 1), a title, ab-
stract, and full-text search was applied by using a previously defined search string.

Search string title: ("Information security” OR "IT security” OR InfoSec) AND abstract: (investment OR measurement OR
economic) AND abstract:(evaluation OR valuation OR assessment OR analysis) AND full text: (adoption

OR application OR acceptance OR use) AND full text: (system OR tool OR method OR indicator)

Database Science ACM Digital AIS Electronic Web of
Direct Library Library Science
A
Results MJ ‘ 95 J ‘ 44/_“_‘ ‘ 17 J 28

Figure 1. Literature Search Process

To find articles that suit this research best, selection criteria were defined following
Kitchenham et al. (2009). The literature review consisted of a title selection, abstract
selection, full-text selection, and a backward search. Figure 1 illustrates the number of
articles identified at each stage and ultimately used to develop the DT. The findings
drawn from the finally identified literature were formulated as DRs and DPs according



to Fu et al. (2016) (steps V and VI). In doing so, it was made sure that the DPs refer to
the previously formulated DRs. Once the DT was formed, it was presented and evalu-
ated within a moderated focus group (MFG) following Morgan (1997) (step VII) using
evaluation criteria of Gregor and Hevner (2013) and livari et al. (2021).

4 Results

The final design theory of this study can be seen in Figure 2. The 4 DRs and 11 DPs
from the final 28 papers identified in the SLR are described below. For reasons of read-
ability, not all papers referencing a DR and DP are mentioned in the description of it.
For the specific assignment of the identified publications to the individual concepts, on
the level of DPs, see Table 2 in this paper’s appendix.

Number of identified publications

A multiple-criteria assessment tool for information security investments should...
. related concepts

bP . enable the definition of the scope of relevant costs in order to quantify and assess the
DR 1: Efficiency |Cost mnegranon implementation costs for information security measures.
... consider multiple [ N - enable the defiition of theseope of relevant benefitsin order (0 quantify and assess the benefis PY)
économic efficiency ——‘ integration Fesulting from the implementation of information security measure

. enable the definition of the scope of relevant risks in order to quantify and assess the risks
‘mitigated by an information security measure.

~.| o3
\ ‘ Risk integration

DR 2: Data integrity \‘ lmg"m "
non monztlrv

. enable the deﬁnmun quantlfwlmn and assessment of non-monetary criteria in order to make
the assessment of become more

.. use valid sources to
provide reliabl
assessment results.

. consider various types of data sources as assessment foundations in order to provide the
necessary data for a multiple-criteria assessment.

DP 5:
Data sources

.. ensure that the data and assessment foundation is valid and accurate in order to be able to use

DP 6:
Data quality | fhie assessment result as foundation for investment decisions.

DR 3: Usability

IHHH[H"III

DP7: . enable the assessment of bundles of information security measures as well as
Scope of securiy security measures in comparison to cach other in order to identify the security dovion applies 14
easures | best to'a company’s use case.
.. be well-applicable in a
company's context. e
ot . be comprehensible and user-friendly in order to promote the implementation of an assessment
aeasible | toolin a company and to make the decision process traceable.
[ Dpo:
Structured | ... be systematic, structured, and transparent in order to ensure a consistent assessment process.
DR 4: Accessibility | sssessment
DP 10:
Pl . minimize the timely ffort required for the application of asessments i order to promote ts
. promote the assessment ‘ Application | 2o BLUOT 4 PP P
and collaboration in a ‘ effort
company.
\ . enable the cooperation and communication within an assessment process in a company by the
Cooperation in possible integration of multple co-workers and departments in order (0 use the entire
‘ ‘acompany | organization’s expertise.

Figure 2. Design Theory

Multiple-criteria assessment tools for InfoSec investments should focus on the ac-
complishment of their global goal (Schatz & Bashroush 2017). They assess InfoSec
investments by financial efficiency criteria, such as investment costs and benefits
(Schatz & Bashroush 2017). Considering an investment’s benefit, this could be com-
pared to a company’s InfoSec budget as well as the InfoSec risks (Fielder et al. 2016,
Neubauer & Hartl 2009). Thereby, a prioritization of different investment options could
be conducted (Buck & Hanf 2008). In addition, multiple-criteria assessment tools are
deemed to be economically efficient if they also include non-monetary criteria that
strongly influence the profitability of an investment (Bodin et al. 2005). Such non-
monetary criteria, especially in combination with monetary criteria, reflect the real-
world complexity of investment decisions (Schilling & Werners 2015). Therefore, I



propose DR 1: “Efficiency”: A multiple-criteria assessment tool for information secu-
rity investments should consider multiple economic efficiency criteria.

Multiple-criteria assessment tools aim to use valid data (Schilling & Werners 2015).
The data demand should thereby be compatible with a company's data supply (Bojanc
& Jerman-Blazi¢ 2008b). Via an integration of recorded historical data (Schatz &
Bashroush 2017) as well as subjective data based on an individual experience and ex-
pertise (Weishéupl et al. 2018), a multitude of valid data are generated. Therefore, val-
uable information for a comprehensive assessment can be derived (Bojanc & Jerman-
Blazi¢ 2008b). This improves the quality of data, including costs, benefits, risks, and
non-monetary criteria, as well as the reliability of the assessment result (Schilling &
Werners 2015). Hence, I propose DR 2: “Data integrity”: A multiple-criteria assess-
ment tool for information security investments should use valid sources to provide re-
liable assessment results.

As multiple-criteria assessment tools are intended to offer solutions tailored to indi-
vidual companies and use cases, they must be well-applicable in different contexts and
for different users (Bodin et al. 2005). For this, such tools need to be able to assess and
compare several InfoSec investments as well as individual ones (Kiihnel et al. 2021).
Therefore, a comprehensible, transparent, and systematic assessment process should
build a cornerstone of the model (Smith & Kruger 2010). Thereby, the users conduct
the assessments correctly, collaboration within a company becomes possible, and the
results can be communicated to and understood by co-workers and superiors
(Weishéupl et al. 2015b). Yet, the assessments need to remain time-efficient so that
they can be well-integrated into a company’s business (Bojanc et al. 2012). To address
this, I infer DR 3: “Usability”: A multiple-criteria assessment tool for information se-
curity investments should be well-applicable in a company’s context.

Multiple-criteria assessment tools should be feasible to gather information from both
individual experts as well as co-workers from other departments in a company (Lee et
al. 2011). Thereby, on the one hand, a user is offered to contribute their own profes-
sional experience (Sheen 2010), as his InfoSec knowledge regarding an investment op-
tion. On the other hand, co-workers from a different department, in which the security
measure might, for example, impact their business, can contribute the necessary multi-
ple criteria to assess the investments more precisely than an InfoSec expert could (Dor
& Elovici 2016, Weishaupl et al. 2018). Accordingly, I propose DR 4: “Accessibility”:
A multiple-criteria assessment tool for information security investments should pro-
mote the assessment and collaboration in a company.

In the following, the DPs are described with again referencing to the literature of the
SLR. In addition, further implications arising from the expertise I have gained from
researching the theoretical background are discussed. In doing so, possible addressees,
areas of application, and connections between the DPs and DRs are discussed.

DP 1: “Cost integration”: A multiple-criteria assessment tool for information se-
curity investments should enable the definition of the scope of relevant costs in order
to quantify and assess the implementation costs for information security measures. For
the assessment and quantification of implementation costs, it is first necessary to clearly
define them within the multiple-criteria assessment tool (Huang et al. 2008, Wang et
al. 2012). One should consider whether, for example, only the purchase costs or also



the costs resulting from the maintenance of the InfoSec measure should be examined
(Kuehnel et al. 2022). When quantifying only the purchase costs, it is probably easier
to consider their monetary value than the costs arising from the maintenance of a secu-
rity measure. Data for the cost assessment could be supplied by the purchasing depart-
ment of a company as well as the departments affected by the security measure.

DP 2: “Benefit integration”: A multiple-criteria assessment tool for information
security investments should enable the definition of the scope of relevant benefits in
order to quantify and assess the benefits resulting from the implementation of infor-
mation security measures. As with the implementation costs, it is important to define
what includes the benefits of an InfoSec investment and how those can be derived and
monetized to accurately determine them (Huang & Behara 2013). Here, monetization
poses a greater challenge than monetizing the implementation costs (Gordon & Loeb
2006). The benefits of an InfoSec investment mainly result from the prevented costs of
an InfoSec breach (Kuehnel et al. 2022). A forecast of potential incident costs could
therefore be helpful (Huang et al. 2008). In addition, the benefit can also be considered
in comparison to the available budget of an IT department (Gordon & Loeb 2006). The
simultaneous visualization of the prevented costs, implementation costs, and the budget
available to the IT department within a multiple-criteria assessment tool could thereby
help to conduct a trade-off for an InfoSec investment.

DP 3: “Risk integration”: A multiple-criteria assessment tool for information se-
curity investments should enable the definition of the scope of relevant risks in order to
quantify and assess the risks mitigated by an information security measure. For InfoSec
risks to be assessed, the potentially affected information themselves should first be de-
fined, assessed, and quantified (Huang et al. 2008, Sonnenreich et al. 2006). Based on
this, the risks can be quantified or monetized (Gordon & Loeb 2006). The necessary
details for the assessment of information and InfoSec risks should ideally originate from
the department affected by the InfoSec investment as well as the IT or InfoSec depart-
ment in particular. This allows both functional and InfoSec expertise to be drawn on.

DP 4: “Integration of non-monetary criteria”: 4 multiple-criteria assessment tool
for information security investments should enable the definition, quantification, and
assessment of non-monetary criteria in order to make the assessment of information
security investments become more comprehensive. InfoSec breaches entail a strong in-
tangible impact on a company's business (Statista 2024). This impact should also be
included in the assessment of an InfoSec investment. In addition, the multiple-criteria
assessment tool should also enable the integration and assessment of non-monetary cri-
teria that reveal the impact of a security measure in a business or business processes of
the affected departments (Matschak et al. 2023). Exemplary non-monetary criteria
could be ‘process complexity’ or ‘employee satisfaction’. Those could also influence
the performance and profitability of a company (Kiihnel et al. 2021). For the definition
and assessment of such non-monetary criteria, the expertise of the employees of the
affected departments of a company is required (Matschak et al. 2023).

DP 5: “Data sources”: A multiple-criteria assessment tool for information security
investments should consider various types of data sources as assessment
foundations in order to provide the necessary data for a multiple-criteria assessment.
The use of recorded historical data for the assessment of InfoSec investments offers a



high level of reliability (Bojanc & Jerman-Blazi¢ 2008a). However, such data may be
lacking or incomplete in many companies, especially concerning non-monetary criteria
(Franqueira et al. 2010). Subjective data must therefore be used to ensure a complete
assessment (Beresnevichiene et al. 2010). For this purpose, employees of an affected
department could, due to their experience, provide data regarding the assessment crite-
ria. In addition, InfoSec experts could provide data for the assessment of the InfoSec
investment, also relying on their personal experience with the topic of InfoSec.

DP 6: “Data quality”: A multiple-criteria assessment tool for information security
investments should ensure that the data and assessment foundation is valid and accu-
rate in order to be able to use the assessment result as foundation for investment deci-
sions. The validity of recorded historical data as well as the validity of the assessment
result derived from such data poses less of a challenge in comparison with subjective
data, based on one’s personal experience (Bojanc & Jerman-Blazi¢ 2008a). With the
latter, attention must be paid to the consistency of the data to achieve reliable results
(Franqueira et al. 2010). This is especially important regarding the communication of
the assessment results to superiors (Beresnevichiene et al. 2010). Managers need to be
able to rely on the results of the assessment when making investment decisions.

DP 7 “Scope of security measures”: 4 multiple-criteria assessment tool for infor-
mation security investments should enable the assessment of bundles of information
security measures as well as information security measures in comparison to each other
in order to identify the security solution that applies best to a company’s use case. In
practice, assessments and decisions on InfoSec investments are often not made in iso-
lation (Capko et al. 2014, Kiihnel et al. 2021). Either there are several providers of
security measures, various and different kind of security measures, or a bundle of se-
curity measures that needs to be assessed (Kiihnel et al. 2021, Matschak et al. 2023).
The assessment tool should therefore consider the complexity of realistic assessment
situations and allow the users to keep an overview of the assessment scope.

DP 8: “Feasible assessment”: A multiple-criteria assessment tool for information
security investments should be comprehensible and user-friendly in order to promote
the implementation of an assessment tool in a company and to make the decision pro-
cess traceable. Reduced complexity when using the assessment tool, for example
through minimal calculation effort for the user, increases its user-friendliness and ac-
ceptance (Khansa & Liginlal 2009). This is particularly important for those employees
who engage with the assessment tool only occasionally and do not have much experi-
ence with the assessment of InfoSec investments (Schatz & Bashroush 2017). Imple-
menting this principle can therefore increase the application and establishment of the
multiple-criteria assessment tool in a company.

DP 9: “Structured assessment”: A multiple-criteria assessment tool for infor-
mation security investments should be systematic, structured, and transparent in order
to ensure a consistent assessment process. A systematic and transparent assessment
tool increases its comprehensibility and could thus ensure that the assessment is carried
out correctly by the respective user (Herath & Herath 2008). This increases the chances
of receiving a high-quality and valid assessment result (Huang & Huang 2014). In ad-
dition, the transparency of the multiple-criteria assessment tool helps to communicate



the tool itself as well as its results within a company, as it makes them easier to under-
stand (Herath & Herath 2008). This enables employees to better justify investment de-
cisions for or against an InfoSec investment towards their superiors.

DP 10: “Application effort”: 4 multiple-criteria assessment tool for information
security investments should minimize the timely effort required for the application of
assessments in order to promote its application. The assessment of InfoSec investments
does not only concern the InfoSec department of a company (Matschak et al. 2023). It
affects all employees and departments working in businesses or with processes that are
affected by the investment in and implementation of InfoSec measures (Bojanc et al.
2012). Therefore, these employees should also participate in the assessment. The effort
this assessment requires, however, is added to their daily workload. Hence, to prevent
the assessment tool from being ignored or incorrectly applied, it needs to take up as
little time as possible (Schatz & Bashroush 2017). For example, it would be helpful if
the assessment process could be paused in between to spread the effort over time. This
principle applies to both data procurement and the assessment itself.

DP 11: “Cooperation in a company”: A multiple-criteria assessment tool for in-
formation security investments should enable the cooperation and communication
within an assessment process in a company by the possible integration of multiple co-
workers and departments in order to use the entire organization’s expertise. By the
integration of co-workers within the assessment tool, the assessment can benefit from
their professional or InfoSec expertise (Bojanc et al. 2012). The multiple-criteria as-
sessment tool should enable this level of cooperation. In this context, it could be useful
for a successful assessment to define a specific project manager or admin to individual
assessment projects within the assessment tool. This person should have a particularly
high level of functional expertise or experience with investment assessments (Bojanc
et al. 2012). Additionally, it may also be beneficial for both the project manager and
other users of the multiple-criteria assessment tool to be able to provide information on
their degree of confidence in their assessment (Huang et al. 2014). This would allow
the assessments of certain people to be prioritized higher than those of others and could
therefore offer a more reliable assessment result. Following the assessment, its results
should be prepared in such a way that they can be easily and transparently communi-
cated to both colleagues and superiors (Franqueira et al. 2010).

5 Evaluation

For the evaluation of the DT and the DPs in particular, an MFG following the approach
of Morgan (1997) was conducted. The MFG consisted of eight IS and InfoSec experts
from academia. For the determination of the sample size of the focus group, the “10+2
rule” by Hwang and Salvendy (2010) was applied. The focus group discussed the eval-
uation criteria proposed by Moller et al. (2020). For one, these consist of the criteria of
‘prescriptiveness’ and ‘abstractedness’ (Gregor & Hevner 2013), which were positively
highlighted in the discussion. One expert gave additional advice to supplement the DT
with specific design features (DFs), which could provide additional functional instruc-
tions for the design of multiple-criteria assessment tools. Thereby, "[...] the experience



and expertise of all company employees who work with such a tool, e.g. as part of an
IT tool, must be considered," stated one MFG participant.

In addition, Méller et al. (2020) propose to evaluate the reusability of the DPs by
applying the evaluation criteria of ‘accessibility’, ‘importance’, ‘novelty and insight-
fulness’, ‘actability and guidance’, and ‘effectiveness’ following livari et al. (2021).
The ‘accessibility’ was positively evaluated, with a few qualitative remarks on the
wording of the DPs, especially DP 1, 5, and 10. The remarks were implemented after
the evaluation. The ‘importance’ was considered particularly high during the discussion
and the need of a comprehensive assessment tool was highlighted. The ‘novelty and
insightfulness’ was seen as good, especially in the case of DP 4, 7, and 11. Concerning
‘actability and guidance', there were a few comments on the conceptual clarity of DP 2
and 5, which were also implemented after the evaluation. The ‘effectiveness’ was pos-
itively emphasized. One participant mentioned that the DT "[...] allows to make well
informed and more robust decisions for InfoSec investments.". The aspect of being able
to use the DT to develop assessment tools that make comprehensive investment deci-
sions while keeping the entire company in mind was emphasized. After making the
small adjustments according to the evaluation, I am now convinced that the DT fully
complies with the evaluation criteria proposed by Mdller et al. (2020).

6 Discussion

Only a few design theories in the field of InfoSec discussed aspects of economic effi-
ciency. Among these, to the best of my knowledge, none of them address the task of
multiple-criteria assessment of InfoSec investments. This study takes up on this task,
presents such a DT, and therefore answers the research question: What are design re-
quirements and design principles for the development of a multiple-criteria assessment
tool for information security investments? 1 presented the results in the context of a
DSR approach and conducted a complete iteration of a literature-driven design cycle.
To ensure scientific rigor, the method of DP development of Mdller et al. (2020) was
applied, based on an SLR following vom Brocke et al. (2009). This procedure was pre-
sented comprehensively and transparently. Hereby, the DT for multiple-criteria assess-
ment tools for InfoSec investments, consisting of DRs and DPs, is the result of a com-
plete iteration.

The broad perspective of the DT could be of high interest to both scientists and prac-
titioners. For the IS community, a new theoretical foundation based on a DT is system-
atically developed that can be successfully built upon in further research. For both sci-
entists and practitioners, the DT contributes to the prescriptive knowledge base (Gregor
& Hevner 2013). At the same time, it retains an appropriate degree of abstraction and
that would allow the DT to be transferred to various software artifacts in practice with-
out committing to a specific instantiation (Gregor & Hevner 2013).

The DT is particularly distinctive, as it draws on both monetary and non-monetary
criteria. In the past, the economic assessment of InfoSec investments has focused on
traditional financial criteria such as costs and benefits (Schatz & Bashroush 2017).
However, the fact that non-monetary criteria also affect a company's performance and



therefore its profitability has largely been ignored (Heidt et al. 2019). In addition, the
DT focuses on factors relating to acceptance and usability. This is of particular interest
to practitioners, as software artifacts derived from the DT should therefore be easy to
integrate and establish in a company. The success of the DT presented in this paper is
also reflected in the positive results of the evaluation, especially regarding the criteria
of ‘importance’, ‘novelty and insightfulness’, and ‘effectiveness.

However, the study also contains a few limitations. As already described, the
knowledge base of the DT consists mostly of literature. Although this procedure com-
plies with Moller et al.'s (2020) method and additional expert feedback was gathered
through the evaluation of the DT within a moderated focus group, the DT is based on a
theoretical foundation. To strengthen the empirical foundation, future research should
therefore have a look at practice and include the personal expertise and knowledge of
potential users. Qualitative methods, such as of semi-structured interviews or case study
research, would be ideal for this (Moller et al. 2020). Furthermore, although this itera-
tion and DT are now complete (Moller et al. 2020), some improvements could still be
made in further research. This has already been indicated by a few comments made
during the evaluation. The deployment of qualitative methods could also be used to
specifically determine which non-monetary criteria should be considered, particularly
in DR 1: "Efficiency".

To illustrate the usefulness of the multiple-criteria DT in practice, it could also be
instantiated as part of a software artifact. So far and to the best of my knowledge, there
is no functional design foundation for this. Therefore, researchers could extend the DT
by identifying and presenting specific DFs. Based on these, a software artifact could be
built. A quantitative evaluation of the resulting DT could then be paired with a case
study to test and evaluate the software artifact.

7 Conclusion

In this paper, the results of a complete DSR project to develop a DT consisting of 4
requirements and 11 principles were presented. The research is based on an SLR and
the results were evaluated within an MFG of IS and InfoSec experts from academia.
The evaluation focused on the evaluation criteria of livari et al. (2021) and concluded
with positive feedback from the academic experts. This study, therefore, offers a valid
foundation of design knowledge for research and practice. The DT can be adapted to
develop newly emerging multiple-criteria assessment tools for InfoSec investments in
the scientific field and offers a basis for future instantiations of software artifacts.
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Appendix

Table 2. Concept Matrix

Publication DP1 | DP2 | DP3 | DP4 | DP5 | DP6 | DP7 | DP8 | DP9 |DP10|DP 11
Neubauer & Hartl 2009 | x X X X X X X X
Sheen 2010 X X X X X X
Smith & Kruger 2010 X X X X X X
Capko et al. 2014 X X
Buck & Hanf 2008 X X X X X X X X
Wang et al. 2012 X
Huang et al. 2014 X X X X X
Huang et al. 2008 X X X X
Weishdupl et al. 2018 X X X
Bojanc & Jerman-Blazic < X < x <
2008a
Lee et al. 2011 X X X X X X
Huang & Behara 2013 X X X X
Bojanc et al. 2012 X X X X
Herath & Herath 2008 X X X X X
Schilling & Werners X X X X X X X
2015
Matschak et al. 2023 X X X X X X X
Weishdupl et al. 2015b X X X
Beresnevichiene et al. < X < < X < < X
2010
Bodin et al. 2005 X X X X X X
Bojanc & Jerman-Blazic < X < < X <
2008b
Dor & Elovici 2016 X X X X
Fielder et al. 2016 X X X
Gordon & Loeb 2006 X X X X
Khansa & Liginlal 2009 X X X
Kiihnel et al. 2021 X X X X X
Schatz & Bashroush X X X X X X < X X
2017
Sonnenreich et al. 2006 X X X X X X
Franqueira & Houmb X X <
2010
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