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Abstract:

This replication study is a methodological replication of Study 1 of Anderson and Agarwal (2010) (A&A) using data
collected from Guam to investigate information security (InfoSec) behavioral intention. This study also extended the
A&A Model by examining the effect of gender on each construct of the model. Our findings are very similar to those
reported by A&A, and indicate that the model is generalizable to the population on Guam. We also observed the effect
of gender on several constructs of the model. As this study cannot confirm whether the slight differences between the
result of A&A and this study are related to cultural differences, we suggest future replication studies be conducted to
examine how culture would affect our security behavior intention. We also suggest practitioners consider gender as an
important factor when designing mechanisms to encourage people to practice information security behavior.
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2 Home Computer User Security Behavioral Intention: A Replication Study from Guam

1 Introduction

In this study, we present a replication of Study 1 of Anderson and Agarwal (2010) using data collected from
Guam to investigate security behavioral intention. It is a methodological replication as we use the same
methods as Anderson and Agarwal (2010) but conducted in a different location (i.e., US Mainland versus
Guam) (Dennis and Valacich, 2015). This type of methodological replications conducted in different
locations or countries is important for improving the generalizability of the theories (Im and Straub, 2015).
Guam is selected as the focus of this study as it is a US unincorporated territory located in the West Pacific,
which has a different cultural background from the Western world in which Anderson and Agarwal’s study
(2010) had been conducted. In particular, based on Hofstede’s Cultural Dimensions score (Hofstede, 2001
Perez et al., 2015), the cultural dimension scores of Guam and the US are very different in power distance
and masculinity, which indicate there exists observable differences between the culture of these two places.
We also extended our study by analyzing the results based on gender and investigated whether the model
from Anderson and Agarwal’s Study 1 (2010) would be generalized to both genders.

2 Literature Review

21 Security Behavioral Intention

Anderson and Agarwal (2010) used the Technology Adoption Model (TAM) (Bagozzi et al., 1992; Davis,
1989) as the foundation for developing their model to study security behavioral intention. The TAM has been
extensively used for investigating how the viewpoints of prospective users and users’ attitudes and
intentions on the new technology affect their technology adoption behavior. The original research of
Anderson and Agarwal (2010) has two studies designed for studying the drivers of intentions to perform
security-related behavior and their drivers. The first study (see Figure 1) was survey-based research, and
the second study was an experiment. In this replication study, we only replicated the survey study. Study 1
of Anderson and Agarwal (2010) investigated their first two research questions, which tried to find the factors
influencing a home computer user’s security behavior and examined whether there are differences in the
factors influencing the protection behavior when the user used a computer versus the Internet. In their study,
they collected data from 594 home computer user participants to test their model. They showed that a
combination of cognitive, social, and psychological components influenced a user’s intention to perform
security-related behavior. They also showed that subjective norm and other psychological factors also
influenced a user’s security-related behavior.
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Figure 1. Research Model Developed by Anderson and Agarwal (2010)
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In their study, Anderson and Agarwal (2010) included the following main variables in their model.

Table 1. Main variables used in Anderson and Agarwal (2010)

Main Variable Description

Subjective norm (SN) It is the influence of others on the user’s decision to use or not
to use the technology (Maranguni¢ and Grani¢, 2015), which
has been included in the extended model (TAM2) (Venkatesh
and Davis, 2000).

Descriptive norm (DN) It is related to what an individual believes most other people
do. In the information security (InfoSec) context, it is about
individuals’ expectations of others’ InfoSec behavior
(Anderson and Agarwal, 2010).

Self-efficacy (SE) Self-efficacy refers to one’s belief about one’s ability and
competence. Bandura (1989) synthesizes it into the social
cognitive theory.

Psychological ownership (PO) | It refers to a state in which a person feels as though the target
is “theirs” (Pierce, Kostova, and Dirks, 2003), which is
generated from a combination of biological needs and social
experiences (Dittmar, 1992; Pierce, Kostova and Dirks, 2003).

Concern regarding security| It is about the concern on technical guarantees of the systems
threats (CONC) or technologies involving legal requirements and good
practices, including technical, administrative, and managerial
controls, related to privacy (Casalo, Flavian, and Guinaliu,
2007; Jennex and Zyngier, 2007).

Intention to Perform Security-| Anderson and Agarwal (2010) suggest that the intention to
related Behavior (INT) perform the security-related behavior to protect the Internet
and computers owned by the users is positively affected by the
user’s attitude toward the security-related behavior, as well as
DN and SN.

The behavioral intention related to the adoption of technology has been studied extensively in the past few
decades. Some research has investigated how culture affects behavioral intention (e.g., Straub et al., 1997).
More recently, Ho (2012) conducted a study on the impact of culture on technology adoption, one on the
mobile service adoption through comparing data collected from Hong Kong and Guam, and another one on
the adoption of environmentally friendly lifestyle through analyzing data collected on Guam and compared
with the earlier findings from Japan of Ho and So (2017). These two studies found that the interactions
between the TAM constructs are different from location to location, and new relationships are found through
a further exploratory study. Therefore, there is a need for IS researchers to investigate further the formation
of security behavioral intention under the influence of different locations and among people with different
cultural backgrounds.

2.2 Hofstede’s Cultural Dimensions

In this study, we collected data from Guam and compared the results reported by Anderson and Agarwal
(2010) from US participants. Even though Guam is currently a US unincorporated territory, its culture is
different from the US, as reflected by their values of Hofstede’s Cultural Dimensions collected from a
multinational survey and ranged from a national score of 0 to 100 (Hofstede, 2001; see Table 2). About one-
third of Guam’s population is Chamorro (the indigenous Pacific Islanders), and another quarter of the
population are Filipinos and their descendants. Particularly, Guamanians have a lower level of power
distance and masculinity compared with Americans.

Apart from replicating the study on Guam, we also extended our study to investigate the impact of gender
on the model. It is because prior research in TAM (Venkatash and Morris, 2000) reported that gender has
a significant impact on a person’s technology adoption behavior.
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4 Home Computer User Security Behavioral Intention: A Replication Study from Guam

Table 2. Hofstede’s Cultural Dimensions

Cultural Dimensions | Definition (Hofstede, 2001) National Score
us Guam

Power distance The extent to which the less powerful members of the institutes 40 11
and organizations with a country expect and accept that power is
distributed unequally (p. 98).

Individualism It refers to a society in which the ties between individuals are loose 91 86.5
(p. 225).

Masculinity It refers to a society in which social gender roles are clearly distinct 62 25.9
(p. 207).

Uncertainty avoidance | The extent to which the members of a culture feel avoidance 46 55.4
threatened by uncertainty or an unknown situation (p. 161).

Long-term orientation |It stands for the fostering of virtue orientation towards future 26 39.8
rewards, in particular, perseverance and thrift (p. 359).

Note: Hofstede’s Cultural Dimension Scores are developed based on Hofstede’s multinational survey study (2001). The
national score of each dimension is ranked from 0 to 100. The US scores are obtained from
https://geerthofstede.com/research-and-vsm/dimension-data-matrix/, and the scores for Guam are obtained from a
replicated study by Perez et al. (2015).

3 Methodology and Data Collection

As a methodological replicated study, we adopted the survey instrument developed by Anderson and
Agarwal (2010) in this study. A priori sample size calculations using an online calculator, as suggested by
Westland (2010) (https://www.danielsoper.com/statcalc/calculator.aspx?id=89), and G*Power (Faul et al.
2007) had been used to ensure sufficient sample size. We noted that Anderson and Agarwal (2010) only
reported the post-hoc statistical power (0.95) but not the effect size. Therefore, we estimated our sample
size required using the following parameters, i.e., a medium effect size, statistical power level: 0.9, and
probability level: 0.05. Using the design of the original study by Anderson and Agarwal (2010) with ten latent
variables and 38 observed variables, we found that the recommended minimum sample size should be
around 232 (online calculator) and 250 (G*Power). Thus, we targeted to recruit around 300 participants to
join this study.

For the data collection, we invited college students from a local university who enrolled in the undergraduate
and graduate business courses to participate in the survey, with extra credit provided as an incentive.
Eventually, 322 individuals were recruited to participate in the survey, and their demographics are presented
in Table 3. We did not observe any effect of gender on the demographics (all p > 0.05).

Table 3. Demographics

Male Female Total
(N=125) | (N=197) (N =322)
Age 23.3 22.7 22.9
Education (Years counted from elementary school) 151 151 151
Average Household Income (US$) $51,580 $45,019 $47,566
Internet Experience (Years) 11.6 10.7 11.1
Frequency of being affected by security violation 2.64 2.66 2.65
(1 = infrequently, 7 = frequently)
Heard or read during the last year about security violation 4.68 4.94 4.84
(1 = infrequently, 7 = frequently)

4 Data Analysis

We followed Anderson and Agarwal (2010) and used PLS to estimate the full model. In our study, we used
Smart PLS 2.0 M3 (Ringle, Wende, and Will, 2005) to perform the PLS analysis. The outer loadings of the
PLS result and the correlation matrix are presented in Appendices A and B, respectively. In this study, we
noted that the perceived citizen effectiveness scale did not converge well. Therefore, we decided to split it
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into two constructs, i.e., perceived citizen effectiveness for the two items with positive coding and perceived
citizen effectiveness (reverse) for the two reverse-code items. We also confirmed both convergent validities
as all t-values of the factor loadings are significant with p < 0.01 and all the Cronbach’s a values > 0.70
except for perceived citizen effectiveness. For perceived citizen effectiveness, as its a = 0.69 and composite
reliability = 0.86, we still considered its convergent validity is achieved. The discriminant validity is also
achieved as all instrument items, except SE4 and SE5, have a loading > 0.7 on their associated factors and
have a low loading on other factors (Nunnally, 1978). Also, the square root of the average variance extracted
of each latent construct in Appendix B. As the revised model had 11 constructs, we recalculated the
minimum sample size of our model. The minimum sample size should be between 238 (online calculator)
and 250 (G*Power). Therefore, our sample size (n = 322) was sufficient for conducting our data analysis.

The descriptive statistics of our constructs, which are presented in Table 4, with a further breakdown based
on gender and compared with the results reported by Anderson and Agarwal (2010). We noted the effect of
gender on the following constructs: concerns (female [mean = 6.20] > male [mean = 5.94], p = 0.02),
perceived citizen effectiveness (reverse) (female [mean = 5.03] > male [mean = 4.46], p < 0.01),
psychological ownership for own computer (male [mean = 6.04] > female [mean = 5.69], p = 0.02), security
behavioral intention (own computer) (male [mean = 6.04] > female [mean = 5.74], p = 0.02), and security
behavioral intention (Internet) (male [mean = 5.67] > female [mean = 5.34], p = 0.02).

We also compared the mean values of the constructs found in our dataset with the original study using t-
tests. The results showed statistically significant differences in the mean values. The values of concern,
perceived citizen effectiveness, subjective norm, and psychological ownership for Internet of data collected
from Guam are statistically higher than those collected from Anderson and Agarwal (2010). In contrast, self-
efficacy, psychological ownership for own computer, and security behavioral intention of own computer are
lower than Anderson and Agarwal’s (2010) values.

Table 4. Descriptive Statistics

Construct Replication Study Original | Difference
o CR | Male | Female | Total
Concern (CONC) 0.92| 094 | 5.94 6.20 6.10 5.17 0.93™
Perceived citizen effectiveness (PCE) 0.69| 0.86 | 5.68 | 5.76 5.73 4.86 0.56 ™
Perceived citizen effectiveness — Reverse (PCE(R)) | 0.80 | 0.91 | 4.46 5.03 481 4.86 —-0.05
Self-efficacy (SE) 0.86 | 0.87 | 4.76 4.76 4.76 5.10 -0.34™
Security behavioral attitude (ATT) 0.93| 0.96| 6.41 6.41 6.41 6.35 0.06
Subjective norm (SN) 0.89| 0.93 | 4.98 5.06 5.03 4.73 0.30™
Descriptive norm (DN) 0.89| 0.92| 4.61 4.57 4.59 4.74 -0.15
Psychological ownership for own computer (POC) 0.93| 0.96 | 6.04 5.69 5.83 6.20 -0.37™
Psychological ownership for Internet (POI) 0.83| 0.90| 3.85 3.62 3.71 3.44 0.27"
Security behavioral intention (own computer) (INTC) | 0.94 | 0.96 | 6.04 5.74 5.86 6.16 -0.30 ™
Security behavioral intention (Internet) (INTI) 0.94| 0.96 | 5.67 5.34 5.47 5.50 0.03
Notes: ™ p < 0.001; “ p < 0.01; " p < 0.05; a = Cronbach’s alpha; CR = Composite reliability. The “Difference” reported
the differences between the mean values of the total value of the replication study with the original study. For example,
for “Concern,” the difference, 0.93, is calculated by the value of the mean value of “Replication Study” (6.10)
subtracting “Original” (5.17). We also tested whether the value of “Difference” is statistically significant by t-tests.

The results are summarized in Table 5. Our model is slightly different from those of Anderson and Agarwal
(2010). As mentioned above, we separated perceived citizen effectiveness into two constructs, i.e.,
perceived citizen effectiveness and perceived citizen effectiveness (reverse). There were four significant
differences between our model and Anderson and Agarwal’'s model. First, we needed to split perceived
citizen effectiveness into two constructs, and both constructs have significant positive impacts on security
behavioral attitude (i.e., H2a and H2b). Second, we observed a significant impact of the descriptive norm
on security behavioral intention (own computer), which the prior study did not observe. Third, we also
observed the significant impact of the subjective norm on security behavioral intention (Internet), which the
prior study did not observe. Last, we did not observe the impact of the descriptive norm on security
behavioral intention (Internet).
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6 Home Computer User Security Behavioral Intention: A Replication Study from Guam

Table 5. Results

Hypothesis Replication Study Original
Coefficientl Support? | Coefficient | Support?
Security behavioral attitude (ATT) R2=0.24 R2 not reported
H1: CONC > ATT 021" | Yes 0.36 " ves
H2: PCE 2> ATT N/A 0.15" Yes
H2a: PCE > ATT 0.20™ Yes N/A
H2b: PCE(R) > ATT 0.24™ Yes N/A
H3: SE > ATT 0.16 " Yes 032" Yes
Security behavioral intention (own computer) (INTC) R? =0.40 R?=0.43
H4b: Attitude > INTC 0.45™ Yes 0.61™ Yes
H5b: SN 2 INTC 0.21™ Yes 0.12" Yes
H6b: DN = INTC 0.16 ™ Yes 0.04 No
H7b: POC - INTC 0.13° Yes 0.05" Yes
Security behavioral intention (Internet) (INTI) R?=0.46 R2=0.35
H4a: Attitude - INTI 0.11° Yes 0.15" Yes
H5a: SN > INTI 0.15" Yes -0.01 No
H6a: DN > INTI -0.01 No 0.08" Yes
H7a: POl - INTI 0.20 ™ Yes 0.16 ™ Yes
Control: INTI = INTI 0.48 ™ Yes Not reported
Notes: ™ p < 0.001; ™ p < 0.01; * p < 0.05. The following control was significant and included in the model:
gender has a positive impact on INTI.

5 Discussion

Using student participants recruited from Guam, the findings of this study are very similar to those reported
by Anderson and Agarwal (2010). However, there are still some new findings in this replication study.

5.1 Effect of Gender

First, apart from replicating the previous study, we also explored gender effect on the constructs. Prior
research, for example, Anwar et al. (2017), has pointed out that gender types had effects on information
security behavior. In this study, we also observed gender effects on some of the constructs, such as
information security concerns, perceived citizen effectiveness (reverse), psychological ownership for own
computer, security behavioral intention (own computer), and security behavioral intention (Internet). This
finding suggested that when practitioners would like to design mechanisms to encourage practicing
information security behavior, they should consider gender as users of a different gender would have
different security concerns and have different security behaviors.

5.2 Possible Effect of Individualism and Power Distance

In this study, we noted that the 4-item construct of perceived citizen effectiveness proposed by Anderson
and Agarwal (2010) did not converge. In the original study, Anderson and Agarwal (2010) already reported
that even the four items converged into a construct, the positive and reverse code did not converge well. In
this study, as reported earlier, these four items could not converge well into a construct, and we decided to
split it into two separate constructs. Prior research (van Sonderen, Sanderman and Coyne, 2013; Weijters,
Baumgartner and Schillewaert, 2013) suggested that the non-convergent of constructs with both positive
and reverse items might be due to the misunderstanding of the respondents. We are of the view that there
is another possible explanation for this case.

From the correlation matrix in Appendix A, we noted that the two constructs correlated with the other
constructs in the model differently. Also, the two reverse coded items are indicating the lack of a person’s
ability to contribute to the Internet (i.e., the collective group of users of Internet), i.e., “the efforts of one
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person are useless in helping secure the Internet,” and “there is not much that any one individual can do to
help secure the Internet.” However, as both the United States and Guam are locations with high
individualism, the loose ties between individuals within society may reduce the trust of others. Thus, our
respondents might think negatively about the ability of an individual to contribute to collaborative work (Kiffin-
Petersen and Cordery, 2003), such as the protection of the Internet. Therefore, we recommend conducting
further research using data collected from countries with high collectivism (i.e., low individualism scores,
such as Hong Kong, score = 25 and Japan = 46). These future research studies can help verify if the non-
convergent effect of a misunderstanding of the scale or cultural issue exists.

The other significant differences are the impacts of the descriptive norm and subjective norm to the security
behavior intentions (both to the computer and the Internet) are different in these two studies. For the original
study, the subjective norm impacts security behavior intentions (own computer), and the descriptive norm
impacts security behavior intentions (own Internet). However, for this study, we note that subjective norm
impacts both security behavior intentions (own computer) and security behavior intentions (own Internet),
and descriptive norm has an impact on security behavior intentions (own computer) only.

In this study, the subjective norm is defined as how others influence the user to perform InfoSec behavior.
Prior research has mixed results regarding how culture, and in particular, individualism, affects subjective
norm. Some studies suggested the impact of subjective norm on intention only existed in collectivist culture
(i.e., with low individualism score) (Lee and Wan, 2010; Schepers and Wetzels, 2007), while others reported
suggested that such effect also exists in individualism culture (Yang and Jolly, 2009).

In this study and the original study, we observed the significant effect of subjective norm on security behavior
intentions (own computer), and a similar effect is only observed on security behavior intentions (own
Internet) for data collected from Guam. These results supported more on the argument that the impact of
the subjective norm would exist in an individualist culture. In this research context, the subjective norm is
how others influence the user’s intention to take security behavior. It is because such behavior is personal
behavior, and it is their responsibility to protect their computers. Therefore, we observe the positive result
for the subjective norm influencing security behavior intentions (own computer) and security behavior
intentions (own Internet).

For the descriptive norm, prior research has suggested that power distance would impact it (Gelfand and
Harrington, 2015). As mentioned, in this research context, the descriptive norm is the expectation of others
on performing InfoSec behavior. Comparing the United States and Guam, Guam’s culture has a low power
distance. Therefore, the descriptive norm may significantly impact security behavior intentions (own
Internet) for the United States. It is because the United States has a more substantial influence on power
distance and would encourage participants to follow the descriptive norm to take up their responsibility to
adopt a more active role in taking up security behavior intentions. As the responsibility taken by other people
would be more observable for the Internet (as their computers are connected) and thus, the effect would be
more significant for the Internet. The comparative findings also show this effect, i.e., descriptive norm only
impacts the security behavior intentions (own Internet) for the United States, but not for Guam.

6 Concluding Remarks

This study is a methodological replication study using the model developed by Anderson and Agarwal (2010)
for studying the formation of information security behavioral intention. Replication study is typical in physical
science research to confirm findings, yet it is rare to conduct replication study in IS research until recently
(Dennis and Valacich, 2015).

The finding of this study generally supports the Anderson and Agarwal (2010) model despite the
demographic (i.e., Anderson and Agarwal (2010) were using the general public, and our study was using
student participants) and time differences (i.e., the two studies were conducted ten years apart). Therefore,
we can argue that the Anderson and Agarwal (2010) model is generalizable to the population on Guam. We
also noted that we provided incentives (extra credits) to invite our students to participate in the survey. In
contrast, the original study did not report whether they provided incentives to recruit their participants. While
we did not directly measure the cultural difference between the two samples, we note that the participants’
cultural backgrounds may explain the differences in the findings. Therefore, we would recommend
conducting more replication studies to examine how culture would affect our security behavior intention.
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Appendix A: Outer Loadings of PLS Models

ltems | CONC | PCE |PCE(R)| SE ATT SN DN | POC | POI | INTC | INT
CONC1 0.69
CONC2 0.79
CONC3 0.83
CONC4 0.87
CONC5 0.86
CONC6 0.80
CONC7 0.79
CONCS8 0.81
PCE1 0.81
PCE3 0.92
PCE2(R) 0.91
PCE4(R) 0.92
SE1 0.93
SE2 0.93
SE3 0.78
SE4 0.58
SE5 0.50
ATT1 0.93
ATT2 0.95
ATT3 0.93
SN1 0.91
SN2 0.90
SN3 0.92
DN1 0.87
DN2 0.87
DN3 0.90
DN4 0.82
POC1 0.93
POC2 0.95
POC3 0.92
POI1 0.80
POI2 0.94
POI3 0.85
INTC1 0.94
INTC2 0.94
INTC3 0.95
INTIL 0.95
INTI2 0.94
INTI3 0.96
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Notes:

CONC = Concern; PCE = Perceived citizen effectiveness (PCE); PCE(R) = Perceived citizen effectiveness (Reverse
Code); SE = Self-efficacy; ATT = Security behavioral attitude; SN = Subjective norm; DN = Descriptive norm; POC =
Psychological ownership for own computer; POI: Psychological ownership for Internet; INTC = Security behavioral
intention (Own computer); and INTI = Security behavioral intention (Internet)

Appendix B: Correlation Matrix

Items YAVE CONC| PCE |PCE(R)| SE | ATT | SN DN | POC | POI | INTC| INTI
Replication|Original
Study
CONC 0.81 Not 0.27 0.13 | 046 | 0.17 | 0.19 | 0.19 | 0.09 | 0.31 | 0.27
reported
PCE 0.87 0.79 0.28 032 | 036 | 011 | 0.14 | 0.18 | 0.15| 0.31 | 0.51
PCE(R) 0.96 - 0.07 | 0.17
SE 0.77 0.86 0.18 | 0.31 | -0.08 041 | 0.09 | 019 | 0.12 | 0.11 | 0.44 | 0.38
ATT 0.94 0.91 0.31 | 0.35| 0.27 | 0.24 0.13 | 0.18 | 0.21 | -0.02| 0.64 | 0.43
SN 0.91 0.93 0.20 | 0.32| -0.21 | 0.35 | 0.15 0.21 | 0.12 | 0.11 | 0.44 | 0.38
DN 0.86 0.87 0.13 | 0.27| -0.27 | 0.31 | 0.03 | 0.43 0.03 | 0.23 | 0.18 | 0.23
POC 0.94 0.95 0.12 | 0.24| 0.08 | 0.17 | 0.40 | 0.13 | 0.12 0.17 | 0.19 | 0.11
POI 0.87 0.95 0.03 | 0.18| —0.23 | 0.13 | 0.04 | 0.18 | 0.30 | 0.22 0.01 | 0.21
INTC 0.94 0.90 0.23 | 0.30| 0.05 | 0.31 | 054 | 0.36 | 0.27 | 0.36 | 0.16 0.52
INTI 0.95 0.94 0.20 | 0.34| 0.02 | 0.29 | 040 | 0.37 | 0.25 | 0.22 | 0.30 | 0.63
Notes:
AVE = Average variance extracted.
Correlation of original study in the upper right half of the matrix, and replication study in the lower left half of the matrix.
CONC = Concern; PCE = Perceived citizen effectiveness (PCE); PCE(R) = Perceived citizen effectiveness (Reverse
Code); SE = Self-efficacy; ATT = Security behavioral attitude; SN = Subjective norm; DN = Descriptive norm; POC =
Psychological ownership for own computer; POI: Psychological ownership for Internet; INTC = Security behavioral
intention (Own computer); and INTI = Security behavioral intention (Internet)
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