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Abstract
Data breaches across various industries infer that human curiosity has a powerful influence on information
security behaviors. Drawing on Human Curiosity Theory, this study seeks to determine the impact that
human curiosity has on information security policy violations despite the existence of training programs to
increase information security awareness, the sanctions for violating information system policies, and the
costs far exceeding the benefits associated with an information security violation. This study explores how
human curiosity leads to data breaches by focusing on the innate desire of knowledge acquisition and the
aversive emotional state resulting from knowledge deprivation. This leads to the two main objectives of this
study: (1) identify and propose security countermeasures to curb insider curiosity and prevent data
breaches and (2) present how Human Curiosity Theory challenges the notions of both General Deterrence
Theory and Rational Choice Theory.
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Introduction
Although curiosity leads to discovery and breakthroughs in scientific achievement (Loewenstein, 1994), it
is not without drawbacks. A survey conducted by the German academics at Black Hat 2016 revealed that
34% of users clicked on a suspicious link due to curiosity (Benenson, Zinaida Gassmann, Freya Landwirth,
2016) regardless of information security awareness (ISA). Additionally, curiosity has led to unauthorized
access and data breaches. For example, staff members in Orlando Regional Medical Center succumbed to
curiosity and illegally accessed medical records of Pulse survivors, provoking anger and outrage in the LGBT
Center of Central Florida (Grant, 2016). In 2017, a caregiver in the St. Charles healthcare system gained
unauthorized access of 2,459 patients’ records citing curiosity as the reason (Spurr, 2017).
We argue that human curiosity, stemmed from a “cognitively induced deprivation” of knowledge
(Loewenstein, 1994), may overshadow perceived sanctions associated with security violation. General
Deterrence Theory (GDT) posits that perceived sanctions on information systems (IS) misuse should deter
IS abuse and security violations (D’Arcy, Hovav, & Galletta, 2009). For example, to foster HIPAA
compliance, healthcare organizations have warned employees of sanctions for non-compliant behaviors.
However, as new data breaches continue to hit the news, evidence suggests that perceived sanctions on IS
misuse may not be enough. Prior studies have successfully examined neutralization as a reason for
noncompliant actions (Barlow, Warkentin, Ormond, & Dennis, 2013, 2018; Siponen & Vance, 2010). A
competing factor that has received less attention is that employees may succumb to their relentless curiosity
such that they are aroused with an innate desire of knowledge acquisition in order to resolve puzzling
objects (Berlyne, 1954).
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We further suggest that human curiosity poses an anomaly for Rational Choice Theory (RCT), which
proposes that employees’ decisions of complying with an information security policy (ISP) are based upon
perceived cost of non-compliance and perceived benefit of compliance (Bulgurcu, Cavusoglu, & Benbasat,
2010; Scott, 1999). Despite the perceived cost of violating ISP (in which the likelihood of getting caught and
receiving severe disciplinary actions is high) and the perceived benefits of unauthorized data access (in
which the gratification of learning the “secret” fades away rather quickly), some employees choose to violate
ISP due to the insatiable thirst of curiosity. In the face of severe ramifications and long-term consequences
of violating ISP, employees continue to violate ISP even for the brief moment of experiencing such fleeting
rewards. Hence, our research questions (RQs) are:
RQ1: How does human curiosity overcome the perceived sanctions on IS misuse and the perceived cost of
non-compliance to result in data breaches?
RQ2: What are the security countermeasures that could curb insider curiosity to bolster information
security protection?
This study contributes to information security (InfoSec) research in the following ways. First, this study
introduces Human Curiosity Theory to the InfoSec research and presents how this theory challenges GDT
and RCT in the context of information security protection. Second, this study provides viable suggestions
to curb employee’s curiosity that will lead to unauthorized data access. Finally, this study is organized as
follows. First, we present literature review. This is followed by theoretical framework. Next, we present
conclusion and future research.

Literature Review
We integrate General Deterrence Theory and Human Curiosity Theory to determine what strengthens
and/or weakens one’s resolve to comply with information security polies.

General Deterrence Theory
Deterrence theory states that “if punishment is severe, certain, and swift, a rational person will measure
the gains and losses before engaging in crime and will be deterred from violating the law if the loss is
greater than the gain” (Onwudiwe, Odo, & Onyeozili, 2005). This statement emphasizes three components
of deterrence theory that all focus on deterring abuse or noncompliance: perceived sanction severity,
perceived sanction certainty, and perceived sanction celerity (D’Arcy & Herath, 2011; D’Arcy et al., 2009;
Onwudiwe et al., 2005; Straub & Welke, 1998). Perceived sanction severity pertains to the strength of the
punishment if an individual were caught, perceived sanction certainty pertains to the likelihood an
individual will be caught, and perceived sanction celerity pertains to the speed an individual will be caught.
However, even with the existence of deterrence mechanisms, IS abuse still occurs.

Human Curiosity Theory
One reason for violating ISP may be for sheer curiosity. There are several different schools of thought about
human curiosity. A prior study proposes that human curiosity is evoked by novel stimuli, in which its
novelty is distinctive based on individuals’ previous experiences (Berlyne, 1960). On the other hand, Berlyne
(1954) suggested that human curiosity pertains to epistemic curiosity, which is aroused by thematic probes
(i.e., cue stimuli) and driven by conflict reduction activities, such as knowledge acquisition. In this context,
conflict refers to something that is “strange, unusual, and puzzling” (Berlyne, 1954, pg. 184). Additionally,
curiosity is superficial in the sense that it can arise, change focus, or end abruptly (Loewenstein, 1994),
often competing with and even negating rational choice. RCT states that individuals weigh the costs and
benefits before acting; only when the benefits exceed the costs will they engage in a certain behavior
(Tversky & Kahneman, 1981; Westland, 1997). Curiosity has no rationality behind its motivations and
behavior other than to fill a knowledge gap.
Curious individuals have an intrinsically motivated desire for information which is comparable to the same
motivational intensity of a passion (Loewenstein, 1994). Early research examined curiosity as a feeling-ofinterest or very pleasurable emotional experiences (Litman & Jimerson, 2004). However, subsequent
research indicates that curiosity may be associated with a feeling-of-deprivation (Litman & Jimerson, 2004)
or unpleasant feelings as a result of the uncertainty due to lack of desired knowledge (Litman, 2005;
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Loewenstein, 1994). This form of curiosity often leads to tension, frustration, and dissatisfaction leading
individuals with a wanting or need to know (Berridge, 1999; Berridge & Robinson, 1998). Curiosity as a
feeling-of-deprivation stimulates more intense experiences than that of curiosity as a feeling-of-interest
(Litman & Jimerson, 2004). In essence, curiosity at its best will lead to scientific inquiry; conversely, it may
lead to investigating the actions and circumstances of others, even without proper authorization, in order
to overcome boredom or eliminate uncertainty or ignorance (Litman & Jimerson, 2004; Loewenstein,
1994). In our research, we adopt Lowenstein’s (1994) conceptualization of curiosity, composed of
perceptions of deprivation and interest, and apply it to the InfoSec context through an integration with
GDT.

Theoretical Framework
Based on this literature review, we propose the research model illustrated in Figure 1. The model proposes
a framework to explain compliance while examining the moderating effects of curiosity on deterrence.
D’Arcy, Hovav, & Galletta (2009) posited that sanctions prohibit computer misuse. More specifically,
perceived severity of sanctions denotes the degree of punishment (D’Arcy et al., 2009) related to ISP
violation. Additionally, sanction certainty refers to is the probability of being punished (D’Arcy et al., 2009).
Drawing on GDT, individuals will refrain from violating ISP given a high degree of sanction severity and
sanction certainty (D’Arcy et al., 2009). That is, a high degree of sanction severity and sanction certainty
promote ISP compliance. Therefore, we propose:
H1a: Perceptions of sanction severity are positively associated with ISP compliance.
H1b: Perceptions of sanction certainty are positively associated with ISP compliance.

Figure 1: Research Model
Information security awareness (ISA) training also cultivates positive behaviors toward information
security (Albrechtsen & Hovden, 2010). Bulgurcu, Cavusoglu and Benbasat (2010) have empirically
demonstrated that ISA shapes attitudes in support of ISP compliance. Moreover, making individuals aware
of the sanctions encourages individuals to comply with ISP (D’Arcy et al., 2009). We then hypothesize,
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H2: Employees with higher levels of information security awareness are more likely to comply with
ISP.
Loewenstein (1994) proposed that curiosity could be aroused by a feeling of deprivation and a feeling of
interest. Curiosity as a feeling of deprivation (CFD) refers to an urge of seeking new information followed
by feelings of tension and uncertainty (Loewenstein, 1994). To ease tension, individual explore their options
to obtain information. Overall, CFD suggests aversive feeling of uncertainty and negative reinforcement of
explorative behavior (Litman & Jimerson, 2004). On the other hand, curiosity as a feeling of interest (CFI)
has a positive impact on explorative behavior, creating pleasure through stimulation. CFI is stimulated
when individuals recognize the promising pleasure of learning new things (Loewenstein, 1994).
In essence, curiosity is evoked by a perceived gap of information and understanding (Loewenstein, 1994).
Because curiosity provokes information seeking (Litman & Jimerson, 2004; Loewenstein, 1994), we assert
that curious employees will ignore perceived sanctions to gain access to sensitive data that they are not
authorized to view. Employees may illegally access sensitive data for pleasure and to alleviate tensions
associated with deprivation of knowledge. Even a highly regulated industry such as healthcare, which is
mandated to raise ISA among their employees and inform their employees of possible sanctions associated
with security violation, experiences ISP violations because of human curiosity (Grant, 2016). We then
propose:
H3a: Curious employees are more likely to disregard the severity of sanctions and violate ISP.
H3b: Curious employees are more likely to disregard the certainty of sanctions and violate ISP.
H3c: Curious employees are more likely to disregard the training and education of information
security awareness and violate ISP.

Conclusion and Future
In the context of perceived sanctions and rational choices, this study examines the effect of human curiosity
on ISP compliance. We argue that human curiosity may overshadow perceived sanctions associated with
ISP violation and perceived cost of compliance/non-compliance based on RCT. Real-life cases in the
healthcare industry suggest that some individuals will still violate ISP despite mandatory training of
patients’ information security and privacy (Grant, 2016). This study contributes to the InfoSec literature in
the following ways. First, we challenge the notion of GDT to propose that human curiosity may be a powerful
source to undermine ISP compliance. Second, this study provides viable suggestions to curb employee’s
curiosity that will lead to unauthorized data access. In the near future, we will collect data and conduct data
analysis.
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