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BLOCKCHAIN ETHICS IN
INFORMATION SYSTEMS: A
LITERATURE REVIEW
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Loughborough Business School, Loughborough University,
Ashby Road, Loughborough LE11 3TU, UK
m.a.castelar-cerna@lboro.ac.uk, u.jayawickrama@]Iboro.ac.uk, c.r.coombs@Iboro.ac.uk

Abstract

Blockchain is an open distributed ledger likely to influence future data transactions and human
interactions. As blockchain adoption becomes a reality in many industries, an ethical perspective is
crucial to guide researchers and stakeholders on this technology's responsible use and implementation.
However, current research on blockchain ethics is still at an early stage and is highly fragmented among
different disciplines. This timely literature review investigates the current state of blockchain ethics
research in the Information Systems (IS) and Information Management (IM) domains and presents a
thematic classification as a basis for a critical assessment of blockchain ethics. This study also provides
a theoretical grounding for the development of blockchain ethics as a standalone subject and identifies
areas within blockchain ethics that would benefit from further development. Overall, results showed that
most studies on blockchain ethics are context-specific and perceive this technology as a solution to
ethical issues within a specific field. We found that there is a need for a broader conceptualization of
blockchain ethics as the implicit and explicit consequences of adopting this technology have not yet been

developed.

Keywords: Blockchain ethics, Blockchain, Literature review, Ethical implications,

Information systems, Information Management, Technology ethics, Digital ethics

1.0 Introduction

Blockchain technology has promised to influence future data transactions and human
interactions since it was created by Satoshi Nakamoto, its anonymous author. In 2008,
Nakamoto released a white paper explaining the underlying technology behind Bitcoin,
a form of electronic cash that allowed peer-to-peer transactions without the intervention
of a financial institution (Nakamoto, 2008). Since then, the use of blockchain has

become widespread with large and medium companies swiftly adopting this technology.
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The rapid adoption of blockchain in different areas has led to several issues, in terms
of legality (Kiviat, 2015), sustainability (Truby, 2018), security (Li et al., 2020), and
even morality (Kewell et al., 2017). While there is research on these issues individually
and in relation to different disciplines, there is a dearth of scholarly research on
blockchain ethics. This review of blockchain ethics literature is motivated by Frizzo-
Barker et al., (2020), who surveyed works on blockchain from the earliest publications
in 2014 to the end of 2018. From 2018 onwards, scholarly research on blockchain and
blockchain ethics has grown exponentially and a review of present literature and future
research avenues is much needed. This work also expands on Hyrynsalmi et al., (2020)

who highlighted blockchain ethics as a pressing area needing more academic attention.

Having an ethical perspective on the blockchain is critical to assess the future
implications of this technology and prevent and detect possible misuse. As blockchain
ethics is an emerging research topic, it is imperative to understand its current state to
advance knowledge on the subject. To do so, we have outlined the following research

questions:
RQ1: What is the current state of blockchain ethics in the 1S/IM fields?
RQ2: What areas of blockchain ethics could benefit from further development?

The study is structured as follows, after the introduction, we develop a theoretical
framework defining the key concepts used in this work. Then, the methodology section
details the research protocol for the literature review. This is followed by the findings
section and discussion section describing and synthesizing our results, respectively.
Finally, we point to future areas of inquiry in the next section and end with the

conclusion.

2.0 Theoretical framework
2.1 Blockchain

Blockchain technology is a decentralized immutable system that records and stores data
by using timestamps (Tapscott & Tapscott, 2017). These timestamps are stored in a
peer-to-peer network forming a chain of blocks that cannot be individually modified

without the approval of all the other CPUs in the network (Nakamoto, 2008).



Blockchain’s characteristics like decentralization and anonymity support data and
financial transactions without third-parties intervention [Table 1]. Furthermore,
blockchain is a peer-to-peer platform, allowing anyone in the network to participate in
the record-keeping process (Sharif & Ghodoosi, 2022).

Blockchain

Definition
features

Blockchain’s most distinguishing feature. It implies that blockchain
doesn’t rely on a central authority to record, store, or update data,
instead, it distributes all data among the different devices or nodes in a
network.

Blockchain’s system of recording and storing data with a timestamp
Transparency allows for transparent access to data records by any node in the
distributed network.

The initial blockchain was open for everyone to trace and verify data
records. Currently, there are many types of blockchains, which can be
categorized as public, private, and consortium blockchains (Zheng et
al., 2018).

Every transaction in the blockchain is confirmed and recorded in
Autonomy blocks alongside the network following a consensus mechanism that
ensures that only one node can add the latest block to the chain.
Because of the autonomy of every node in the network, records in the
Immutability blockchain can’t be deleted or tampered with, unless someone owns 51
percent of the nodes in the network.

Every person in the network has a generated blockchain address instead
Anonymity of their personal information, thus preserving the anonymity of the
blockchain users.

Decentralization

Open source

Table 1. Blockchain’s distinctive features according to Lin and Liao (2017).

Despite initial scholarly enthusiasm, skeptics have also raised concerns regarding
blockchain’s decentralized and trustless nature. Zheng et al. (2018) discuss
blockchain’s multiple challenges, such as scalability, privacy leakage, and selfish
mining or what is known as a ‘51% attack,” where a node owns the majority of a
network and can therefore abuse it. Monrat et al., (2019) add to the potential challenges
the amount of energy consumption it takes to mine Bitcoin, which relies on blockchain
to perform transactions; the lack of interoperability where networks are isolated and

don’t communicate with each other; regulatory issues with countries banning Bitcoin



mining altogether; and fairness and security, also related to selfish mining and unsolved

security threats.

Scholars have suggested that some of the challenges when implementing blockchain
are due to its complex technical aspects (Swan, 2017). However, previous research
showed that 80% of the barriers to blockchain adoption were business and
communication-related, while only 20% were technical barriers (Mori, 2016). In this
regard, blockchain’s potential is not so much in its technical attributes but in its ability
to change the structure and organization of entire industries (MacDonald-Korth et al.,
2018). Such transformative capability of blockchain requires an ethical perspective that
ensures the maximum benefits for its stakeholders while minimizing the risks. However,
research has targeted mostly the technical aspects of blockchain and its applications.
Only recently, there has been a shift towards the socio-technical dimension of
blockchain and how it is bound to transform organizations and society. Taking an
Information Systems (IS)/Information Management (IM) approach, we investigate
blockchain ethics and its future research avenues as a standalone subject.

2.2 Ethics: a moral issue

Ethics is a complex subject because it needs an ontological definition. We refer to
‘ontology’ not to the restrictive taxonomic categorization used in IS (see Gruber, 1993).
Instead, our focus is on philosophical ontology as the science of all the structures and
processes related to reality, i.e., being, becoming, and existence (Smith & Welty, 2001).
Within this context, ethics is understood as a moral intuition of something being good
or bad (Stahl et al., 2012). According to the moral principles we endorse, we will decide
what is morally valuable to us (Darwall, 2005). Therefore, ethics is central when
making decisions at the individual level, but also at the organizational level. Ethics
plays a key role in any decision-making process (Bose, 2012). First, by evaluating the
readiness of an organization to implement blockchain. Second, by weighing the risks
and benefits of blockchain and detecting potential issues before they arise. Regardless
of the type of organization, ethics should be at the forefront of every business-related
decision so that both organizations and society can fully benefit from technology’s

positive impact.



Ethics is largely divided into meta-ethics, which deals with ethics at the ontological
level; normative ethics, which is concerned with ethical predicaments and their
outcomes (Mingers, 2010); and applied ethics which combines both consequential and
non-consequential approaches in specific contexts, such as technology ethics (Ashok et
al., 2022). This work is concerned with the moral solution to a practical problem, hence
subscribing to applied ethics as it is context-specific, and it allows us to expand on the

concrete ethical issues raised by blockchain.

Within the applied ethics realm, we find the computer ethics field, which has been
studied as a standalone subject since the early 80s. Moor (1985, p. 266) defined the
term as “the analysis of the nature and social impact of computer technology and the
corresponding formulation and justification of policies for the ethical use of such
technology.” Floridi (1999) goes a step further and claims that computer ethics cannot
be fully explained by the traditional ethical theories and needs of its own conceptual
foundation. The possible answer to this issue, Floridi continues, is information ethics
theory, which argues that every information system holds some basic ethical principles
that ought to be considered when implementing these information systems. Therefore,
deciding whether or not to implement blockchain will be determined by the ethical
standards embedded in blockchain and how implementation aligns with blockchain’s

ethical standards.

However, technology is evolving every day and with it the information societies we
live in. And so, the ethical standards of blockchain are also evolving as this technology
becomes widespread. To cope with this constant change, scholars should re-ontologize?
the term blockchain, that is to redefine the nature of blockchain, its intrinsic moral
values, and the potential ethical impact on society. This paper summarizes the attempts
to do that.

2.3 Blockchain ethics

Most discussions on the ethics of technology revolved around information technology
(Floridi, 1999; Mason, 1986). Currently, efforts have been made to study Al ethics

! We borrow the terms ‘information society’ and ‘re-ontologize’ from Floridi, (2010) to explain the
importance of defining what an ethical blockchain is and the ethical challenges it presents to businesses
and society.



(Hagendorff, 2020; Floridi et al., 2018; Taddeo & Floridi, 2018), IoT ethics (Atlam &
Wills, 2020; Allhoff & Henschke, 2018), and Big Data ethics (Richardson et al., 2021;
Someh et al., 2019). However, literature on blockchain ethics remains scarce [Table 2].
For instance, Tang et al., (2019) conducted a literature review and developed a
conceptual framework of blockchain ethics and its ethical impact on various levels of
blockchain application. The framework followed a three-by-three assessment matrix
classifying blockchain’s ethical issues by level of review (micro, meso, and macro), by
application, and by the ethical impact of each blockchain application. Their paper
concluded by inviting IS researchers to use their model to confirm and identify new
challenges regarding blockchain use by different organizations. Similarly, Dierksmeier
& Seele (2019) also proposed a three-axis classification for blockchain technology and
its applications according to their morally favorable, unfavorable, and ambivalent

dimension.

Hyrynsalmi et al. (2020) conducted a systematic review of blockchain ethics research
and collected a sample of 26 primary studies from different scientific areas. The authors
concluded that, despite the growing interest in blockchain ethics research, there is a
need for concrete tools or guidelines designed for practitioners and scholars to address
the ethical concerns raised by blockchain technology. Another relevant study on
blockchain ethics is the intentional design framework proposed by Lapointe & Fishbane
(2019). The authors examined blockchain’s features, its applications, and their potential
social impact and created a practical framework that only targets the design aspect of
blockchain. While all these papers make significant contributions to the blockchain
ethics field, most of them address the specific contexts where blockchain can have an
ethical impact, rather than focusing on the ethical principles of the technology itself.

We further examine this point in the discussion section.

Research Relevant literature
category

Emerging Moor, 1985
technologies Moor, 2005
Information Mason, 1986
technology Floridi, 1999



Dierksmeier & Seele, 2019
Tang et al., 2019

Lapointe & Fishbane, 2019
Hyrynsalmi et al., 2020
Allhoff & Henschke, 2018
Atlam & Wills, 2020
Someh et al., 2019

Blockchain

Internet of Things

Big data Richardson et al., 2021

e Floridi et al., 2018
Artificial Taddeo & Floridi, 2018
Intelligence

Hagendorff, 2020

Table 2. Relevant examples of literature on technology ethics.

3.0 Methodology

This study reviews 52 papers on blockchain ethics and provides a thematic
classification of past and current research trends from 2016 when the first papers on
blockchain ethics emerged to the present. We followed a structured search for our
narrative literature review as suggested by Templier & Paré (2015). The authors
describe narrative reviews as a bridge between current and future knowledge on a
specific subject, oftentimes analyzing studies thematically dissimilar, which is
particularly suitable for I1S/IM scholars because of their interdisciplinary nature.
Despite the structured design of our research, we opted for a narrative or traditional
literature review, as it allows us to go beyond the mere description of the literature and
make a coherent argument on the importance of blockchain ethics. Narrative reviews
summarize and analyze the findings of different studies, rather than listing all literature
on the topic available, as happens with systematic literature reviews. Consequently,
narrative reviews are the most appropriate method to evaluate the current state of

knowledge on blockchain ethics and identify future areas of inquiry.

Prior to formulating the problem, we followed Snyder's (2019) questionnaire to design,
conduct and analyze a literature review. We gathered a total number of 52 papers
following a structured search described in Figure 1. We read the abstracts of our total
population to find the labels for our thematic analysis. Thematic analyses are a widely
used technique in qualitative literature reviews to extract similarities and summarize
previous research (Templier & Paré, 2015). We take inspiration from Akar & Akar
(2020) for our thematic classification. The authors surveyed 334 articles on blockchain



and cryptocurrencies for their literature review and classified the articles by themes to
identify future and current research trends. Our research, however, differs from the
authors in that it focuses on blockchain and ethics and goes beyond mere description to
outline research gaps in current literature. Once we labeled the themes from our
thematic analysis, we started the manual classification of articles into the themes as

described in the following section.

1. Formulating the problem

«Establishing the scope of the review

*Defining the terms "blockchain" and "ethics"

*Specifying the research questions and initial
themes for the thematic classification

2. Searching the literature

*Search in Scopus database by titles, abstracts,
keywords: 314 documents from 2015 to 2022

+Limit search to "blockchain" AND "ethics" and
related terms: 238 documents

(- ™\
3. Screening for documents

*Determine and apply search inclusion/exclusion criteria:
102 documents

e Inclusion: Blockchain ethics as the focus, journal articles
and conference proceedings, subject areas: Computer
Science, Business, Management and Accounting, Social
Sciences, Decision Sciences, Arts and Humanities, only
English language
Exclusion: blockchain ethics not mentioned in the
abstract, articles focused solely on blockchain uses

4. Extracting data

*Download search string and database

*Read titles, abstracts and keywords of 102 articles for manual
categorization

«Final pool of articles: 52 documents for manual categorization

* Thorough read of final 52 articles in search of keywords for

tic classification

5. Analyzing the data
»Thematic analysis of final articles and present results

Figure 1. Design for research methodology adapted from Templier & Paré (2015).

4.0 Findings

We found six themes regarding the topics discussed in our final database. We found no
studies on blockchain ethics before 2016, which represents the year when blockchain
related to cryptocurrencies became a trend (Akar & Akar, 2020). The themes are labeled
as follows: blockchain (BC) in organizations; BC ontology; BC ethical implementation;
BC benefits and challenges; BC intentional use and BC technical use [Table 3].



Theme

Description

Articles

BCin
organizations

Articles exploring
blockchain implementation
in different fields to
achieve an ethical purpose

Babich & Hilary, 2020; Balzarova et al.,
2022; Erik Boetto et al., 2021; Bux et al.,
2022; Calvaresi et al., 2019; Cascini et al.,
2022a; Daskal et al., 2019; Jung & Pfister,

2020; Khezr & Mohan, 2022; Klerkx et

al., 2019; Kshetri, 2022; Mishra, 2022;

Racine, 2021; Ronaghi & Mosakhani,
2022; Schinckus, 2022; Sherif & Mohsin,
2021; Zhou et al., 2022

Articles focusing on the
nature of blockchain and

Bocean & Viarzaru, 2022; Heckler & Kim,
2022; Markovi¢, 2020; Reijers &

BC ontology the moral principles Coeckelbergh, 2018; Sharif & Ghodoosi,
underlying this technology | 2022; Srivastava et al., 2021; Tang et al.,
2019; Teng, 2021; Thiebes et al., 2021
Articles analyzing ethical | Akar & Akar, 2020; Cao et al., 2021;
BC ethical implications of blockchain Castell, 2018; Chang et al., 2020;

implementation

implementation in
different fields

Dierksmeier & Seele, 2016; Kher et al.,
2021; Mendling et al., 2018; Saheb et al.,
2022; Senbekov et al., 2020

BC benefits
and challenges

Acrticles outlining the
benefits and challenges of
blockchain and its features

Ishmaev, 2020, 2021; Koroma et al.,
2022; Liu et al., 2022; Madianou, 2019;
Malherbe et al., 2019; Upadhyay et al.,

2021; Wahlstrom et al., 2020

BC intentional

Avrticles examining the
ethical aspects of the

Ballandies, 2022; Bertino et al., 2019;
Carlson, 2019; Marchang & Di Nuovo,

use application of blockchain’s | 2022; Porsdam Mann et al., 2021; Seele,
features 2018
Articles studying the
BC technical technigal infrastructur(_e and Arulprakash & Jebakumar,_ 2021;
Use design of blockchain Baharmand et al., 2021; Bautista et al.,

applied for ethical
purposes

2022; Nalin et al., 2019

Table 3. Themes categories on blockchain ethics and relevant literature for each theme.

4.1 Blockchain ethics research by themes

The analysis shows the classification of articles by themes [Figure 2&3], ranging from
most to least popular among researchers. The main theme is blockchain in organizations
with 33% of total entries. Studies within this theme explore the potential value of
implementing blockchain at the organizational level. Additionally, these studies
explore how blockchain could be used as a tool to achieve an ethical goal (Balzarova
et al., 2022; Cascini et al., 2022). The second most popular theme is blockchain
ontology (17%). Articles on this theme discuss the nature of blockchain technology
from a philosophical standpoint and consider the ethical implications of digital



technologies (Markovic, 2020; Tang et al., 2019). The next most popular themes are
blockchain ethical implementation with 15% of results and blockchain’s benefits and
challenges (15%). The former discusses the ethical issues raised by blockchain at the
implementation level (Kher et al., 2021; Chang et al., 2020), and the latter involves
descriptive articles emphasizing the risks and benefits of blockchain and its features
(Babich & Hilary, 2020; Ishmaev, 2020). Similar to the previous theme, but with a
specific focus is blockchain intentional use (12%). Studies on this theme pay attention
exclusively to the ethical aspects of blockchain features (Bertino et al., 2019; Carlson,
2019). Finally, there is the blockchain technical use theme (8%), which targets the
technical design and the infrastructure behind blockchain which could be used to

achieve an ethical goal (Baharmand et al., 2021; Arulprakash & Jebakumar, 2021).

mBC in organizations

12% 2) BC ontology

BC ethical implementation

15% .
BC benefits/challenges

BC intentional use
15% 17%
@ BC technical use

Figure 2. Percentages of articles in blockchain ethics emerging from our review
organized by themes.

BC in organizations |17
BC ontology | 9
BC ethical implementation | 8
BC benefits/challenges | 8

BC intentional use 6
BC technical use 4

Figure 3. Main themes extracted from our review on blockchain ethics
organized by number of articles.

10



4.2 Blockchain ethics methodological approaches

We analyzed the papers from our database according to the relative proportion of
qualitative, quantitative, and mixed methods articles [Figure 4]. Qualitative articles
develop theories, analyze risks and benefits, and theorize about how blockchain is
impacting different industries. Quantitative articles focus on empirical data and focus
on measurable variables of blockchain. Mixed methods papers use a combination of

these two approaches and develop theories or frameworks on blockchain ethics.

Overall, we found that 77% of our total population followed a qualitative methodology,
while 19% chose a quantitative approach, and only 4% opted for a mixed methods
approach. Qualitative studies focus on blockchain’s definition and applications (Reijers
& Coeckelbergh, 2018), hypothesizing this technology (Liu et al., 2022), and analyzing
its risks and benefits (Chang et al., 2020). Once blockchain and its features are
described in detail, empirical studies appear to measure the viability of blockchain
(Frizzo-Barker et al., 2020). Quantitative works tackle blockchain and its features as a
tool and ethics as an outcome of the proper use of this technology. These focus on
specific applications of blockchain (Ballandies, 2022) and build and evaluate theory
with formal models (Bautista et al., 2022).

4%

19%
Qualitative
Quantitative
Mixed methods

T7%

Figure 4. Percentage of qualitative and quantitative papers on blockchain ethics extracted
from our database.

Due to the scope of this study and the philosophical nature of blockchain ethics, we
expected more conceptual than empirical studies on our database. The proliferation of
qualitative papers shows that blockchain ethics is still in its early stages both
conceptually and empirically (Frizzo-Barker et al., 2020).Most qualitative studies from

11



our database are concerned with building theory on blockchain ethics. However, the
multitude of topics and approaches to blockchain ethics adds to the fragmentation of

the field and shows that there is still a need for a cohesive theory of blockchain ethics.

Additionally, we categorized our total population by the research methods used [Figure
5]. We found exploratory studies (40%); followed by literature reviews (19%);
theoretical frameworks (17%); formal models (14%); case studies (4%); interviews
(4%), and surveys (2%). The prevalence of exploratory studies aligns with the
emergence of blockchain ethics as a topic, with papers exploring how blockchain
impacts different industries (Babich & Hilary, 2020). Amongst these, there are studies
that question the ability of blockchain to solve ethical issues across industries (Racine,
2021; Seele, 2018), and those enthusiastic about the potential of blockchain to solve
ethical problems (Bertino et al., 2019; Carlson, 2019).

25

21
20
15

10
10 9
7
> 2 2
1
0
Exploratory  Literature  Theoretical Formal model Case study  Interview Survey
study review framework

Figure 5. Research methods used in the articles on blockchain ethics from our database.

Literature reviews are the second most used research method within our population. We
find papers analyzing the effects of blockchain in specific areas and paving the way for
future research (Sherif & Mohsin, 2021; Upadhyay et al., 2021). The third most used
research methods are theoretical frameworks, which are concerned with developing
guidelines for ethical blockchain use (Tang et al., 2019; Thiebes et al., 2021), and
achieving an ethical purpose (Daskal et al., 2019; Khezr & Mohan, 2022). Next, we
have formal models, which use empirical data to generate systems that explain a
particular phenomenon. In our database, we find models that show how ethics,

understood as security and trust, influence blockchain users’ satisfaction (Bocean &

12



Varzaru, 2022; Koroma et al., 2022). Other works measure how blockchain adoption
rests on the reliability of information recorded on the blockchain (Zhou et al., 2022).
To a lesser extent, we identified a smaller number of case studies (4%); interviews (4%),
and surveys (2%).

5.0 Discussion

In this section, we discuss in detail the six themes extracted from our database and
answer the first research question on the state of blockchain ethics research. In the
following section, we outline the future research agenda, which answers our second

research question on the areas of blockchain ethics that need further development.
5.1 Blockchain in organizations

Papers from this theme focus on blockchain implementation at the organizational level.
They examine the readiness of organizations to implement blockchain and the potential
of this technology to reach ethical goals undertaken by an organization. Understandably,
blockchain in organizations is the category with the most entries as blockchain research
is still developing as a field and it has generated a debate around the necessity of
implementing it in every industry. For instance, Cascini et al. (2022) found blockchain
to be a useful tool to solve accountability, traceability, and transparency issues with
genomic data sharing by giving more control to patients over their health data. In
another example, Balzarova et al. (2022), assessed the readiness of Fairtrade experts to
adopt blockchain in their field. The authors also interviewed blockchain experts and
concluded that despite the possible benefits blockchain would bring to the Fairtrade
market, the industry is not ready yet to make significant changes. From an IS/IM point
of view, studies belonging to this theme are the most relevant as they focus on
blockchain’s specific applications and assess where this technology would be more
beneficial (Rossi et al., 2019). However useful these papers might be, they are limited
by a key question: a broader understanding of the nature of blockchain. Articles on this
theme describe what, if anything, makes blockchain a feasible tool to reach an ethical
purpose. More importantly, these papers assume that blockchain is a neutral instrument
lacking biases inherited by the human agents in charge of building this technology. To
better grasp how blockchain can help organizations become more ethical, it is necessary

to understand that this technology is interdependent on human and material agency, the

13



latter described by Leonardi (2011, p. 148) as “the capacity of non-human entities to

act on their own, apart from human intervention.”

5.2 Blockchain ontology

The BC ontology theme involves works providing an ontological meaning to
blockchain and its moral principles. For instance, Markovi¢ (2020) described the
technical structure of blockchain and the ethical issues related to its implementation.
According to Markovic¢, the reasons behind blockchain’s limited adoption are its
intrinsic moral values. The author used virtue ethics as a roadmap and concluded that
to improve blockchain we need to continually improve our collective knowledge and
create a standard set of values that will eventually seep into the core ethos of blockchain
technology. In line with this is the idea of re-ontologizing the blockchain, that is,
reengineering the material structure and rethinking the intrinsic nature of blockchain
(Floridi, 2010). Also, in their literature review Tang et al. (2019) analyzed blockchain
ethics by its application, its ethical impact and its level of application (micro, meso, and
macro). Despite the attempts to provide a theoretical concept of blockchain ethics, both
papers attended to many other factors of blockchain that lack a direct link with ethics.
Nonetheless, all papers on this theme agree that there is a need for comprehensive
theoretical frameworks on blockchain ethics. To create a structured conceptualization
of blockchain ethics, scholars ought to rethink the significance of blockchain and its

moral implications for businesses and society.

5.3 Blockchain ethical implementation

Articles from this theme examine the ethical issues raised by this technology at the
implementation level. Whereas BC in organizations sees blockchain as a tool to solve
organizational and societal problems, BC ethical implementation studies blockchain as
a tool that raises ethical, organizational and societal issues. Chang et al. (2020), for
example, interviewed different blockchain experts and examined the challenges and
ethical issues raised by implementing blockchain. The main challenges in blockchain
adoption are scalability, security, privacy leakage, and energy consumption. The ethical
issues associated with blockchain are privacy, regulation and cybercrime. The authors
concluded that blockchain improved efficiency and security, but it had many underlying

14



issues that needed solutions. Similarly, Kher et al. (2021) systematically reviewed
extant blockchain literature and outlined different methodologies to implement
blockchain while tackling the issues that may arise along the way. The authors
highlighted that the decentralized nature of blockchain has opened a legal debate on
trust and privacy among scholars. However, we fail to see a deeper conceptualization
of how trust and privacy impact not only blockchain regulation but its implementation.
It is worth noting that in both examples the ethical issues raised by blockchain are
analyzed along with other aspects of blockchain implementation. This is partly because
blockchain ethics as a subfield within blockchain research is slowly emerging and only
recently it has been studied as a standalone subject. Furthermore, the ethical issues
derived from blockchain implementation are often related to other aspects of blockchain
(e.g., security, trust, privacy) and the boundaries and associations between these aspects
and the ethical principles of this technology have not been developed, as in the case of
other emerging technologies (Floridi, 2019; Whittlestone et al., 2019).

5.4 Blockchain benefits and challenges

Articles from this category emphasize the risks and benefits of blockchain
implementation. They investigate how blockchain’s inherent features may lead to
ethical, technical, and organizational concerns that may outweigh the presumed benefits
of implementing this technology. Babich & Hilary (2020), for instance, evaluated the
technical, organizational, and governance characteristics of blockchain in operation
management (OM). Their findings revealed five key strengths, five weaknesses, and
three research themes derived from blockchain implementation in OM. The authors also
cautioned against falling for the hype of blockchain, as there are still theoretical and
technical questions that need to be answered. Similarly, Ishmaev (2020) analyzed the
advantages and disadvantages of blockchain-enabled markets for the privacy of 10T
users. The author identified the technical and economic aspects of blockchain
implementation in the loT domain. He also highlighted the ethical limitations of
blockchain when used as a universal solution to privacy issues. The author concluded
that blockchain uses for 10T privacy are only a partial solution to the right to privacy
and that blockchain’s technical features may lead to even more privacy issues. Both
articles agree that researchers and practitioners from every field should proceed with

caution regarding blockchain use and implementation. However, we find studies on this

15



theme overly descriptive and too reliant on the technical features of blockchain and
their implications for organizations. Instead, blockchain research would benefit from
shifting the focus from organizations to the technology itself. Further conceptualization
of the risks/benefits of blockchain for the design and purpose of the technology itself is

still needed.

5.5 Blockchain intentional use

Regarding this theme, we find articles that examine the ethical aspects of blockchain’s
different features. For example, Bertino et al. (2019) focused on data transparency and
data ethics as critical aspects of data quality. Their study explores how blockchain
features, like transparency and decentralization, support other technologies such as Al,
in delivering, storing, and exchanging quality data. The authors see blockchain’s
features as a step forward toward achieving true data transparency. Carlson (2019), on
the other hand, centers her research on blockchain’s immutability, transparency, and
autonomy and how these features can ensure artificial general intelligence (AGI) safety.
The author also observes that blockchain and its features provide an immutable and
(data) transparent platform necessary to instill ethics into AGI systems. Remarkably,
both papers enter the realm of ethics as a quality blockchain’s features can provide.
Also, in both cases, blockchain’s features are conceived as an aid for other technologies,
such as Al. Nevertheless, the combination of both technologies leads to the theoretical
development of Al to the detriment of blockchain, which is examined as an outlet rather

than as a means of itself.

5.6 Blockchain technical use

The theme with the least entries, blockchain technical use, studies the technical
infrastructure and design of blockchain applied for ethical purposes. It targets the
technical design and the infrastructure behind blockchain which could be used to
achieve an ethical goal. That is the case for Baharmand et al. (2021), who created a
theoretical framework for the design of humanitarian blockchain-based projects. The
framework was later validated through three case studies. The authors highlighted

ethics as one of the key components of their design and as part of the context where
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humanitarian blockchain-based projects are carried out. In contrast to the theoretical
framework, Arulprakash & Jebakumar (2021) created an applied mobile tool based on
Mobile crowd-sensing networks and blockchain to achieve data transparency and
security. Their paper is applied and shows the different ways blockchain is being
utilized for ethical purposes. Although in both cases the goal is an ethical one, studies
from this theme tend to be field-specific and lack the ethical dimension of technology
design. Hence, it is crucial to question the ethical values embedded in blockchain to
better conceptualize, design, and implement this technology. As we have seen with the
methodological approaches used in our pool of papers, the technical aspects of
blockchain are more appropriate for other disciplines. However, transferring the debate
on the ethical design of blockchain from computer science to the IS/IM field would be
beneficial for the development of this and other technologies.

6.0 Future research agenda

After analyzing the dataset, we found gaps in the literature on blockchain ethics that
point to the most pressing areas that need further development. Overall, we found that
most papers analyzed called for more tools to investigate blockchain ethics and its
impact on business and society. Instead of calling for more context-specific research on
blockchain, we call to action for a broader conceptualization of blockchain ethics. To
do so, we have gathered a set of research avenues based on themes from our research
for 1S/IM scholars to explore [Table 4].

Potential research areas from the BC in organizations theme tackle blockchain ethics
and organizational behavior. Scholars interested in this topic could address the
interrelation between ethical blockchain and (un)ethical organizations. They could also
explain the limitations organizations face when trying to make responsible use of
blockchain. Additionally, scholars can assess the capacity of blockchain to alter the
ethical codes of different industries. Regarding BC ontology, potential research avenues
are related to the conceptualization of blockchain before it is implemented. Scholars
interested in this topic could create an ethical framework for the ethical implementation
of blockchain that could be applied in any organization. From the BC ethical
implementation theme, scholars can explore the consequences of implementing

blockchain ethically. The impact of ethical blockchain implementation and the effect it
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has on society and organizations are also potential research avenues. These areas are
particularly relevant for 1IS/IM scholars because they are interdisciplinary in nature and
have a better understanding of the impact blockchain has on technology, businesses,
and society (Tang et al., 2019).

With regards to the BC benefits and challenges theme, some areas of inquiry to explore
are the ethical risks and benefits of blockchain for society, and how these can be
measured from an ethical perspective. Additionally, researchers could explore the
potential disadvantages of implementing blockchain and how to overcome them. Future
research avenues from the BC intentional use theme lead to questions about
blockchain’s features and how these fit within an agenda for ethical blockchain
implementation. From the BC technical use theme, scholars could explore the ethical
design of blockchain from the outset. It would also be beneficial for the I1S/IM field to
address the ethical codes that would be written into the blockchain and to develop

appropriate frameworks that facilitate the ethical evaluation of a blockchain.

Research area Research questions

What ethical principles does an organization need to have to
implement blockchain?

How to align an organization and blockchain ethical principles?
How to reach an ethical balance between the economic interests of
an organization and the nature of blockchain?

How to assess the accountability of blockchain misuse?

How to conceptualize an ethical blockchain?

Can blockchain ever be ethical if it is massively distributed?

BC in organizations

BC ontology How to develop an ethical blockchain that benefits humanity?
What ethical code should blockchain follow?
What strategies should organizations adopt to ensure they
implement blockchain ethically?

BC ethical What are the ethical implications of blockchain adoption?

implementation How does the ethical implementation of blockchain impact

society?

How to rate blockchain ethical implementation success?

What ethical risks/benefits does blockchain pose for the future of
data communication?

BC How to accurately measure blockchain’s risks/benefits from an
benefits/challenges | ethical perspective?

How can organizations outweigh the potential negative impact of
blockchain at the implementation level?
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How to design an ethical framework for the use and
implementation of smart contracts?

What frameworks should be implemented to ensure smart contracts
BC intentional use | are used ethically?

How can information societies benefit from data transparency?
How to keep blockchain’s decentralized feature if it is massively
distributed?

Is it possible to design an ethical blockchain?

What ethical codes should be embedded into blockchain to ensure
it serves an ethical purpose?

What frameworks/guidelines should be followed to assess whether
a blockchain is ethically designed?

BC technical use

Table 4. Future research avenues identified in our review requiring scholarly attention.

7.0 Conclusions

We have studied extant literature on blockchain ethics to provide a theoretical
grounding for the development of blockchain ethics as a standalone subject. We have
taken an Information Systems/Information Management approach to explore the impact
of blockchain ethics in society, business, and technology. Moreover, we have defined
an emerging research agenda of areas of blockchain ethics that need further
development. Our results show that most studies on blockchain ethics focus on how
blockchain can be used in different fields to achieve ethical objectives within
organizations. Understanding that blockchain is dependent on its technical
characteristics and its interaction with humans is key when theorizing about the ethical

goals of this technology.

Therefore, to develop blockchain ethics as a standalone field, it is necessary to
conceptually set the boundaries of technology, ethics, and its implications for society.
As we have observed from our findings, blockchain ethics research is slowly
developing, with much research focused on specific uses and applications of blockchain.
These specialized works are helpful for blockchain ethics theorists, as they provide

empirical evidence of the aspects of blockchain that could be improved.

We extracted blockchain ontology as a theme from our review and found that there is
little emphasis on studying blockchain from a normative perspective. Furthermore, the
diversity in topics from our database contributes to the fragmentation of blockchain

ethics as a field and calls for more standardized methods of ethical analysis. We
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conclude that a deeper conversation on the ethics of blockchain is much needed to
develop a robust theory of blockchain. Likewise, we intend to redirect blockchain
research to the ethics field as the implicit and explicit consequences of adopting this
technology have not yet been developed.

Blockchain is not an all-in-one solution to all ethical problems, but it can certainly help
to mitigate the impact of those problems in real life. We believe that blockchain is a
technology with great possibilities to change the way we communicate and conduct
business. The consequences of using this technology have a real impact on our world.
Therefore, blockchain must be conceptualized, designed, implemented, and distributed
with the greater good in mind. We expect to find more scholarly research on blockchain

ethics in the upcoming years.

References

Akar, S., & Akar, E. (2020). Is it a New Tulip Mania Age?: A Comprehensive
Literature Review Beyond Cryptocurrencies, Bitcoin, and Blockchain
Technology. Journal of Information Technology Research, 13(1), 44-67.
https://doi.org/10.4018/JITR.2020010104

Allhoff, F., & Henschke, A. (2018). The Internet of Things: Foundational ethical
issues. Internet of Things, 1-2, 55-66.
https://doi.org/10.1016/j.i0t.2018.08.005

Arulprakash, M., & Jebakumar, R. (2021). People-centric collective intelligence:
Decentralized and enhanced privacy mobile crowd sensing based on
blockchain. The Journal of Supercomputing, 77(11), 12582-12608.
https://doi.org/10.1007/s11227-021-03756-X

Atlam, H. F., & Wills, G. B. (2020). 10T Security, Privacy, Safety and Ethics. In M.
Farsi, A. Daneshkhah, A. Hosseinian-Far, & H. Jahankhani (Eds.), Digital
Twin Technologies and Smart Cities (pp. 123-149). Springer International
Publishing. https://doi.org/10.1007/978-3-030-18732-3 8

Babich, V., & Hilary, G. (2020). Distributed ledgers and operations: What operations
management researchers should know about blockchain technology.
Manufacturing and Service Operations Management. Scopus.
https://www.scopus.com/inward/record.uri?eid=2-s2.0-
85084139040&d0i=10.1287%2fMSOM.2018.0752&partnerID=40&md5=273
99d0d7ff211d1d3ad591af7eadc3b

Baharmand, H., Saeed, N., Comes, T., & Lauras, M. (2021). Developing a framework
for designing humanitarian blockchain projects. Computers in Industry, 131,
103487. https://doi.org/10.1016/j.compind.2021.103487

20



Ballandies, M. C. (2022). To Incentivize or Not: Impact of Blockchain-Based
Cryptoeconomic Tokens on Human Information Sharing Behavior. IEEE
Access, 10, 74111-74130. https://doi.org/10.1109/ACCESS.2022.3189774

Balzarova, M., Dyer, C., & Falta, M. (2022). Perceptions of blockchain readiness for
fairtrade programmes. Technological Forecasting and Social Change. Scopus.
https://www.scopus.com/inward/record.uri?eid=2-s2.0-
85140142306&d0oi=10.1016%2fj.techfore.2022.122086 &partner| D=40&md5
=84351a551hc43215878f18487020dbb4

Bautista, J. R., Usman, M., Harrell, D. T., Meyer, Eric. T., & Khurshid, A. (2022).
Clinical, Organizational and Regulatory, and Ethical and Social. Blockchain in
Healthcare Today. https://doi.org/10.30953/bhty.v5.199

Bertino, E., Kundu, A., & Sura, Z. (2019). Data Transparency with Blockchain and Al
Ethics. Journal of Data and Information Quality, 11(4), 1-8.
https://doi.org/10.1145/3312750

Bocean, C. G., & Varzaru, A. A. (2022). A Two-Stage SEM-Artificial Neural
Network Analysis of Integrating Ethical and Quality Requirements in
Accounting Digital Technologies. Systems, 10(4), 121.
https://doi.org/10.3390/systems10040121

Bose, U. (2012). An ethical framework in information systems decision making using
normative theories of business ethics. Ethics and Information Technology,
14(1), 17-26. https://doi.org/10.1007/s10676-011-9283-5

Bux, C., Varese, E., Amicarelli, V., & Lombardi, M. (2022). Halal Food
Sustainability between Certification and Blockchain: A Review.
Sustainability, 14(4), 2152. https://doi.org/10.3390/su14042152

Calvaresi, D., Calbimonte, J.-P., Dubovitskaya, A., Mattioli, V., Piguet, J.-G., &
Schumacher, M. (2019). The Good, the Bad, and the Ethical Implications of
Bridging Blockchain and Multi-Agent Systems. Information, 10(12), 363.
https://doi.org/10.3390/info10120363

Cao, L., Yang, Q., & Yu, P. S. (2021). Data science and Al in FinTech: An overview.
International Journal of Data Science and Analytics, 12(2), 81-99.
https://doi.org/10.1007/s41060-021-00278-w

Carlson, K. W. (2019). Safe Artificial General Intelligence via Distributed Ledger
Technology. Big Data and Cognitive Computing, 3(3), 40.
https://doi.org/10.3390/bdcc3030040

Cascini, F., Beccia, F., Causio, F. A., Gentili, A., Melnyk, A., Boccia, S., & Ricciardi,
W. (2022). Is blockchain the breakthrough we are looking for to facilitate
genomic data sharing? The European Union perspective. DIGITAL HEALTH,
8, 205520762211142. https://doi.org/10.1177/20552076221114225

Castell, S. (2018). The future decisions of RoboJudge HHJ Arthur lan Blockchain:
Dread, delight or derision? ,. Computer Law & Security Review, 34(4), 739—
753. https://doi.org/10.1016/j.clsr.2018.05.011

Chang, V., Baudier, P., Zhang, H., Xu, Q., Zhang, J., & Arami, M. (2020). How
Blockchain can impact financial services — The overview, challenges and

21



recommendations from expert interviewees. Technological Forecasting and
Social Change, 158. https://doi.org/10.1016/j.techfore.2020.120166

Daskal, E., Wentrup, R., & Shefet, D. (2019). Taming the Internet Trolls With an
Internet Ombudsperson: Ethical Social Media Regulation. Policy and Internet,
12(2), 207-224. https://doi.org/10.1002/poi3.227

Dierksmeier, C., & Seele, P. (2016). Cryptocurrencies and Business Ethics. Journal of
Business Ethics, 152(1), 1-14. https://doi.org/10.1007/s10551-016-3298-0

Dierksmeier, C., & Seele, P. (2019). Blockchain and business ethics. Business Ethics:
A European Review, 29(2), 348-359. http://dx.doi.org/10.1111/beer.12259

Erik Boetto, Davide Golinelli, Gherardo Carullo, & Maria Pia Fantini. (2021). Frauds
in scientific research and how to possibly overcome them. Journal of Medical
Ethics, 47(12), e19. https://doi.org/10.1136/medethics-2020-106639

Floridi, L. (1999). Information ethics: On the philosophical foundation of computer
ethics. Ethics and Information Technology, 1(1), 33-56.

Floridi, L. (2010). Ethics after the Information Revolution. In L. Floridi (Ed.), The
Cambridge Handbook of Information and Computer Ethics (pp. 3—-19).
Cambridge University Press. https://doi.org/10.1017/CB09780511845239.002

Floridi, L. (2019). Establishing the rules for building trustworthy Al. Nature Machine
Intelligence, 1(6), 261-262. https://doi.org/10.1038/s42256-019-0055-y

Floridi, L., Cowls, J., Beltrametti, M., Chatila, R., Chazerand, P., Dignum, V., Luetge,
C., Madelin, R., Pagallo, U., Rossi, F., Schafer, B., Valcke, P., & Vayena, E.
(2018). Al4People—An Ethical Framework for a Good Al Society:
Opportunities, Risks, Principles, and Recommendations. Minds and Machines,
28(4), 689-707. https://doi.org/10.1007/s11023-018-9482-5

Frizzo-Barker, J., Chow-White, P. A., Adams, P. R., Mentanko, J., Ha, D., & Green,
S. (2020). Blockchain as a disruptive technology for business: A systematic
review. International Journal of Information Management, 51, 102029.
https://doi.org/10.1016/j.ijinfomgt.2019.10.014

Hagendorff, T. (2020). The ethics of Al ethics: An evaluation of guidelines. Minds
and Machines: Journal for Artificial Intelligence, Philosophy and Cognitive
Science, 30(1), 99-120. http://dx.doi.org/10.1007/s11023-020-09517-8

Heckler, N., & Kim, Y. (2022). Crypto-Governance: The Ethical Implications of
Blockchain in Public Service. Public Integrity, 24(1), 66-81.
https://doi.org/10.1080/10999922.2020.1848106

Hyrynsalmi, S., Hyrynsalmi, S. M., & Kimppa, K. K. (2020). Blockchain Ethics: A
Systematic Literature Review of Blockchain Research. In M. Cacace, R.
Halonen, H. Li, T. P. Orrensalo, C. Li, G. Widén, & R. Suomi (Eds.), Well-
Being in the Information Society. Fruits of Respect (Vol. 1270, pp. 145-155).
Springer International Publishing. https://doi.org/10.1007/978-3-030-57847-
310

Ishmaev, G. (2020). The Ethical Limits of Blockchain-Enabled Markets for Private
loT Data. Philosophy & Technology, 33(3), 411-432.
https://doi.org/10.1007/s13347-019-00361-y

22



Ishmaev, G. (2021). Sovereignty, privacy, and ethics in blockchain-based identity
management systems. Ethics and Information Technology, 23(3), 239-252.
https://doi.org/10.1007/s10676-020-09563-x

Jung, H. H., & Pfister, F. M. J. J. (2020). Blockchain-enabled Clinical Study Consent
Management. Technology Innovation Management Review, 10(2), 14-24.
https://doi.org/10.22215/timreview/1325

Kewell, B., Adams, R., & Parry, G. (2017). Blockchain for good? Strategic Change-
Briefings in Entrepreneurial Finance, 26(5), 429-437.
https://doi.org/10.1002/jsc.2143

Kher, R., Terjesen, S., & Liu, C. (2021). Blockchain, Bitcoin, and ICOs: A review
and research agenda. Small Business Economics. Scopus.
https://www.scopus.com/inward/record.uri?eid=2-s2.0-
85078425389&d0i=10.1007%2fs11187-019-00286-
y&partnerlD=40&md5=32h9b955¢5¢1571968d628813b65d784

Khezr, P., & Mohan, V. (2022). The vexing but persistent problem of authorship
misconduct in research. Research Policy, 51(3), 104466.
https://doi.org/10.1016/j.respol.2021.104466

Kiviat, T. I. (2015). Beyond Bitcoin: Issues in Regulating Blockchain Transactions.
Duke Law Journal, 65(3), 569-608.

Klerkx, L., Jakku, E., & Labarthe, P. (2019). A review of social science on digital
agriculture, smart farming and agriculture 4.0: New contributions and a future
research agenda. NJAS: Wageningen Journal of Life Sciences, 90-91(1), 1-16.
https://doi.org/10.1016/j.njas.2019.100315

Koroma, J., Rongting, Z., Muhideen, S., Akintunde, T. Y., Amosun, T. S., Dauda, S.
J., & Sawaneh, 1. A. (2022). Assessing citizens’ behavior towards blockchain
cryptocurrency adoption in the Mano River Union States: Mediation,
moderation role of trust and ethical issues. Technology in Society, 68, 101885.
https://doi.org/10.1016/j.techsoc.2022.101885

Kshetri, N. (2022). Blockchain systems and ethical sourcing in the mineral and metal
industry: A multiple case study. International Journal of Logistics
Management, 33(1), 1-27. https://doi.org/10.1108/1JLM-02-2021-0108

Lapointe, C., & Fishbane, L. (2019). The Blockchain Ethical Design Framework.
Innovations: Technology, Governance, Globalization.
https://doi.org/10.1162/inov_a_ 00275

Leonardi, P. M. (2011). When Flexible Routines Meet Flexible Technologies:
Affordance, Constraint, and the Imbrication of Human and Material Agencies.
MIS Quarterly, 35(1), 147-167. https://doi.org/10.2307/23043493

Li, X., Jiang, P., Chen, T., Luo, X., & Wen, Q. (2020). A survey on the security of
blockchain systems. Future Generation Computer Systems-the International
Journal of Escience, 107, 841-853.
https://doi.org/10.1016/j.future.2017.08.020

Liu, Y., Lu, Q., Yu, G, Paik, H.-Y., & Zhu, L. (2022). Defining blockchain
governance principles: A comprehensive framework. Information Systems,
109, 102090. https://doi.org/10.1016/j.is.2022.102090

23



MacDonald-Korth, D., Lehdonvirta, V., & Meyer, Eric. T. (2018). Art Market 2.0:
Blockchain and Financialisation in Visual Arts. The Alan Turing Institute.
https://www.oii.ox.ac.uk/publications/blockchain-arts.pdf

Madianou, M. (2019). The Biometric Assemblage: Surveillance, Experimentation,
Profit, and the Measuring of Refugee Bodies. Television & New Media, 20(6),
581-599. https://doi.org/10.1177/1527476419857682

Malherbe, L., Montalban, M., Bédu, N., & Granier, C. (2019). Cryptocurrencies and
Blockchain: Opportunities and Limits of a New Monetary Regime.
International Journal of Political Economy, 48(2), 127-152.
https://doi.org/10.1080/08911916.2019.1624320

Marchang, J., & Di Nuovo, A. (2022). Assistive Multimodal Robotic System
(AMRSys): Security and Privacy Issues, Challenges, and Possible Solutions.
Applied Sciences, 12(4), 2174. https://doi.org/10.3390/app12042174

Markovié, J. (2020). Ethical Foundation of the Blockchain Technology: An
Introductory Inquiry. Synthesis Philosophica, 35(2), 425-452.
https://doi.org/10.21464/sp35209

Mason, R. (1986). Four Ethical Issues of the Information Age. Management
Information Systems Quarterly - MISQ, 10(1), 5-12.
https://doi.org/10.2307/248873

Mendling, J., Decker, G., Hull, R., Reijers, H. A., & Weber, 1. (2018). How do
Machine Learning, Robotic Process Automation, and Blockchains Affect the
Human Factor in Business Process Management? Communications of the
Association for Information Systems, 43(1), 297-320.
https://doi.org/10.17705/1CAIS.04319

Mishra, V. (2022). Applications of blockchain for vaccine passport and challenges.
Journal of Global Operations and Strategic Sourcing, 15(3), 345-362.
https://doi.org/10.1108/JGOSS-07-2021-0054

Monrat, A. A., Schelén, O., & Andersson, K. (2019). A Survey of Blockchain From
the Perspectives of Applications, Challenges, and Opportunities. IEEE Access,
7,117134-117151. https://doi.org/10.1109/ACCESS.2019.2936094

Moor, J. (1985). What Is Computer Ethics? Metaphilosophy, 16(4), 266-275.
https://doi.org/10.1111/j.1467-9973.1985.tb00173.x

Moor, J. (2005). Why We Need Better Ethics for Emerging Technologies. Ethics and
Information Technology, 7, 111-119. https://doi.org/10.1007/s10676-006-
0008-0

Mori, T. (2016). Financial technology: Blockchain and securities settlement. Journal
of Securities Operations & Custody, 8(3), 208-217.

Nakamoto, S. (2008). Bitcoin: A Peer-to-Peer Electronic Cash System.
https://bitcoin.org/en/bitcoin-paper

Nalin, M., Baroni, |., Faiella, G., Romano, M., Matrisciano, F., Gelenbe, E., Martinez,
D. M., Dumortier, J., Natsiavas, P., Votis, K., Koutkias, V., Tzovaras, D., &
Clemente, F. (2019). The European cross-border health data exchange
roadmap: Case study in the Italian setting. Journal of Biomedical Informatics,
94, 103183. https://doi.org/10.1016/j.jbi.2019.103183

24



Porsdam Mann, S., Savulescu, J., Ravaud, P., & Benchoufi, M. (2021). Blockchain,
consent and prosent for medical research. Journal of Medical Ethics, 47(4),
244-250. https://doi.org/10.1136/medethics-2019-105963

Racine, V. (2021). Can Blockchain Solve the Dilemma in the Ethics of Genomic
Biobanks? Science and Engineering Ethics, 27(3), 35.
https://doi.org/10.1007/s11948-021-00311-y

Reijers, W., & Coeckelbergh, M. (2018). The Blockchain as a Narrative Technology:
Investigating the Social Ontology and Normative Configurations of
Cryptocurrencies. Philosophy & Technology, 31(1), 103-130.
https://doi.org/10.1007/s13347-016-0239-x

Richardson, S. M., Petter, S., & Carter, M. (2021). Five Ethical Issues in the Big Data
Analytics Age. Communications of the Association for Information Systems,
49, 430-447. https://doi.org/10.17705/ 1CAIS.04918

Ronaghi, M. H., & Mosakhani, M. (2022). The effects of blockchain technology
adoption on business ethics and social sustainability: Evidence from the
Middle East. ENVIRONMENT DEVELOPMENT AND SUSTAINABILITY,
24(5), 6834-6859. https://doi.org/10.1007/s10668-021-01729-x

Rossi, M., Mueller-Bloch, C., Thatcher, J. B., & Beck, R. (2019). Blockchain
Research in Information Systems: Current Trends and an Inclusive Future
Research Agenda. Journal of the Association for Information Systems, 20(9),
1388-1403. http://dx.doi.org/10.17705/1jais.00571

Saheb, T., Sabour, E., Qanbary, F., & Saheb, T. (2022). Delineating privacy aspects
of COVID tracing applications embedded with proximity measurement
technologies &amp; digital technologies. Technology in Society, 69, 101968.
https://doi.org/10.1016/j.techsoc.2022.101968

Schinckus, C. (2022). A Nuanced perspective on blockchain technology and
healthcare. Technology in Society, 71, 102082.
https://doi.org/10.1016/j.techsoc.2022.102082

Seele, P. (2018). Let Us Not Forget: Crypto Means Secret. Cryptocurrencies as
Enabler of Unethical and Illegal Business and the Question of Regulation.
Humanistic Management Journal, 3(1), 133-1309.
https://doi.org/10.1007/s41463-018-0038-x

Senbekov, M., Saliev, T., Bukeyeva, Z., Almabayeva, A., Zhanaliyeva, M., Aitenova,
N., Toishibekov, Y., & Fakhradiyev, I. (2020). The Recent Progress and
Applications of Digital Technologies in Healthcare: A Review. International
Journal of Telemedicine and Applications, 2020, 1-18.
https://doi.org/10.1155/2020/8830200

Sharif, M. M., & Ghodoosi, F. (2022). The Ethics of Blockchain in Organizations.
Journal of Business Ethics, 178(4), 1009-1025.
https://doi.org/10.1007/s10551-022-05058-5

Sherif, K., & Mohsin, H. (2021). The effect of emergent technologies on accountant’s
ethical blindness. The International Journal of Digital Accounting Research,
61-94. https://doi.org/10.4192/1577-8517-v21 3

25



Snyder, H. (2019). Literature review as a research methodology: An overview and
guidelines. Journal of Business Research, 104, 333-339.
https://doi.org/10.1016/j.jbusres.2019.07.039

Someh, I., Davern, M., Breidbach, C. F., & Shanks, G. (2019). Ethical Issues in Big
Data Analytics: A Stakeholder Perspective. Communications of the
Association for Information Systems, 44.
http://dx.doi.org/10.17705/1CAIS.04434

Srivastava, V., Mahara, T., & Yadav, P. (2021). An analysis of the ethical challenges
of blockchain-enabled E-healthcare applications in 6G networks. International
Journal of Cognitive Computing in Engineering, 2, 171-179.
https://doi.org/10.1016/j.ijcce.2021.10.002

Swan, M. (2017). Anticipating the Economic Benefits of Blockchain. Technology
Innovation Management Review, 7(10), 6-13.
https://doi.org/10.22215/timreview/1109

Taddeo, M., & Floridi, L. (2018). How Al can be a force for good. Science,
361(6404), 751-752. https://doi.org/10.1126/science.aat5991

Tang, Y., Xiong, J., Becerril-Arreola, R., & lyer, L. (2019). Ethics of blockchain: A
framework of technology, applications, impacts, and research directions.
Information Technology & People, 33(2), 602-632.
https://doi.org/10.1108/1TP-10-2018-0491

Tapscott, D., & Tapscott, A. (2017). How blockchain will change organizations. MIT
Sloan Management Review, 58(2), p.10.

Templier, M., & Paré, G. (2015). A Framework for Guiding and Evaluating Literature
Reviews. Communications of the Association for Information Systems, 37.
https://doi.org/10.17705/1CAIS.03706

Teng, Y. (2021). Towards trustworthy blockchains: Normative reflections on
blockchain-enabled virtual institutions. Ethics and Information Technology,
23(3), 385-397. https://doi.org/10.1007/s10676-021-09581-3

Thiebes, S., Lins, S., & Sunyaev, A. (2021). Trustworthy artificial intelligence.
Electronic Markets, 31(2), 447—464. https://doi.org/10.1007/s12525-020-
00441-4

Truby, J. (2018). Decarbonizing Bitcoin: Law and policy choices for reducing the
energy consumption of Blockchain technologies and digital currencies. Energy
Research & Social Science, 44, 399-410.
https://doi.org/10.1016/j.erss.2018.06.009

Upadhyay, A., Mukhuty, S., Kumar, V., & Kazancoglu, Y. (2021). Blockchain
technology and the circular economy: Implications for sustainability and
social responsibility. Journal of Cleaner Production, 293, 126130.
https://doi.org/10.1016/j.jclepro.2021.126130

Wahlstrom, K., Ul-hag, A., & Burmeister, O. (2020). Privacy by design: A Holochain
exploration. Australasian Journal of Information Systems, 24.
https://doi.org/10.3127/ajis.v24i0.2801

Whittlestone, J., Nyrup, R., Alexandrova, A., & Cave, S. (2019). The Role and Limits
of Principles in Al Ethics: Towards a Focus on Tensions. Proceedings of the

26



2019 AAAI/ACM Conference on Al, Ethics, and Society, 195-200.
https://doi.org/10.1145/3306618.3314289

Zheng, Z., Xie, S., Dai, H. N., Chen, X., & Wang, H. (2018). Blockchain challenges
and opportunities: A survey. International Journal of Web and Grid Services,
14(4), 352. https://doi.org/10.1504/IJWGS.2018.095647

Zhou, Z., Liu, X., Zhong, F., & Shi, J. (2022). Improving the reliability of the
information disclosure in supply chain based on blockchain technology.
Electronic Commerce Research and Applications, 52, 101121.
https://doi.org/10.1016/j.elerap.2022.101121

27



	Blockchain Ethics in Information Systems: A Literature Review
	Recommended Citation

	tmp.1690222682.pdf.paQem

