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Introduction
Since the turn of the century, as technology advanced, convergence among all kinds of information and
communication forms tied the related knowledge together into one common underlying infrastructure
based on digital techniques, i.e. Information Technology (IT). A phenomenal use of emergent consumer
technologies at workplace is rapidly shaping today’s organizational environment (Györy et al., 2012). The
employees (IT users) who derive their own technological solutions, called Shadow-IT, are changing the
central IT department’s role in its support of providing technological tools to employees to perform work
tasks. Shadow technologies are often collaborative systems used by employees to communicate and share
content with co-workers, clients, or external partners. Shadow-IT is the adoption of a business process
supporting IT solutions and tools in either replacement or as an extension of the IT functionalities
officially provided by the IT department (Walterbusch et al., 2017). The Shadow-IT system, solutions, and
components exist in parallel to other formal IT systems (Zimmerman et al., 2017). Shadow-IT termed as a
form of a workaround when employees adopt it as a reaction to a perceived situational constraint with the
intent to enhance work performance (Haag and Eckhardt, 2017).
Workarounds are defined as irregular use of IS where actual practices are not coherent with the intended
use and official rules (Azad and Kings, 2008). However, workarounds are becoming an important part of
most organizations. Workaround behavior is studied frequently in information system research upon the
assumption that it influences organizational performance (Guo et al., 2011). Workarounds are used to
solve problems in different situations (Niazkhani et al., 2011). The specific interest of this review is on the
employee use of Shadow-IT tools and resources as inconsistent practices that may lead to harmful
consequences (Behrens, 2009).
The theory of workaround is based on the presumptions of an information system (IS) discipline that
systematically defines the Shadow-IT system as a form of workarounds. A theoretical review of the
conceptual understanding of a Shadow-IT system both as a collaborative tool and a possible hazard to
information assets bring possible insights in dealing with contemporary challenges employee usage of
such informal systems.
The remainder of this paper is organized as follows. In the next section, we present the concept of
Shadow-IT System as a workaround. This is followed by propositions of a workaround theory, alignment,
and application of theory in Shadow-IT system research. We then present the critique in the next section.
The conclusion forms our final section of the paper.

Shadow-IT System as a Workaround
In 2014 Steven Alter, defined workarounds routines in business processes as:
“...a goal-driven adaptation, improvisation, or other change to one or more aspects of an existing work
system in order to overcome, bypass, or minimize the impact of obstacles, exceptions, anomalies,
mishaps, established practices, management expectations, or structural constraints that are perceived
as preventing that work system or its participants from achieving a desired level of efficiency,
effectiveness, or other organizational or personal goals” (Alters, 2014, p.1043).
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The theory describes how and why workarounds are created. The theory of workarounds is an extension
of his conceptual framework of work system (Alters, 2013). The work system framework is a system in
which human participants and/or machines perform work using information, technology, and other
resources to produce products/services identifying three elements that are part of a basic understanding
of a work system: the surrounding environment that affects the work system (e.g., organizational culture,
politics, and history; organizational policies and procedures; relevant standards and regulations;
competitive issues technological trends), the external infrastructure that the work system relies on, and
strategies at several levels (Alters, 2013).

Propositions of a Workaround Theory
The theory of workarounds is integrated by extant research on the consequences of workarounds (Ansari
et al., 2010; Azad and King, 2008; Boudreau and Robey, 2005; Ferneley and Sobreperez, 2006; Martin et
al., 2013). Five ‘voices’ of workarounds (Figure 1) are developed to structure a) phenomenon associated
with workarounds, b) types of workarounds, c) direct effects of workarounds, d) different perspectives on
workarounds and e) subsequent organizational challenges and dilemmas related to workarounds (Alter,
2014).

Figure 1 - Five voices of Workarounds (Alter, 2014, p.1048)
The theory suggest seven steps (Figure 2) are suggested based on which workarounds can be analyzed and
understood: (1) intentions, goals, interests of each work participant; (2) structure, architecture and
characteristics of the work system; (3) perceived need for workaround; (4) identification of workaround
by consideration of all knowledge available; (5) selection of workaround; (6) development and execution
of the workaround; (7) local and broader consequences including advantages and disadvantages of
workarounds (Alter, 2014).
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Figure 2 - Theory of Workarounds (Alter, 2014, p.1056)
The above figure identifies generic steps in perceiving the need for a workaround and then creating it.
This sequence reflects a basically rationalist view in which work system participants create workarounds
by identifying obstacles and deciding what to do about them (Alter, 2014).

Alignment of Theoretical concept of Workaround vis a vis Shadow-IT System
Shadow- IT is relatively a new phenomenon, and only a few scientists have concentrated on this concept
as a distinct phenomenon (Gyory et al., 2012; Silic et al., 2017; Walterbusch et al., Fietz, and Teuteberg,
2017; Zimmerman et al., 2017; Haag and Eckhardt, 2017; Oliveira et al., 2016). The study of the ShadowIT phenomenon from user’s perspective reveals that employees use Shadow-IT that leverages their
flexibility, enhances productivity and agility, boosts performance, and improves collaboration and
communication (Furstenau and Rothe, 2014). Shadow-IT usage is often, therefore, termed a form of a
workaround as sometimes shadow users build and maintain Shadow-IT system to work around the
limitations of established processes (Alter, 2014). The work system places Shadow-IT system as a
workaround that suggests change with possible sources of problems in a working system (e.g., use
information from an unofficial shadow system), possibly because of problems with the quality, timeliness,
completeness, or cost of the officially prescribed information. It will then bypass expected uses of
infrastructure (technical, informational, and human resources shared with other work systems), e.g., by
accessing information by using infrastructural resources, such as human infrastructure (see figure -1) to
help in creating workarounds such as shadow systems or add-ons (Alter, 2014). The theory of
workarounds sees Shadow-IT system as facades of compliance, and as inefficiencies or hazards (Alter,
2014). It takes the shadow-IT system outside the purview of an organizational system that frequently
brings information security problems hence should not be trusted (Alter, 2014).
With this perspective of Shadow-IT system, the theory of workarounds can help in questioning pejorative
terms such as shadow system and feral system that implies workarounds are illegitimate despite its stated
benefits in the previous literature. Another expected contribution of the theory is the idea that
workarounds may entail resistance and intentional non-compliance with the authority (Alter, 2014). It,
therefore, helps address concerns on what should be done in a scenario wherein employees build and
maintain private records, spreadsheets, or databases in order to work around the limitations of
established processes and bypass organizational information policy controls. The next section will briefly
attempt to apply the variables of theory in the context of Shadow-IT.

Application of Theory in Shadow-IT System Research-Proposed Framework
The author of theory suggests that the contributing features of workaround theory is its treatment to such
actions that occur in a working system in the form of short-term adaptations as add-ons or shadow
systems (Alter, 2014, p. 1052). In combination, five voices: the phenomena, types, effects, and
perspectives generate a range of organizational challenges and dilemmas related to workarounds” (Alter,
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2014, p.1047). Earlier research used a replication logic used on the theory of workarounds by
substantiating the five voices identifying the relevant dimensions for analyzing workarounds (Röder et al.,
2014). Similarly, substantiating the five voices can help analyze whether a particular phenomenon can
bring specific effect in using Shadow-IT system.
RQ1: What are the direct effects of Shadow-IT as a workaround on organizational information security?
RQ2: What organizational challenges related to Shadow-IT as workaround on management control?
To answer these two research questions, we develop a theoretical model that focuses on the variables of
“motives and control systems” as one of the “phenomenon associated with workarounds” (Alter, 2014,
p.1050) as a first voice. This phenomenon assumes that quality and characteristic of control systems
might affect the likelihood that inappropriate or personally opportunistic workarounds will be noticed.
Secondly, variable of “design and implement new source” (Alter, 2014, p.1051) that explains a situation
when Shadow systems can be analyzed as a type of unsanctioned workaround to address the shortcomings
of a sanctioned system. Third voice maintains that one of the effects of workarounds is the creation of
hazards, inefficiencies, or errors. While explaining the perspective on workarounds as the fourth voice, the
Shadow-IT system is defined as a feral system that frequently brings information security problem (Alter,
2014). Lastly, the fifth voice anticipates organizational challenges and dilemmas related to the
workarounds which balance interpretive flexibility versus management control as a key organizational
challenge (Alter, 2014).
Foundational concept: Theory of Workaround (Five Voices)
1.Phenomenon
2. Types of
3. Direct effect of 4. Perspective on
associated with
Workarounds
workaround
workaround
workaround
Creation of
add-ons or feral
Design &
Motives and control
hazards,
system that create
implement new
inefficiencies, or
systems
information security
source
errors
threat.

5. Organizational
challenges related to
workaround
Balancing interpretative
flexibility versus
management control

Table-I: Application of the concepts in theory of workarounds in understanding Shadow-IT
system
A qualitative analysis of the propositions for Shadow-IT systems in the five voices of the theory of
workaround will be conducted to help illustrate tensions between inefficient and sometimes unsafe
variability, on the one hand, and cumbersome and counterproductive controls, on the other. I would like
to take the perspective of IT managers in organizations through interview method.
An inductive thematic analysis of empirical material will be done using grounded theory technique
(struass & corbin?) to enable the assessment of a phenomenon with a fresh lens. This technique will also
help refine the elements of workaround theory further and aid in advancing the theoretical domain of
shadow-It systems as add on risks in information security research.

Limitations of Theory of Workaround
While all of the factors in the theory are significant, in some workarounds at least some of the factors are
latent and have little impact (Alter, 2014). The theory of workaround is a fresh theoretical lens and so far,
been applied in limited contexts such as digital construction design (Merchbrock and Munoz, 2015);
health care (Roder et al., 2014). Scholars are of the view that while this theory provides a structure for
analyzing workarounds, we still lack a deep understanding of how and why workarounds occur and how
employees enact workarounds in organizations (Roder et al., 2014). There is still a lack of conceptual
consensus on workaround theory as a profound applicable framework. In order to address this limitation,
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future research might need to integrate additional constructs that may contribute to control problems for
IT professionals, risk managers, and auditors.

Next Step
For many, workarounds are seen as ‘messy practices’ that are frequently observed behavior among
employees (Merschbrock et al., 2015). For proposed research, the theory of workarounds can serve as a
foundational concept that could lead to insights related to organizational challenges to the management,
work practices, standards, security controls, data breaches, insider threat, and technology adoption
because workarounds are entwined with organizational research topics, practical management issues, and
the implementation and realistic use of technology. A comprehensive review of a theory of workarounds is
systematically presented to inform about the theory and its contributors; its origin and development over
time; the intellectual traditions and research milieu in which the theory can be applied. An attempt is
made here to gain understanding of the conceptual framework that can explain the Shadow-IT systems as
a form of a workaround representing deviations from existing work systems. A possible framework is
provided for future research to understand organizational challenges in management control and
information security as an effect of a Shadow-IT usage utilizing the concepts of workaround theory. In this
context comparative study of the results of a workaround-centric approach with other possible
approaches might also provide insights on integrating relevant phenomena related to adaptations,
appropriation of technology, and organizational change.
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