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ABSTRACT

Social Networking Sites (SNSs) are becoming increasingly
important. Although these websites bring several
advantages to their users, there are also severe potential
privacy threats due to the wide disclosure of sensitive
personal information. Most of these websites provide some
mechanisms (privacy settings) for their users to apply in

order to mitigate the privacy threats. In this study, we
comprehensively analyze potential privacy threats of SNSs
and the possible mechanisms for mitigating these threats.
Furthermore, we extend protection motivation theory to
explore the users’ motivations for exercising SNSs’ privacy
settings. To test our proposed framework, we will conduct
an online survey whose participants will be users of the two
most popular SNSs (Facebook.com and Twitter.com).
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