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Abstract

Understanding individuals’ willingness to share their personal data with companies is an important
theme in social media research. Yet there is a dearth of research into the issue of granting access to social
media data in exchange for financial compensation. Currently there is no readily available means by
which individuals can reap a financial benefit by selling their personally generated data. One solution
which could address this is a permissions-based Primary Personal Information Market (PPIM). This
paper investigates the willingness of digital citizens to grant access to their social media data in exchange
for financial compensation. We simulated requests to access personal information and found that the
90% confidence interval for the proportion of digital citizens who accepted one or more request was
[79.8%, 91.3%] with a sample estimate of 86.5%. We found significant factors in this decision were, age,
ethnic background, price offered, contact channel, use and company type.
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1 Introduction

The widespread adoption of Social Media changed the way personal information is generated, stored
and used (Rawassizadeh et al. 2013; Wiese 2013). There is now more personal information generated
than ever before (Radicati 2013). That information is increasingly detailed and captures an increasing
number of aspects of our lives, and as a consequence it is increasingly valuable to organisations (Rees
2014) . Furthermore, it is well known that B2C companies have multiple uses for the social media and
other personal information of both customers and prospects (Gualtieri 2013; Holdren and Lander 2014;
Rose et al. 2012; Teevan et al. 2005) and the strategies companies employ to access this information has
been well researched (Marsden 2011). Yet research into the effect of offering financial compensation for
access to individuals’ social media and other personal information is still lacking. The question of
obtaining legitimate access to the social media data of both customers and prospects is an important one
and needs to be answered by companies as they adapt to the wide ranging impact social media is having
on the way many businesses operate (Aral et al. 2013).

Currently there is no widely adopted means by which companies can offer financial compensation for
access to individuals’ personal information. de Montjoye et al. (2014, p. 2) argue for the need for
individuals to retain ownership of their personal information and for the establishment of a “fair and
efficient market” in personal information. We have argued elsewhere (Farrelly and Chew 2016a; Farrelly
and Chew 2016b) that one way to address this is the Primary Personal Information Market (PPIM).

A PPIM is a market in which the original producer of the personal information sells access to that
information in some way to a consumer who wishes to benefit from it. This stands in contrast to the
secondary personal information market (Conger et al. 2013) in which a secondary party gains financial
benefit by selling other individuals’ personal information. We have argued elsewhere (Farrelly and Chew
2016b) that a PPIM is of more value to companies than a secondary market as it provides access to a
joined view of multiple steam of personal information.

1.1 Research Questions

The aim of this paper is to study whether or not a PPIM would be a viable solution to the problem
outlined above. It is written in the context of a broader design science based research project to design
and develop a Primary Personal Information Market (PPIM) (Farrelly and Chew 2016a; Farrelly and
Chew 2016b). One of the key requirements of a viable market is thickness, defined as the ability of a
market to “attract a large enough proportion of the potential participants” (Roth 2008, p. 79).

Following Alvesson and Sandberg (2011) who propose gap spotting and problematization as two distinct
but not mutually exclusive methods for developing research questions, we challenge the (often
unstated) underlying ideological assumption that personal information is not well suited to
commodification, by proposing our research questions as follows:

RQ1: Would a sufficiently large proportion of digital citizens be willing to participate in a permissions-
based PPIM to make such a market viable?

RQ2: What factors determine whether or not individuals would be willing to participate on a
permissions-based PPIM?

The question of whether or not a permissions-based PPIM is feasible has wide ranging implications and
significance for both individuals and companies. Should such a market prove to be feasible it would
enable any internet-connected individual who was so inclined to benefit financially from their personal
information. The magnitude of such a market should not be underestimated. The value of personal
information in the European economy alone has been estimated at €330 billion annually for
organisations and €670 billion annually for individuals (Rose et al. 2012). A permissions-based PPIM
would also affect the way in which companies acquire and use personal information of both prospective
and existing customers. A working PPIM would enable companies to conceive of and purchase novel
personal data products which would benefit them in many ways, some of which are discussed in section

3.2.

2 Literature Review

We take social media to be “a group of Internet-based applications that build on the ideological and
technological foundations of Web 2.0, and that allow the creation and exchange of User Generated
Content” (Kaplan and Haenlein 2010, p. 61). The literature on Social Media is vast and varied - see for
example Cao et al. (2015), Ngai et al. (2015a), Ngai et al. (2015b) and Roch and Mosconi (2016). Since
our research is concerned with the design and development of an m-sided platform market in personal
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information we focus on three aspects of Social Media. We review the literature which concerns itself
with the individual’s motivations to share and also the monetary value individuals place upon their social
media data. We then turn to the willingness individuals have to share their Social Media personal
information.

2.1 Motivation to share

Numerous motivations for sharing personal data have been identified in the literature. Drawing on
Reiss’s model of 16 basic desires (Reiss 2004), Kraut et al. (2012) argue that individuals participate on
Social Media Platforms (SMPs) because it is intrinsically rewarding to do so. They argue that external
incentives can have the effect of undermining intrinsic motivation. Hau and Kim (2011) found that
online gamers were motivated to share innovative knowledge by intrinsic motivations as well as external
motivations such as the strengthening of social capital. Wang et al. (2016) identified trust and appetite
for risk as factors which strongly influence individuals behaviour on Social Media Platforms (SMPs).
Kietzmann et al. (2011) identifies ability to share as a functional building blocks which motivate
individuals to participate on SMPs. According to reciprocity theory, individuals share personal
information on SMPs in the belief that such sharing will increase the cohesiveness for their social
network and, by implication, their own welfare will be enhanced (Hsu and Lin 2008). Other factors in
sharing include: enjoyment, altruism and reputation, community identification (Hsu and Lin 2008).

There are a number of factors which negatively impact on an individual’s motivation to share personal
data on SMPs. (Hu et al. 2011) found that perceived risks associated with sharing personal data was a
contributing factor to individuals decision to not to adopt SMPs. They also found that perceptions about
ease-of-use and loss of control were significant in the decision not to share on SMPs.

2.2 Value of personal information

There have been a number of attempts to put a price on some aspects of personal information.
Researchers have attempted to estimate the worth of individual users to various Social Media Sites
(Brustein 2012; Li et al. 2013). Taylor (2002) reports on value of targeted mailing lists and Carrascal et
al. (2013) estimated the monetary value of personal information such as web browsing behaviour and
demographic details. Cvrcek et al. (2006) found that an individual’s location data was worth around
€50-100 EUR a month while Danezis et al. (2005) found location data to be worth around £10. Benndorf
and Normann (2014) found that, in a one-off experiment, individuals were willing to sell their contact
details and Facebook details for €15 and €19 respectively. AT&T offered fibre internet subscribers the
opportunity to opt out of their deep packet inspection program for a price of for $29 per month (Schneier
2015). Hann et al. (2007) found that the disallowance of secondary use of personal information is worth
between $39.83 and $49.78.

Using a series of in laboratory experiments, Benndorf and Normann (2014) found that 80% — 90% of
participants were willing to sell personal data. They found that participants were willing to accept
approximately €15 for their contact details and €19 for Facebook details. Grossklags and Acquisti (2007)
compared willingness to sell with willingness to protect and found that participants had a clear
preference for money in exchange for data in both the protection and release scenarios, even when the
amount of money received was very small.

Zannier (2013) explored the feasibility of selling his personal information. He sold detailed data on many
aspects of his personal life in exchange for contributions to his kick-starter project. He raised $2,734
USD from 213 backers.

Regardless of the exact monetary value of personal information, Katell et al. (2016) found that
individuals generally considered the services they received on SMPs to be fair reward for the personal
information they contributed, although this was somewhat mitigated when participants learned more
about current datamining and profiling practices. However, there is also a growing body of research
(Bagust 2014; Doyle 2015) which examines the Social Media phenomenon from the perspective of the
commodification of affective labour, suggesting that the time and effort individuals expend creating
personal information on SMPs is undervalued.

2.3 Willingness to share

A number of related approaches have been taken to assess whether or not people would be willing to
exchange their personal information. Spiekermann and Novotny (2014) studied the research question
of how individuals can share more personal information with companies while maintaining their
personal privacy. They proposed a four-space model of personal information management by focussing
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on the type of relationship which exists between the individual and the company. Their focus was on
increasing transparency and efficiency in the personal information market rather than allowing
individuals to obtain financial compensation by selling access to their personal information.

Shibchurn and Yan (2014) found that individuals are more willing to share personal information on
social networking sites (SNSs) when offered a monetary reward and that a number of other factors such
as gender, marital status and educational attainment are significant when predicting whether or not
individuals are willing to share personal information on SNSs. Aperjis and Huberman (2012) suggested
that individuals should be compensated for allowing their data to be included in a sample from which
the buyer sought to infer a statistic of interest about a population.

Yassine et al. (2011) studied the willingness of individuals to share personal information in return for a
payoff value that balances out their loss of privacy. They explored the use of consumer agents which act
as brokers on behalf of individuals to manage access to their personal information. Gabisch and Milne
(2014) found that receiving a monetary reward reduces consumer expectations for privacy and that one
of the factors influencing an individual’s decision to share personal data was whether or not the personal
data was sensitive in nature. de Montjoye et al. (2014) demonstrated that individuals were willing to
grant access to their personal information if their privacy was preserved. They found that 81% of
participants would archive personal data store in a personal data store and that participants were willing
to share personal meta data with health care professionals. Rose et al. (2012, p. 25) found that while
individuals expressed concern about use of private data by companies, this did not affect their
willingness to share personal information. Chang and Chuang (2011) found that altruism, identification,
reciprocity, and shared language were significant factors influencing knowledge sharing on SMPs. Chen
and Hung (2010) identified reciprocity, interpersonal trust, knowledge sharing self-efficacy, and
perceived relative advantage as important factors determining whether or not individuals would
participate on professional virtual communities.

2.4 Summary and critique

The literature indicates the central issue pertaining to participation on SMPs is the question of whether
individuals are motivated by intrinsic motivations, extrinsic motivations or a combination of both.
Intrinsic motivations such as a desire to share, altruism, enjoyment of comradery are cited as motivation
for participation while other authors argue that extrinsic motivations such as reputational enhancement,
increasing one’s status and the development of the cohesiveness of one’s social group are the
predominant motivations. The literature also confounds motivations with inhibitors and catalyst. These
are features of SMPs which facilitate or impede individual’s participation and should be treated
separately from motivational impulses. Concerns about trust, loss of control and risk aversion are
examples of inhibitors while ease of use should be considered a catalyst rather than a motivator.

It is also clear that there is a dearth of research investigating the effect of monetary reward on
individual’s willingness to participate on SMPs. While there has been a disparate and multifaceted
approach to attempting to estimate the value of personal information of various types, the nexus
between perceived value and willingness to exchange permission to access that information has yet to
be determined.

3 Method

We conducted a survey to test participants’ willingness to exchange personal information on a
permissions-based PPIM similar to the one proposed by Farrelly and Chew (2016b). To do so we
followed the design science methodology and use a simulation (Gregor and Hevner 2013; Peffers et al.
2006) to generate 1534 requests to access personal data. Randomly selected requests were then
presented to each respondent. Comparable simulation approaches have been used in other contexts to
evaluate such phenomena as the efficacy of information retrieval systems (Borlund 2016) and online
consumers’ browsing patterns (Islam and Miah 2012). Each request comprised the following
components: a company making the request, the use to which the data would be put, a contact channel
through which the company would contact the individual (if any), the data to be accessed, the device
from which the data would be collected and a price to be paid for access to the personal information.
These components are described in the following sections.

3.1 Company Types

The companies included in the survey questions were based on the Australian and New Zealand
Standard Industrial Classification (ABS 1993). We chose representatives of the following sectors:
Finance and Insurance, Education, Electricity, Gas and Water Supply, Accommodation, Cafes and
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Restaurants, Personal and Other Services, Government Administration and Defence, Health and
Community Services, Communication Services, Property and Business Services, Retail Trade,
Construction, Manufacturing, Transport and Storage and Cultural and Recreational Services.

3.2 Uses

We drew on the literature to identify end uses to which personal data could be put. We included both
existing end uses and potential uses, which have been suggested by researchers but not yet realised in
practice. We then matched these end uses with companies in appropriate categories. These end uses
were: personalized search (Teevan et al. 2005), predictive marketing (Gualtieri 2013; Rose et al. 2012,
p. 25), predictive customer service (Gualtieri 2013; World Economic Forum and Bain & Company 2011),
customer self-service (Rose et al. 2012, pp. 11, 25), demographic studies (de Montjoye et al. 2014, p. 1),
process automation (Rose et al. 2012, p. 11), personalized medicine (Rose et al. 2012, p. 81), personalized
marketing (Rose et al. 2012, p. 25), personalized products (Rose et al. 2012, p. 10), provide critical public
services more efficiently and effectively (World Economic Forum and Bain & Company 2011, p. 5),
personalized education (Holdren and Lander 2014; Kyriacou and Davis 2008; Van Kleek and O'Hara
2014, p. 30), service innovation (Laney et al. 2013; Lee et al. 2014), personalized pricing (Holdren and
Lander 2014, p. 11; Swan 2013; Taylor 2002), personalized health (Holdren and Lander 2014; Shah
2015; Shilton et al. 2009, p. 10; Swan 2013) , personalized services (Holdren and Lander 2014, p. 41),
personalized recommendations (de Montjoye et al. 2014, p. 1) and research and development (Rose et
al. 2012, p. 9; World Economic Forum and Bain & Company 2011, p. 5)

3.3 Price

Estimating a reasonable price for access to personal information is an inexact science since we are
proposing a novel permissions-based PPIM which has not been implemented previously. However, from
the literature (Benndorf and Normann 2014; Carrascal et al. 2013; Cvrcek et al. 2006; Danezis et al.
2005; Hann et al. 2007; Li et al. 2013; Muschalle et al. 2013; Schneier 2015; Taylor 2002; Yassine et al.
2011) we derived estimates of the potential worth of a number of different personal information streams.
By converting these estimates into 2015 Australian dollar equivalents we took as a working hypothesis
that access to a single stream of personal information could be worth a little as a few cents and as much
as $3 per month. We took a conservative estimate of the worth of personal information streams so that
we would get a realistic estimate of the number of potential participants.

3.4 Requests

Having created database tables of organisations, uses, contact channels, devices we created three
intermediate tables: uses_data, data_devices and org_uses. uses_data matched the uses to which
personal data could be put with the appropriate personal data sources. data_devices matched personal
data sources to the devices from which they could be collected. org_uses matched organisation types
with relevant uses of personal data. These tables were then used to generate 1534 distinct requests.

3.5 The survey

We used an online survey to collect data for this study because it has been shown to be highly effective
with regards to both cost of data collection and the time taken to collect the data (Wright 2005).
Respondents were recruited by the chain-referral sampling technique via social media (Roth 2008, p.
79) which has been shown to be a cost effective and accurate way to sample a population (Baltar and
Brunet 2012; Brickman-Bhutta 2012). The survey was conducted by presenting five webpages to the
respondents. The first page was an overview of the research, the second page presented a description of
the permissions-based PPIM and how it would work in practice, the third page asks the participant to
enter personal details such as age, gender etc. Name and email address were optional for those who
wished to be contacted with the results of the research. The forth page presented twenty randomly
selected requests from the requests table and presented each one consecutively to the respondent. The
respondent either accepted or rejected each offer by clicking on the appropriate button. Figure 1 is an
example of one such request. The fifth and final page thanked participants for their participation and
invited them to share a link to the research via email and social media.
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Permission number: 6

Netaid is a charity which supports disadvantaged children

Netaid requests permission to run queries against your Whatsapp activity collected from your mobile phone so they can deliver
more timely and relevant information to you

Netaid would like to send you relevant messages via phone.

Netaid will pay you $2.15 per month if you accept this request.

estimated monthly income = $6.66
Permission summary

Organisation Data

Netaid Whatsapp activity

Device Use

mobile phone deliver more timely and relevant information to you

Compensation offered: $2.15 per month

Figure 1: Screen shot of example permission as presented to respondents

Since we wish to obtain an initial indication of the proportion of digital citizens who would be willing to
participate in permissions-based PPIM we use sample size calculations based on random sampling
guidelines to calculate the sample size. With a margin of error of 0.05, a confidence interval of 0.9 and
a conservative estimate of the proportion of 0.8 based on prior work by Benndorf and Normann (2014),
our required sample size is:

1.645
0.05

2
0.25(1 — 0.25) ( ) = 203 (Hinkle et al. 1985)

4 Results

204 individuals responded to the survey, 62 females and 141 males with ages ranging from 10 to 72. A
total of 2060 requests were presented to respondents of which 767 were accepted (37.2%). Of the 204
individuals who participated, 163 accepted one or more request (79.9%).

41 RQ1

Would a sufficiently large proportion of digital citizens be willing to participate in a permissions-based
PPIM to make such a market viable?

Using the 1 sample proportion test in R (R Core Team 2015) we estimate the proportion of digital citizens
who would participate in a permissions-based PPIM to be 79.9% and we can be 95% confident that the
proportion of digital citizens who would participate in a permissions-based PPIM lies between 74.6%
and 84.3%.

This is the 90% confidence interval for the proportion of digital citizens who accept one or more request
was y? = 56.0111, df = 1, p-value = 7.206e-14.

4.2 RQ2

What factors determine whether or not individuals would be willing to participate on a permissions-
based PPIM?

To address this RQ we first examine individual factors and then examine their combined effect in a
multivariate logistic regression model to identify which explanatory variables are significant in
explaining the response variables (accept or reject). Multivariate logistic regression is a commonly used
technique to estimate the effect of multiple explanatory variables on a single binary response variable.
The covariates we have are relate to the both the respondent and the permission being sought namely:
age, gender, highest educational attainment, ethnic background, type of data (to which permission will
be granted), device (from which the data will be collected), contact channel (by which the individuals
would be contacted), price offered to access the personal information, type of use (to which the
information will be put) and type of organisation (which is seeking access to the information).

The multivariate logistic regression model was built using forward selection using R package glmulti
(Calcagno 2013). We test goodness of fit using Pearson chisquare statistic (p>0.05), and significance of
the included variables (p<0.05)

Multivariate logistic regression can be expressed in the following model:
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logit(p) = Box1 + Prxz + .+ Prx
where p is the probability the request will be accepted , B; is the ith coefficient, x; is the ith variable and

logit is defined as the natural log of the odds of the outcome or In (ﬁ).

The variables together with the statistically significant levels (p < 0.05) are shown in Table 1.

variable / level Estimate exp(estimate) Std. Error z value Pr(>|z|)
Intercept 0.850087 0.327931 2.592 0.00953
age -0.013061 0.003997 -3.267 0.00109
price 0.290256 0.055372 5.242 1.59€e-07
contact_channel_email -0.465816 0.627622756 0.203564 -2.288 0.02212
contact_channel_Four Square -0.446096 0.640122317 0.206553 -2.160 0.03079
contact_channel _Google plus ads -0.439082 0.644627918 0.205076 -2.141 0.03227
contact_channel_phone -0.439653 0.64425994 0.205017 -2.144 0.03200
contact_channel_sms -1.026743 0.358171628 0.219081 -4.687 2.78e-06
use_type_personalized services -2.013606 0.133506382 0.837175 -2.405 0.01616
use_type_provide critical public services 0.474013 1.60642787 -2.490 0.01277 0.01277
more efficiently and effectively

ethnic_background_Asian 0.445742 1.561648509 0.165421 2.695 0.00705
ethnic_background_ Black, Afro- 1.297544 3.660205932 0.503999 2.574 0.01004

Caribbean, or African American

org_type_Finance and Insurance -1.308181 0.270311306 0.649671 -2.014 0.04405

Table 1: Logistic Regression Model

The coefficients of the model are interpreted as follows:

Age: Holding all other variables fixed, for every one year increase in age of the recipient, the odds of

permission request being accepted decreases by a factor of e %°12 = 0.987, a decrease of 1.3%.

Price: Holding all other variables fixed, for every one dollar increase in price offered, the odds of
permission request being accepted increase by a factor of e%2°° = 1.337, an increase of 33.7%.

variable / level Estimate reference category exp(estimate) % change in odds
age -0.013 n/a 0.987 -1.30%
price 0.290 n/a 1.337 33.68%
contact_channel_email -0.466 will_not_ contact 0.628 -37.24%
contact_channel_Four Square -0.446 will_not_ contact 0.640 -35.99%
contact_channel _Google plus ads -0.439 will_not_ contact 0.645 -35.54%
contact_channel_phone -0.440 will_not_contact 0.644 -35.57%
contact_channel_sms -1.027 will_not_ contact 0.358 -64.18%
use_type_personalized services -2.014 personalized_medicine 0.134 -86.65%
use_type_provide critical public

services more efficiently and -2.014 personalized_medicine 1.606

effectively 60.64%
ethnic_background_Asian 0.474 non_hispanic_white_euro 1.562 56.16%

ethnic_background_ Black, Afro-

Caribbean, or African American 0446 non_hispanic_white_euro 3660

266.03%

org_type_Finance and Insurance 1.298 health_and_community_services  0.270 -72.97%

Table 2: Statistically significant variables and associated changes in odds.
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contact_channel_email: Holding all other variables fixed, compared to the reference level of
will_not_contact, including contact_channel_email in a permission increases the odds of the
permission request being accepted by a factor of e%2°° = 0.628, a increase of 33.64%. The interpretation
of the other categorical variables follow a similar pattern and is summarised in Table 2.

Conclusions

As discussed in section 2, extant literature shows that individuals are willing to share their social media
and other personal information for reasons such as altruism, intrinsic reward and strengthening of
social capital. This research extends and these finding by showing that large proportion of digital
citizens would be willing to grant permission to use their social media data while retaining ownership of
those data. Specifically, this research shows that younger citizens are more willing to participate in such
a market and that offering higher prices for access to personal information increase the odds of the
request being accepted. We also found that the contact channel also had a significant impact on citizen’s
willingness to be contacted. Being contacted by email was more popular than not being contacted at all,
while being contacted by phone, SMS and via ads was less popular. Collecting personal information in
order to personalise services and to inform the provision of public services were less favourably received
than other uses to which personal data could be put.

5 Discussion

These findings are significant because they lend weight to the arguments in favour of a permissions-
based PPIM and they will guide the developers of such a market as to which factors are significant in
individuals’ decisions about participating in a permissions-based PPIM. The findings in this paper
represent important information for researchers concerned with the viability and design of a PPIM.
First, the overall estimated participation rate (86.5%) indicates that the concept of a PPIM is worth
pursuing. There seems to be significant interest among the general population in exchanging personal
information in exchange for financial compensation. Secondly, the significant factors in the logistic
regression model inform researchers who are looking to develop a working PPIM about requests which
are most likely to be accepted by individuals and therefore mostly likely to be traded successful on a
PPIM. For example, it tells us that younger individuals are more likely than older individuals to accept
request to access their personal data. It shows that requests which include a component which allows
the company to contact individuals by email are more likely to be accepted than those which seek
permission to contact individuals by SMS. Each coefficient in Table 2 interpreted in a similar manner
informs researchers about how a PPIM might be expected to operate.

6 Limitations and Further Work

The main limitation of this paper is that it is based on simulated requests from companies to access
individuals’ social media and other personal information. To obtain a more informative and accurate
understanding of individuals’ willingness to grant access to their personal information it would be
necessary to undertake a pilot or proof-of-concept in which actual payments were made to individuals.

Researching and implementing a permissions-based PPIM is a multi-faceted research undertaking and
there is much work that remains to be done to understand the feasibility of this market. While this
research seeks to understand the willingness of individuals to participate in a permissions-based PPIM,
further research is needed to understand whether or not companies would be willing to purchase
personal information products in a permissions-based PPIM. There is also a need to explore appropriate
pricing models. The current research proposed a purchase price but further research is needed to explore
the application of alternative pricing models (Koutris et al. 2012b) to a PPIM. Other areas for further
research include how best to attract and retain a critical mass of users (possibly through network effect),
without which the market would not be viable, and the development of a more detailed and technically
sound solution to the problem of storing, modelling and querying the information in the personal
information store. Finally, it would also be useful to analyse the business model inherent in a
permissions-based PPIM as service system (Maglio and Spohrer 2013).
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