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ABSTRACT
The ongoing barrage of data and infrastructure breaches is a constant reminder of the
critical need to enhance the cybersecurity component of modern undergraduate information
systems (IS) education. Although the most recent undergraduate information systems curricular
guidelines (IS2010) highlight security in the context of data, enterprise architecture, and risk
management, much more needs to be done. The IS education community needs to identify
cybersecurity competencies and curricular content that further integrates cybersecurity principles
and practices into IS curricular guidelines. Until this is completed at the IS community level, IS
programs will need to fulfill this role individually. This paper contributes to both these efforts by
reviewing relevant literature and initiatives — highlighting two primary paths of curricular
development: (1) the evolution of IS curricular guidelines, and (2) the development of
Cybersecurity as a standalone discipline. Using these resources, the paper summarizes best

practices for integrating cybersecurity into curricula and explores the integration of IS into

cybersecurity programs.
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INTRODUCTION

Around 832 million records were breached because of 619 separate incidents in the first
nine months of 2018, and over the past five years 9.3 billion records where breached in 3,700
incidents (Privacy Rights Clearinghouse 2018). This is one example of countless reports of
cybersecurity attacks on information systems. These incidents serve as reminders that the
cybersecurity component of information systems (IS) education needs to be substantially
strengthened, so that IS professionals are prepared to identify, protect, detect, respond, and
recover from attacks affecting information systems, while also functioning as part of a larger
cybersecurity team.

The most recent undergraduate information systems curricular guidelines (IS2010) are
dated as they relate to cybersecurity. The IS education community needs to revise and update
them to more thoroughly incorporate cybersecurity principles and practices. Until this is
completed at the IS community level, individual IS programs will face the challenge of
accomplishing this critical task on their own.

This paper reviews salient literature and initiatives, examining the evolution of IS
curricular guidelines, describing the key developments involved in cybersecurity emerging as a
standalone discipline, and presenting the latest ABET IS accreditation criteria. Based on these
resources and initiatives, a way forward for improving cybersecurity in IS education is presented
that includes best practices for integrating cybersecurity into curricula and exploration of

integrating IS into cybersecurity programs. The paper advocates that these advances not be done
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in a vacuum, but rather need to be purposely constructed to integrate with the cybersecurity

efforts of several other technical and non-technical disciplines.

PERTINENT RECENT DEVELOPMENTS IN EDUCATION

This section reviews the most significant recent efforts in computing education relevant
to cybersecurity in the context of IS education. The review looks at two primary paths of
development: (1) the evolution of IS curricular guidelines, and (2) the development of
Cybersecurity as a standalone discipline, which includes a version that is a standalone discipline
based on an IS foundation. This section also includes an overview of the integration of

cybersecurity into ABET accreditation criteria as it impacts IS.

The Evolution of Information Systems Education

As depicted in Figure 1, IS education has primarily evolved through bachelor-level IS
curricular guidelines, the most recent of which is IS2010 (Topi et al. 2010), and masters-level IS

curricular guidelines, the most recent of which is MSIS2016 (Topi et al. 2017).

1S2010. Many IS programs rely on the IS2010 curriculum guidelines for the design of
their undergraduate degree programs. IS2010 specifies high-level capabilities, with security
playing a role in two out of the seven: (1) Securing Data and Infrastructure and (2)
Understanding, Managing and Controlling IT Risks. For the former, IS2010 states that
organizations have a need to protect their data and IT infrastructure from various security threats
and recognizes that IS graduates must understand the threats and be able to identify high-level
solutions for protecting information systems. For the latter capability, IS graduates must also

have strong capabilities in understanding, managing, and controlling organizational risks
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associated with the use of IT-based solutions. These high-level capabilities map onto specific
knowledge and skills across three categories: IS-specific, foundational, and domain
fundamentals. The security related concepts are briefly touched on in several core courses
specified in IS2010: Foundations of Information Security; Data and Information Management;
Enterprise Architecture; IT Infrastructure; Systems Analysis and Design; IS Strategy,
Management and Acquisition; and in the sample electives: Introduction to Human Computing
Interaction; and IT Audit and Controls. Despite the mention of security in these course
specifications, IS2010 does not provide a cohesive view of security in terms of the capabilities of

IS graduates.

EVOLUTION OF INFORMATION SYSTEMS EDUCATION

1S 1997 Less Emphasis

MSIS 2000

IS first accredited IS 2002

ABET 2003

I‘ I

Security

ABET 2018

Security required

for all ABET accredited More Emphasis
Computing programs

Figure 1. The Evolution of Information Systems Education

MSIS2016 (Topi et al. 2017) uses a competency-based approach to curricular guidance
for master’s level Information Systems programs; this competency model is also discussed later

under IT2017. MSIS2016 divides core competencies into three similar-to-IS2010 categories: IS
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competencies, individual foundational competencies, and domain competencies. Among the nine
areas defined under IS competencies is Business Continuity and Information Assurance.
Competencies within this area include managing and implementing cybersecurity, protecting IT
assets, developing information assurance strategy, implementing and managing quality audit
processes, and assuring safety throughout the systems’ lifecycle. The next generation of IS
undergraduate curricular guidelines will likely be guided by the direction taken in MSIS2016.

ABET. For over 15 years, the ABET Computing Accreditation Commission (CAC) has
accredited IS specific programs. The latest edition of the ABET IS Program Criteria was
published in 2018. In this edition, the requirement to integrate cybersecurity is now part of the
general criteria for all computing programs, requiring principles and practices for secure
computing that must be appropriate for the discipline.

The Development of Cybersecurity as a Discipline

A parallel relevant path of educational guidelines with more recent milestones is
cybersecurity as a standalone discipline. As depicted in Figure 2, several initiatives contributed
to this journey ultimately culminating in the Cyber Education Project, which led to a Joint Task
Force on Cybersecurity Education producing Cybersecurity Curricula 2017 and to ABET
producing Cybersecurity Program Criteria. In the subsequent paragraphs, each of these
contributions is briefly highlighted.

Centers of Academic Excellence. The National Security Agency and Department of
Homeland Security (NSA/DHS) designate National Centers of Academic Excellence in Cyber
Defense (CAE-CD) based on institutional criteria. Each institution shows a mapping of its
curriculum to the core knowledge units (KUs), optional KUs, and focus areas. These CAE-CD
designations focus on ensuring an appropriate cybersecurity curriculum is available at the

Proceedings of the 13th Pre-ICIS Workshop on Information Security and Privacy, San 5
Francisco, December 13, 2018.



Raj, Blair, Sobiesk and Parrish Enhancing Cybersecurity Content in Undergraduate IS

institution. However, these designations do not require an institution to formally assess and
evaluate the performance of their graduates against the KUs and focus areas. Complementing the
CAE-CD effort, the NSA also designates National Centers of Academic Excellence for Cyber
Operations (CAE-Cyber Operations) programs to increase the number of cybersecurity trained
professionals. Unlike the CAE-CD effort, the CAE-Cyber Operations designates a student based
on their transcript or degree satisfying all mandatory knowledge units and at least four of the

optional knowledge units.

DEVELOPMENT OF CYBERSECURITY AS A DISCIPLINE

CS 2013 IT2017 SE2014
1S2010 NICE Framework el i EE
Excellence

\_ J
CEP
ABET Cybersecurit

Figure 2. The Development of Cybersecurity as a Discipline

NICE Framework. The National Initiative for Cybersecurity Education (NICE)
framework (Newhouse 2012) from the National Institute of Standards and Technology (NIST)
“serves as a fundamental reference resource for describing and sharing information about
cybersecurity work and the knowledge, skills, and abilities (KSAs) needed to complete tasks that

can strengthen cybersecurity posture of an organization” (Newhouse 2012). NICE’s primary goal
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is to support employers’ plans and guide career development and workforce enhancement so that
they can respond rapidly to market needs for cybersecurity professionals. The Skills Framework
for the Information Age (SFIA) has similar goals of defining the workforce context for the
application of cybersecurity skills and competencies (von Konsky 2016).

The Association for Computing Machinery (ACM) continues to provide greater
integration of cybersecurity into the five classical computing disciplines: computer science,
information systems, information technology, computer engineering, and software engineering.
IS2010 was discussed above and the other three most relevant are discussed below.

CS2013 curricular guidelines (ACM/IEEE - CS2013) provide an exemplar of the way
other computing disciplines are integrating substantial computer security content throughout the
breadth of their curriculum. CS2013 recommends nine lesson-hours on “concepts where the
depth is unique to Information Assurance and Security”” and an additional 63.5 lesson hours of
Information Assurance and Security content that is “integrated into other knowledge areas that
reflect naturally implied or specified topics with a strong role in security concepts and topics”
(ACM/IEEE-CS 2013). These CS-based cybersecurity curricular recommendations are mostly
technical in nature and apply most significantly to the technical aspects of the curriculum.

IT2017 emphasizes that knowledge by itself is not sufficient and needs to be
supplemented by both technical skill and human disposition to ensure successful practice.
Competency focuses on performance in professional context:

Competency = Knowledge + [Technical] Skills + [Human] Dispositions
IT2017 recommends the cybersecurity content constitute around a tenth of the IT curriculum.
Moreover, the material needs to be covered throughout the curriculum instead of just in a course

or two. The cybersecurity integrated throughout IT2017 led to the proposition that any IT degree
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program conforming to IT2017 will have substantial overlap with Cybersecurity Curricula 2017
(Ekstrom et. al 2017).

Both CS2013 and IT2017 are examples of the agreed on best practice of covering
cybersecurity content throughout the entire curriculum, and not simply as something to be bolted
on afterwards.

SE2014 (Leblanc, et al 2014) was written for software engineering. It contains 10
knowledge areas, including security. The security knowledge area is technical in nature, and
contains 20 hours covering secure software design and development, network security and
cryptography.

CEP and CSEC2017. The culmination of cybersecurity as a standalone discipline was
the Cybersecurity Curricula 2017 report known as CSEC2017 (Burley et al. 2017). This report is
meant to be “the leading resource of comprehensive cybersecurity curricular content for global
academic institutions seeking to develop a broad range of cybersecurity offerings at the post-
secondary level” (Burley et al. 2017). CSEC2017 followed from the Cyber Education Project
(CEP) grassroots effort to build consensus on cybersecurity education (Blair et al. 2015).

The CSEC2017 report presents a model of cybersecurity with three dimensions:
knowledge areas, crosscutting concepts, and disciplinary lenses (see Table 1). The knowledge
areas are the “basic organizing structure for cybersecurity content.” The first five (Data,
Software, System, Component, and Connection) primarily represent technical content, and the
last three (Human, Organizational, and Societal) primarily represent social science and
contextual content. Crosscutting concepts span all knowledge areas, while disciplinary lenses—
when applied to a particular knowledge area and associated topics—impact what competencies
and learning outcomes can reasonably be expected for that knowledge area.
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Table 1. The three major components of CSEC2017 (Burley et al. 2017)
Component Description
Knowledge Areas Data Security, Software Security, System Security, Component
Security, Connection Security, Human Security, Organizational
Security, and Societal Security.

Crosscutting Concepts  Confidentiality, Integrity, Availability, Risk, Adversarial Thinking,
and Systems Thinking.

Disciplinary Lenses Computer Science, Computer Engineering, Information Systems,
Information Technology, Software Engineering, and Mixed
Disciplinary.

CSEC2017 disciplinary lens “represents the underlying computing discipline from which
the cybersecurity program can be developed. The disciplinary lens drives the approach, depth of
content, and learning outcomes resulting from the interplay among the topics....The application
of the crosscutting concept and/or the level of depth taught within each knowledge unit may
differ depending upon the disciplinary lens. For instance, coverage of Risk in the context of Data
Security may differ for students in a computer science cybersecurity program and those in an
information systems cybersecurity program” (Burley et al. 2017). A program that is consistent
with CSEC2017 guidelines is considered to be a cybersecurity program.

ABET is an organization dedicated to disciplinary accreditation in computing,
engineering, engineering technology, and applied and natural science. Organized around the
concept of commissions, ABET’s Computing Accreditation Commission (CAC) currently
accredits 59 undergraduate IS programs (as of September 2018), with 42 of these programs in the
U.S. and 17 in other countries. An IS program accredited by the CAC must meet both a set of
General Criteria (required of all computing programs) and a set of IS-specific Program Criteria.

Table 2 shows the current ABET student outcomes for IS programs; the first row shows
the outcomes required of all computing programs while the second row shows the one outcome

that is distinct to IS programs. Table 3 similarly shows the curricular requirements for IS
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programs. As shown in Table 3, it is the CAC General Criteria that now include a significant
cybersecurity curricular requirement (ABET 2017).
Table 2. The 2019-20 CAC Information Systems Accreditation Criteria — Student Outcomes

(The first row is from the General Criteria and the second row from the IS Program Criteria)
Graduates of the program will have an ability to:

1. Analyze a complex computing problem and to apply principles of computing and other relevant
disciplines to identify solutions.

2. Design, implement, and evaluate a computing-based solution to meet a given set of computing
requirements in the context of the program’s discipline.

3. Communicate effectively in a variety of professional contexts.

4. Recognize professional responsibilities and make informed judgments in computing practice based
on legal and ethical principles.

5. Function effectively as a member or leader of a team engaged in activities appropriate to the
program’s discipline.

6. Support the delivery, use, and management of information systems within an information systems
environment. [IS]

Table 3. The 2019-20 CAC Information Systems Accreditation Criteria — Curriculum

(The first row is from the General Criteria and the second row from the IS Program Criteria)
The program’s requirements must be consistent with its program educational objectives and designed in
such a way that each of the student outcomes can be attained. The curriculum must combine technical,
professional, and general education components to prepare students for a career, further study, and
lifelong professional development in the computing discipline associated with the program.

The curriculum requirements specify topics, but do not prescribe specific courses. The program must
include mathematics appropriate to the discipline and at least 30 semester credit hours (or equivalent) of
up-to-date coverage of fundamental and advanced computing topics that provide both breadth and depth.
The computing topics must include:

1. Techniques, skills, and tools necessary for computing practice.
2. Principles and practices for secure computing.

3. Local and global impacts of computing solutions on individuals, organizations, and society.

The curriculum requirements specify topics, but do not prescribe specific courses. These requirements
are:

a) Information systems: At least 30 semester credit hours (or equivalent) that include coverage of
fundamentals and applied practice in application development; data and information
management; information technology infrastructure; systems analysis, design and acquisition;
project management; and the role of information systems in organizations.

b) Information systems environment: At least 15 additional semester credit hours (or equivalent) of
a cohesive set of topics that provide an understanding of an information systems environment.

¢) Quantitative analysis or methods that must include statistics.
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The combined IS accreditation criteria also describe the notion of the IS environment,
which is defined as “an organized domain of activity within which information systems are used
to support and enable the goals of the activity. Examples of information systems environments
include (but are not limited to) business, healthcare, government, not-for-profit organizations,
and scientific disciplines.”

In summary, the combined IS accreditation criteria require the curricular content stated in

the bottom row of Table 3 to be informed by the “principles and practices of secure computing.”

THE WAY FORWARD

The way forward for undergraduate IS programs can be summarized thus: until IS2010 is
revised and updated, undergraduate IS programs must integrate the above cybersecurity
education best practices and paradigms themselves. Each program must also determine whether
its constituents would benefit most from remaining an IS program that has increased
cybersecurity content or by becoming a cybersecurity program that has an IS lens.

Based on the related literature discussed above, several IS cybersecurity education best
practices emerge:

e Don’t work in a vacuum. Build on the work and best practices of others.

o Integrate cybersecurity throughout the entire breadth and depth of the program. This
is prevalent in several of the exemplar curricular guidelines and could now be categorized as
common knowledge. While there may be reasons to have a special course addressing
cybersecurity specific foundations and topics, the days are past of bolting on cybersecurity

after covering functionality and theory.
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¢ Include interdisciplinary cybersecurity content. Computing professionals can no longer
function exclusively in a technical silo. Interdisciplinary skills are a personal approach to
knowledge development and problem solving that involves synergy across disciplines within
an individual. Programs must prepare IS professionals to deal with the professional, legal,
ethical, policy, cognitive, mathematical, societal, global, business, and emerging technology
aspects of cybersecurity that are beginning to significantly manifest themselves.

e Assume an intelligent, adaptive, and ever-present adversary. This is one of the great
contributions of CSEC2017. Making this assumption forces one to assess risk and to address
security throughout all networks and infrastructure as well as in terms of people,
organizations, and processes.

e Consider competencies. Both MSIS2016 and IT2017 have paved the way to think not just
in terms of learning outcomes, but also in terms of competencies, which combine knowledge,
technical skills, and human dispositions. Moreover, the layout of the IS curriculum in
MSIS2016, albeit at the masters-level, provides guidance to undergraduate IS programs.

This perspective will better account for the need of IS professionals to continue to grow and
increase their level of knowledge and abilities, including in cybersecurity.

e Integrate with the multidisciplinary cybersecurity team. Although some efforts are being
made to fight against disciplinary siloes, there is still significant need for improvement in all
computing disciplines (including IS) identifying their discipline’s role as part of a larger
cybersecurity team effort — and then ensuring their actions and efforts tie in with the rest of
the team. A multidisciplinary approach involves a team of individuals with diverse
disciplinary expertise working together to create solutions that can only be developed by

integrating aspects of the disciplines at a team level. Multidisciplinary team efforts mitigate
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the fact that the greatest vulnerabilities are often at the boundaries between various
disciplines.

¢ Maintain a global mindset. The continued increase of IS programs in the rest of the world
shows that an international perspective toward IS education is mandatory. As the numbers
indicate, almost a third of the IS programs accredited by ABET are now outside the U.S. It
will be crucial to engage an international audience when incorporating cybersecurity content
into undergraduate IS education. Parrish et al. (2018) provide a recent instance of such an
international engagement, where global perspectives in cybersecurity education were

discussed. Several more such events are needed.

As programs apply these best practices, they also need to methodically reflect on what
the right amount of cybersecurity is for their constituent needs. In some (perhaps many) cases,
this will mean remaining an IS program and integrating further cybersecurity content
appropriately. In other cases, IS programs that include a substantial amount of security content
may become standalone cybersecurity programs with an IS disciplinary lens and program titles
such as cybersecurity, information security, and cyber operations. Both types of IS programs —
IS with increased security throughout, and cybersecurity with an IS disciplinary lens — will play

important roles.

CONCLUSION
This paper highlighted the most salient aspects of recent developments in cybersecurity

education and proposed a way forward for integrating cybersecurity content holistically into
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undergraduate IS programs. The paper advocates that these advances be coordinated with the

increased integration of cybersecurity content into other technical and non-technical disciplines.
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