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FOSTERING INFORMATION SECURITY CULTURE IN OR-
GANISATIONS: A RESEARCH AGENDA

Research full-length paper
Track N° 10
Maria Karyda, University of the Aegean, Greece, mka@aegean.gr

Abstract

Information security is a major challenge for organizations due to the proliferation of digitization and
constant connectivity. It is becoming widely accepted that raising an information security culture,
meaning instilling security behaviour in people interacting with ICTs, is key to maintaining a healthy
security posture. However the academic field of information security culture has been described as
immature, lacks empirical validation, while the constituents of the concept as well as methods, tools,
frameworks and metrics for fostering and evaluating it within organisations remain elusive. This pa-
per, based on a critical analysis of relevant literature and practice, provides a research agenda of
critical issues that need to be addressed so that users, from security’s weakest link, become an impor-
tant actor for proactive information security. These issues include the need for proper and employable
definitions of information security culture and the need to explore the existence of security subcul-
tures, the need to develop frameworks, tools and metrics for guiding, evaluating and comparing secu-
rity culture raising programs, the need to explore the interplay between organisational elements (in-
cluding organisational structure, type and management practices) and security culture, the need to
identify the impact of security culture in issues such as innovation adoption, the need to investigate the
influence of national and organisational culture on security culture and so on.

Keywords: information security culture, security behaviour, security compliance.
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1 Introduction

Information security is one of the biggest challenges of our time. Governments, enterprises and indi-
viduals are increasingly reliant on Information and Communication Technologies (ICTs) as digitaliza-
tion proliferates fast in both private and public sector. Digitalization and constant connectivity have
the potential to create economic growth and welfare for enterprises as well as more efficient public
services. However, this potential can be limited by an increased level of information security threats.
The impact of information security incidents can be very significant for individuals and organisations,
in terms of lost revenue, loss of sensitive data, breach of personal data, damage to equipment that is
critical for business functions, denial-of-service attacks, network outages and so on. Cyber security
incidents, intentional and accidental ones, are already affecting the global economy and security and
privacy concerns remain an obstacle to the digitization of businesses and e-government services.

Most organisations follow security management programs and information security policies (ISP) and
employ security measures to protect their information and communication infrastructure. Technologi-
cal advances on the own, however, do not necessarily produce more secure environments. For infor-
mation security scholars, users, whether intentionally or through negligence, often due to a lack of
knowledge, are considered a major threat to information security (Mitnick and Simon, 2002; Theoha-
ridou et al., 2005). Without an adequate level of end user cooperation and knowledge, security con-
trols are liable to be misused or misinterpreted by users, rendering even adequate security measures
ineffective (Siponen, 2001). In this context, information security is people-based and any information
security strategy needs to comprehensively address the human factor. Social aspects of information
security, broadly discussed in literature as information security culture, have been relatively recently
included in the information security research agenda (for example Schlienger and Teufel, 2003;
Kolkowska, 2011; Vroom and von Solms, 2004; Da Viega and Eloff, 2010; Furnell, 2007; Connolly,
2000; von Solms, 2000).

Currently, several organisations as well as states, attempt to create the ‘right’ mindset of individuals
with regard to information security, raising an information security culture. Overall, an information
security culture can be considered as the way individuals act with regard to information security, so as
to protect information assets and achieve the desired level of security, together with the underlying
security perceptions, attitudes, assumptions, norms and values that guide their behaviour. However,
the academic field of information security culture remains immature (Karlsson et al., 2014) and or-
ganisations lack guidance in fostering it; several issues concerning the creation, adoption and evalua-
tion of an information security culture, as well as its interplay with organisational culture and impact
on organisations remain to be addressed.

This paper analyzes extant literature (in the following section) and current practice (in section 3) on
information security culture and describes a research agenda (section 4) on critical issues and chal-
lenges that need further research. These issues, include, among others, setting criteria for identifying
security subcultures, the need to develop frameworks, tools and metrics for guiding, evaluating and
comparing security culture raising programs, exploring the interplay between the organisational struc-
ture, type and management practices and security culture, the analysis of the impact of security culture
on innovation adoption and the need to investigate the influence of national and organisational culture
on security culture. Findings of this analysis provide a roadmap for researchers in the effort to explore
the issue and provide frameworks, tools and methods that can facilitate raising and sustaining a secu-
rity culture in organisations and inform security management on issues to take into consideration when
designing and implementing security culture programmes.

2 Information Security Culture Background: Related Research

Raising an information security culture in organisations has been the object of several academic stud-
ies in the past years (for example Schlienger and Teufel, 2003; Kolkowska, 2011; Vroom and von
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Solms, 2004; Da Veiga and Eloff, 2009; Furnell, 2007, 2008; von Solms, 2000); however the aca-
demic field of information security culture has been described as immature (Karlsson et al., 2014). It is
mostly dominated by research on the relation of security behaviour and ISP compliance and comprises
of theoretical approaches and conceptual frameworks aiming to describe a security culture. On the
other hand, the critical role of employee’s security behavior for the overall security of organisations
has been studied in depth (e.g. Albrechtsen and Hovden, 2010; Bulgurcu et al., 2010; D’Arcy et al.,
2009; Herath and Rao, 2009b; Sommestad et al. 2014; Pahnila et al., 2013; Vance, 2012), identifying a
wide set of factors that shape employee security behaviour, including attributes of the individuals (e.g.
perceptions, values, habits, knowledge, security awareness, etc.), as well as conditions of the organiza-
tional environment (e.g. availability of resources, organisational commitment, norms etc.) (Topa and
Karyda, 2016).

Research on information security culture draws largely on the concept of organizational culture and
employs culture-related theories developed in other fields, such as management and industrial psy-
chology. Organization culture has been associated with different groupings of individuals (including
nations, cities, organizations, work groups, professions, and so on (Yammarino and Dansereau, 2011)
and has been associated with information security culture as it may promote or even ‘hinder change’
(Nosworthy, 2000). The role, however, of organisational culture in shaping information security cul-
ture and the impact of the latter remain unexplored.

Several studies on security culture (including the works of Schlienger and Teufel (2005), Vroom and
Von Solms (2004), Zakaria and Gani (2003)) base their conceptualizations on models of organization-
al culture, and particularly on Shein’s (1985, 1992) model. Schein (1992) identifies three distinct lev-
els in organizational cultures, starting from the basic underlying assumptions which are unconscious
and the ultimate source of values and actions, to espoused values and finally to artifacts and behav-
iours which are visible and can part of the organizational structure and processes. Research in infor-
mation security culture has been largely on the assumption that, if managers can predict or control the
information security culture(s) of their organization, they can manage the information security of their
organization more efficiently (Da Veiga and Eloff, 2009) and focuses mainly on changing employees’
basic assumptions and beliefs to align them with security values implemented in information security
policies (Vroom and von Solms 2004). Thus, a broad stream of relative research focuses on infor-
mation security policy (ISP) compliance within organisations; in this direction a security culture has
even been described as the ‘ideal state of compliance’ (Furnell and Thomson, 2009).

Other scholars consider a security culture as the outcome of employees’ interaction with information
security controls (e.g. passwords, anti-virus software etc.). Martins and Eloff (2002) and Da Veiga et
al. (2007) define information security culture as the information security perceptions, attitudes and
assumptions that are accepted and encouraged in an organisation. Dhillon (1997) defines it as the be-
haviour, values, and assumptions that contribute to the protection of information. For Helokunnas and
Kuusisto (2003) security culture is a system in which attitude, motivation, knowledge, and mental
models about information security all interact together. Straub (2002), on the other hand, proposes us-
ing the theory of social identity for understanding a security culture, as individuals are influenced by
different cultures and are expected to be influenced by ethical values, national legislation and the or-
ganization setting.

Van Niekerk and Von Solms (2005) defined an outcomes based theoretical framework for information
security culture change, in which the introduction of security culture in an organisation starts with top
management commitment, identifies current and desired state, includes employee education and eval-
uates culture change through a set of culture change metrics, using the organisational culture model of
Schein (1985). Chia (2002) proposes a set of dimensions for measuring the efficiency of the infor-
mation security culture, including (a) a belief in the importance of information security; (b) goals, pol-
icies, procedures and continual improvement processes; (¢) cooperation and collaboration; and (d) at-
tention to auditing objectives and their fulfillment. This approach has, however, been criticized by
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Helokunnas and Kuuisto (2002), who emphasize the human aspects of information security. Vroom
and von Solms (2004) suggest the establishment of a training culture and cooperation with employees
on the basis of the gradual adoption of the organization’s security management, individual values and
user behavior. Security culture in organizations is generally treated as monolithic, however it has been
suggested that different security cub-cultures can co-exist within organizational boundaries.
Kolkowska (2011) pinpoints the existence of different security subcultures within the same organiza-
tion, stemming from the underlying different and even conflicting values.

Research has also explored the challenges and difficulties in raising a cyber security culture in small
and medium-sized enterprises (SMEs). These difficulties are largely based on the fact that, typically,
SMEs lack resources, time and knowledge needed to foster a security culture (Helokunnas and
livonen, 2003), they usually lack formal assignment of responsibilities of end users and are more sus-
ceptible to national influences, such as changes in legislation (Warren, 2003).

Overall, research on information security culture has primarily addressed the issue at an organizational
level (e.g., Da Veiga and Eloff (2009), Malcolmson (2009), Schlienger and Teufel (2003)). Research
at the individual level includes the works of Hu et al. (2012), Dugo (2007), McCoy et al. (2009), while
Herath and Rao (2009) studied security culture with relation to groups. Finally, research on cyber se-
curity culture at the national level is scarce (Furnell, 2008) and has been based on the works of G.
Hofstede (1983) who developed an empirical model of dimensions of national cultures and defines
culture as “the collective programming of the mind that distinguishes the members of one group or
category of people from another” (Karlsson et al., 2014)

As the academic field of cybersecurity culture is still immature and mostly comprises of descriptive
and theoretical or philosophical approaches, lacking empirical validation (Karlsson et al., 2014), it is
difficult for managers and organisations to adopt research results. Moreover, scholar research has yet
to address issues such as how social and/or organizational processes form individuals’ information
security behaviour, the influence of national cultures, how organisations can integrate their organisa-
tional culture and security culture, and how to evaluate and measure the security culture of organisa-
tions.

3 Information security culture in organisations: current prac-
tice

The 2005 OECD survey on “The Promotion of a Culture of Security for Information Systems and
Networks in OECD Countries” " identified two main drivers which support the development of a secu-
rity culture at the national level: a) E-government applications and services and b) the protection of
national critical information infrastructures. Currently, several countries have compiled cyber security
strategy plans, making awareness-raising a starting point for their efforts to implement a culture of
security.

The International Telecommunication Union (ITU) considers the creation of an information security
culture as an essential approach to cyber security. In its 2011 Cybersecurity Strategy Guide® to the
UN member States, ITU recommends that countries base their security strategies on their national val-
ues, because culture and national interests influence the perception of risk and because a strategy

! OECD, “The Promotion of a Culture of Security for Information Systems and Networks in OECD Countries”, OECD Digi-
tal Economy Papers, No. 102,2005, OECD Publishing, Paris., http://dx.doi.org/10.1787/232017148827

2 TU National ~ Cybersecurity ~ Strategy  Guide, ITU, available at https://www.itu.int/ITU-
D/cyb/cybersecurity/docs/ITUNationalCybersecurityStrategyGuide.pdf
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rooted in national values is likely to gain support of stakeholders such as the judiciary and private sec-
tor. The ITU Strategy provides companies with principles on coordinating, developing and implement-
ing human capacity so as to build a culture of cybersecurity. It also identifies the need for establishing
public-private partnerships in order to promote a security culture, behaviour and tools.

The Brussels-based committee of the International Chamber of Commerce (ICC) and the Federation of
Enterprises in Belgium (FEB - Fédération des entreprises de Belgique) have issued a Cyber Security
Guide® which provides guidelines and checklists to companies on how to protect their information as-
sets, advising companies to enhance their culture, so that they become able to respond to the security
challenges of their digital environment. Following the Belgian Cyber Security Guide, corporate man-
agement needs to be committed to cyber security and to delegate the responsibility to their manage-
ment teams and external experts to ensure that cyber security remains a regular topic for the board and
that the necessary actions are taken. The Guide also underlines the fact that protecting company in-
formation should be everyone’s responsibility and suggests to managers that this should be made tan-
gible to employees at all layers of their company by embedding ‘good security principles’ in the day-
to-day work. These principles, according to the Guide, should be common-sense and pragmatic in or-
der to sustain their impact and to allow implementation in both big and small companies avoiding a
“one size fits all” approach. In this context, creating the ‘right’ (security) culture should a part of secu-
rity governance that needs to inspire the desired behaviour and mindset by implementing the appropri-
ate security practices, as by creating the right mindset and effective cyber security skills, people can
cease to be the weakest link of information security, and transform into being an asset to it.

Finally, the Belgian Cyber Security Guide informs companies that an adequate cyber security culture
can also enable a move into new technologies and foster innovation, as risk aversion would be man-
aged and adequate assessment of the threats of new technologies would be balanced against their po-
tential benefits. It also argues that the company culture can be improved by conducting regularly inter-
nal and/or independent assessments and audits, such as penetration testing and intrusion detection, as
an open approach to security issues and incidents could signify that people are allowed to make mis-
takes so they are not afraid to report security incidents when they happen.

The Norwegian Centre for Information Security (NorSIS) realized a project on the Norwegian Cyber
security culture®, aiming to explore and measure the cyber security culture on a national level and cre-
ate a national metric for cyber security culture, so as to develop effective cyber security practices and
improve national cyber resilience. Results of the project were also expected to provide indications on
what security regulations the Norwegian consider acceptable and how to implement them. The Study
on the Norwegian cyber security culture explored eight core issues to evaluate the national cyber secu-
rity culture: Collectivism, Governance and Control, Trust, Risk perception, Techno-optimism and
digitalization, Competence, Interest and Behaviour. Collectivism signified the degree to which indi-
viduals considered themselves part of a greater ‘collective’ e.g. a group, organisation or state. Govern-
ance and Control evaluated users’ views on regulation, and especially on governance and control of
information and communications technology (ICT). Trust was used to identify to the level of trust us-
ers have on governments, organisations and so on. Risk perceptions were associated with the likeli-
hood of risk behaviour of individuals and techno-optimism was employed to explore citizens’ attitudes
towards digitalization. Competences depicted citizens’ digital skills whereas Interest identified the
level of individuals’ interest in ICTs. The study also explored the behavioural patterns of citizens with

® Belgian Cyber Security Guide, available at https://www.b-ccentre.be/wp-content/uploads/2014/04/B-CCENTRE-BCSG-
EN.pdf

4 THE NORWEGIAN CYBER SECURITY CULTURE, NorSIS, Norway, 2016, available at https:/norsis.no/wp-
content/uploads/2016/09/The-Norwegian-Cybersecurity-culture-web.pdf
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regard to cyber security as well as the level and sources of cyber security education received by Nor-
wegian citizens.

A major finding of this study is that cyber security education in Norway, fails, in most cases, to teach
citizens the complex interaction between cyber security at the individual and the societal and national
level. The study concludes that cyber security culture can be shaped early in life, and calls the Nor-
wegian government to increase its effort to educate the young and ensure that the whole population is
properly educated in cyber security. It also argues that the focus on compliance to internal security
policies in organisations is not likely to enable individuals become more resilient to cyber security
threats outside their businesses area of interest.

4 Identifying challenges for raising an information security cul-
ture

An information security culture relates to the security behaviour of people while interacting with ICTs,
as well to their views, beliefs and values with regard to cyber security. Relative research and practice
include mainly theoretical approaches that fail to provide adequate guidance and adopt a partial ap-
proach to the issue. Organisations lack appropriate guidance and tools on how to foster and evaluate a
cyber security culture. Current approaches mainly include security awareness programs, education and
training; however, as the analysis of relevant literature and practice shows, they fail to address the fol-
lowing issues:

o Different levels of analysis for studying and developing security cultures have been identified
including individuals, workgroups or teams that interact on a face to face or virtual basis, lar-
ger groups like whole organizations and societies or countries, thus the content of information
security culture with regard to different levels of analysis needs to be clarified and properly
defined. In accordance, security research and practice needs to develop and validate specific
guidelines, practices, and tools that guide and facilitate the establishment and proliferation of
information security culture in the context of groups, organisations, including small and me-
dium sized ones.

e Within information security literature, security culture is mostly associated with security be-
haviour, and in its turn, research in security behavior primarily addresses compliance to secu-
rity rules and policies. When compliance, however, remains the major objective, the compre-
hensive goal of raising a security culture is not fulfilled, as compliance is focused on specific
topics.

o Relevant research has identified several organisational elements that can influence and shape
an information security, including the organisational culture and existing subcultures, business
type, the size and structure of the organization, existing norms and values and so on. However,
their role with regard to raising and shaping a security culture needs further exploration. For
instance, exploratory research is needed to identify if/which different levels or types of infor-
mation security cultures are desirable, e.g. with regard to government institutions, organisa-
tions owning/managing infrastructure of critical importance, such as energy, telecommunica-
tions etc. Relative research also lacks theoretical frameworks and methodological tools that al-
low comparing between the effects of different types or instances of information security cul-
tures.

e Another issue that is yet to be addressed concerns the dynamic interplay between organization
culture and security. Relative research argues (Nosworthy, 2000) that an organisation’s cul-
ture has a strong influence on organizational security, as it may ‘hinder change’ and ascertain
appropriate changes according to critical business processes, however fostering a security cul-
ture has also an impact on organisational culture.

¢ Management at all levels, from tactical to senior, plays a critical role for shaping organisa-
tional culture and promoting change. However, responsibilities and agenda on fostering an in-
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formation security culture are little explored, e.g. with relation to the effectiveness of practices
such as lead by example, exhibiting commitment to security goals, allocating appropriate re-
sources and so on.

o Whereas relevant research adopts theoretical approaches to raising an information security
culture, it is necessary to develop tools and metrics for evaluating it. To this direction, in depth
surveys and case studies could provide insights with regard to how we can describe, “meas-
ure” and evaluate an information security culture.

e The effects of raising an information security culture have not been studied; however, practice
suggests that organisations could benefit from it in multiple ways. For instance, the adoption
of innovations and new technologies could be facilitated, as a security culture would allow a
balanced evaluation of possible threats against anticipated benefits and could mitigate indi-
viduals’ risk aversion. In this way, organisations could benefit with regard to the adoption of
innovations and new technologies; however more research is needed on the issue. Further-
more, there are reasons to believe that people in organisations would report security issues and
incidents more openly and voluntarily, which is of critical importance in the advent of regula-
tions such as the European General Data Protection Regulation (GDPR) that comes into force
in 2018 and mandates, among others, data breach notification under certain provisions.

e The process of raising a cyber security culture could, if properly managed, function as a self-
learning process for organisations, producing valuable insights with regard to organisational
values, norms etc. Further research on the topic is needed, as organisations and countries (e.g
Uber®, Cisco®, Norway, Belgium etc.) are beginning to employ programs on raising a security
culture.

e Although security culture in organisations is largely treated in research and practice as
‘monolithic’ it has been pointed out (Kolkowska, 2011) that different security subcultures can
co-exist within the same organisational setting. Thus, we need criteria for identifying and de-
scribing them, as well as guidelines on how to raise different security cultures if/when there is
a need for it (for instance employees in different departments etc). Although security is eve-
ryone’s job and it is important that all employees can use their judgment when faced with risk
decisions, most organizations do not have one single security culture. It is therefore critical to
identify specific roles and responsibilities as well as agendas of issues related to different de-
partments and managerial levels. For instance, the role of middle managers is critical for secu-
rity, as they often make decisions weighing security risk against potential business gains; on
the other hand organisations need to need to support their IT personnel take a more proactive
role in security protection. Senior management needs to establish the importance of security
and incorporate security to company’s vision and mission so as to diffuse the security culture.
At the operational level people need to understand the necessity of the change and the impor-
tance of cyber security; they also need to be motivated to embrace this change and act towards
security goals. All this however, needs to be explored and justified by research, so as to facili-
tate organisations adopt a security culture that can be sustained.

e Research has identified the role of different Internet cultures (also called cyber cultures’) in
shaping users’ security behaviour. Their impact however, on information security culture, as

® https://medium.com/uber-security-privacy/from-the-ground-up-building-product-security-at-uber-59c824eab41c
® http://www.cisco.com/c/en/us/about/security-center/establishing-security-culture.html

" for instance in UK a recent report has identified that most users in Britain can be grouped into five distinct clusters, or cul-
tures (Cultures of the Internet: The Internet in Britain, Oxford Internet Survey 2013 Report, available at
http://oxis.oii.ox.ac.uk/wp-content/uploads/2014/11/0xI1S-2013.pdf)
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users’ attitudes, habits and values with regard to the Internet is related to their cyber security
behaviour, has not yet been investigated.

e Another issue that totally lacks research is how current management practices such as out-
sourcing (e.g. through ASPs etc.) and bring-your-own-device, affect and/or affected by the se-
curity culture of an organization. There is no research on the issue, however there are reasons
to believe that outsourcing, though a cost effective solution, especially for SMEs, might de-
prive companies from information technology expertise that would be essential for fostering a
security culture. At the same time, employees using their own devices for work and personal
purposes would need to align their security behaviour with that of their company.

o Finally, there is little research on the effect of national cultures on information security culture
(Furnell, 2008). As individual values and organisational norms are influenced by national cul-
tures, we need to further explore how national characteristics can affect the security behaviour
of individuals. There are indications, for instance, that in collectivistic societies, employees
are more influenced by the expectations of their peers and superiors, whereas in individualistic
ones, they tend to act according to their own interests. In the case of South Korea, for exam-
ple, employees were found to be motivated to use protective technologies under the influence
of their peers and superiors (Herath et al., 2014) while in Ireland employees were reported to
tend to break rules in a collective manner (Connolly et al., 2015).

5 Conclusions

Despite the different definitions and approaches used, there is a common understanding that informa-
tion security culture is related to a shared pattern of values, mental models and activities among users
or employees. A security culture it can be studied at different levels of analysis, from the individual to
a country. Several studies discuss the issue of information security culture; however the academic field
of security culture is still far from mature, as existing research is, to a large extent, mostly descriptive
and theoretical or philosophical and lacks empirical validation (Karlsson et al., 2014).

The current challenge is to foster an information security culture that integrates with the organisational
culture, so that users’ behavior contributes towards the protection of the digital infrastructure and digi-
tal risk management and information security becomes a part of their daily activities. However, related
research still needs to tackle several aspects of fostering an information security culture, including the
influence of organisational culture, structure, size, type and management practices on security culture,
the existence of different types of security cultures and subcultures, the role of different managerial
levels on raising a security culture, the impact of national cultures, the effects of developing a security
culture on organisations, with regard to, for example, adoption of innovations and exploitation of dig-
itization and so on.

Overall, extant literature has yet to address the issue of can organisations integrate organisational cul-
ture and organizational behaviour and establish an information security culture that addresses security
threats and contributes to the protection of information assets.

Finally, through the analysis of relevant research and practice, this study has also identified that, an
information security culture can also affect the merits of digitization, as perceptions of cyber risks and
attitudes and knowledge on how to protect the digital environment can facilitate or limit digitalization.
This could lead to users and organisations more willing to embrace the possibilities that the technol-
ogy represents, and, at the same time, limit the deployment of inappropriate or excessive security
measures out of fear unnecessary, or out of ignorance. Thus, one of the bigger challenges of imple-
menting an information security strategy is to turn individuals, from security’s weakest link, as con-
sidered by security researchers and practitioners, to an important actor and ally for proactive cyber
security. To this end, this paper has proposed a research roadmap that could lead to an organized and
systematic body of knowledge on information security culture in organisations, to be used by organi-
sations to design, implement and evaluate their own security culture programmes.
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