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slakkaraju@pluto.dsu.edu

ABSTRACT

Clinical practitioners need to have the right information, at the right time, at the right place; which is possible by mobile
healthcare. It is not only important for them to have the right information, but they have to manage this right information with
proper knowledge, which requires the skills for efficient knowledge management in a mobile healthcare setting. Utilization of
mobile devices in healthcare to share knowledge may not only improve the decision taking time, but also reduces the medical
errors and costs involved. Need for this information sharing may often be required across various hospital staff that play
variety of roles (as practitioners, nurses, administrative staff etc.) and works in multiple schedules (work shifts: night, day
etc.), resulting in need for proper ‘context aware’ knowledge. This research paper is an attempt to develop a context aware
model which can help the healthcare organizations in efficiently practicing the knowledge management in a context based
mobile healthcare setting.

Keywords
Context awareness in healthcare, mobile devices in healthcare, knowledge management in healthcare
1. INTRODUCTION

According to a report by the Institute of Medicine (IOM) in 2000, ‘about 98,000 people are dying in the United States of
America just because of medical errors” (Kohn, Corrigan, & Donaldson, 2000). With the use of proper alert mechanisms in
the healthcare organizations, these medical errors can be prevented (Dawes & Sampson, 2003; Orzano, Mcinerney, Scharf,
Tallia, & Crabtree, 2008). Studies on mobile knowledge management (MKM) exist that focus only on issues of mobile
learning and context oriented mobile knowledge management (Balfanz, Grimm, Tazari, & Datenverarbeitung, 2000;
Raisanen, Oinas-Kukkonen, Leiviskd, Seppédnen, & Kallio, 2010; Zuga, Slaidins, Kapenieks, & Strazds, 2006), however there
exists limited focus on application of context aware MKM (CAMKM) in healthcare.

Over the years, researchers working on mobile device application in healthcare have concentrated more on addressing
technical issues neglecting the ‘user-centered’ aspect (Chevrollier & Golmie, 2005; Prestigiacomo, 2011; Vawdrey, Hall,
Knutson, & Archibald, 2003; Waegemann & Tessier, 2002). There are many research studies on knowledge management in
healthcare (Dawes & Sampson, 2003; Hsia, Lin, Wu, & Tsai, 2006; Orzano, Mcinerney, Scharf, Tallia, & Crabtree, 2008),
and various other studies on mobile healthcare management (Mathur, Ramachandran, Cutrell, & Balakrishnan, 2011;
Ondash, 2004; Vawdrey et al., 2003; Waegemann & Tessier, 2002), and other studies on mobile knowledge management
(Balfanz et al., 2000; Derballa, 2006; Grimm, Tazari, & Balfanz, 2002; Thiele, Knapp, Schader, & Prat, 2006). Although
research exists on application of mobile knowledge management in healthcare, there is need for proper context aware models
for knowledge sharing across a healthcare organization (Alonso, Tapia, Garcia, Sancho, & Sanchez, 2011; Silva & Arsenio,
2011; Viswanathan, Chen, & Pompili, 2012).

Medical errors and costs can be reduced by sharing knowledge and using innovative technologies (such as mobile devices).
There is need for proper ‘context aware’ knowledge to be available for healthcare personnel (ex: practitioners, nurses,
administrative staff etc.) who works in multiple shifts (work shifts: night, day etc.), (Bossen, 2002; Reddy & Dourish, 2002).
This research paper consists of literature review of context awareness in healthcare, mobile device application in healthcare,
and knowledge management in healthcare setting, followed by identifying the system perceptions and requirements for this
current context aware model, and the research paper will be concluded by the discussion on the developed model. The
research idea is shown in figure 1.

1.1 Research Methodology

In the process of executing this research, author has applied design science research methodology. Design science research
focuses on developing artifact or model or method (Hevner, March, Park, & Ram, 2004). Design science involves developing
new artifacts based on the business needs (Hevner et al., 2004). Design science helps in finding a way to accomplish human
goals (March & Smith, 1995). A design science uses mostly artificial phenomena (such as hypothesis) and artifacts, and the
artifacts/methods/instantiations developed through design science will themselves be considered as contributions to the body
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of knowledge (March & Smith, 1995). A problem requires the researcher to demonstrate the need for that model, which will
be motivated by problem centered initiation (Cole, Purao, Rossi, & Sein, 2005; Peffers, Tuunanen, Rothenberger, &
Chatterjee, 2007).

This research paper is divided as follows: in section 2, literature review on context awareness in healthcare (section 2.1),
mobile device application in healthcare (section 2.2), and knowledge management in healthcare (section 2.3) are discussed; in
section 3, the proposed literature oriented perceptions and system requirements are discussed; and in section 4, the context
aware mobile knowledge management model is proposed and the constructs of the model are explained.

Healthcare
Management

Knowledge Manageme}y
n healthcare (CAMKMA

Knowledge
Management

Mobile Management

Context
awareness

Figure 1: Research idea
2. CONTEXT AWARE MOBILE KNOWLEDGE MANAGEMENT IN HEALTHCARE

Objectives of a solution design and development includes the need to identify a better artifact, which is motivated by
objective centered solution (Eekels & Roozenburg, 1991; Hevner et al., 2004; Peffers et al., 2007). This step can act as
literature review on the need for the context aware mobile knowledge management in healthcare. Context awareness, mobile
device application, and knowledge management in healthcare will be focused in this particular section.

2.1. Context awareness in healthcare

Though there exists various definitions for the term ‘context’ by various researchers (Brown, Bovey, & Chen, 1997; Ryan,
Pascoe, & Morse, 1998), definition by Dey, Abowd, & Salber (2001) is considered to be ‘more appropriate’ (Debes,
Lewandowska, & Seitz, 2005), which is “any information that can be used to characterize the situation of entities (i.e.
whether a person, place or object) that are considered relevant to the interaction between a user and an application, including
the user and the application themselves. Context is typically the location identity and state of people, groups and
computational and physical objects” (Dey et al., 2001, pg 11). ‘Context’ can be applied in three types: (i) to demonstrate
context information, (ii) to execute a service, and (iii) to label and store context oriented information for future reference.
Whereas, context aware computing can be defined as “an application’s ability to adapt to changing circumstances and
respond according to the context of use” (Kjeldskov & Skov, 2004, pg 5). Some of the existing context aware applications in
healthcare may include: Mobile ward: mobile electronic patient record, Denmark (Kjeldskov & Skov, 2004); context aware
mobile communications: Mexico (Munoz, Rodriguez, Favela, Martinez-Garcia, & Gonzalez, 2003), etc. Bricon-Souf &
Newman (2007) indicates that though there exists research on context awareness in healthcare, most of the papers are based
on the ideas and models proposed in the computer science research where healthcare is only used as a means for testing those
proposed models.

Based on this discussion, it can be understood that for a CAMKM model to accommodate context awareness in healthcare,
model should identify: (i) the role of the healthcare staff (whether it is a nurse, or a physician, or an administrative staff, or
pharmacist, or emergency department, or a patient), (ii) the type of information they are trying to access, (iii) the requirement
to execute certain service, and (iv) record the context in which the users are requesting the service.

2.2 Mobile device application in healthcare

Because of their multiple capabilities (large memories, robust processes, performance speed, etc), latest smartphones are
being considered as powerful hand-held computers rather than just mobile phones (Boulos, Wheeler, Tavares, & Jones, 2011;
Crilly & Muthukkumarasamy, 2010; Ivanov, Gueorguiev, Bodurski, & Trifonov, 2010). Mobile technology will help in
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solving multiple health problems located world wide (Waegemann & Tessier, 2002). According to June 2012 statistics,
United States of America (USA) has a population of about 310 million people, and there are about 327.5 million wireless
subscriber connections, i.e. about 102.4% of wireless users across USA (CTIA, 2012). This rapid growth in mobile users
every year will stand as a proof that mobile technology has a lot to offer to the healthcare industry. Many nations across the
world have identified the usefulness of these mobile devices, and have applied in various general and emergency cares
(Ammenwerth, Gréber, Herrmann, Burkle, & Konig, 2003; Haux, 2006). Research indicates that mobile devices are being
used to educate healthcare professionals (Lindquist, Johansson, Petersson, Saveman, & Nilsson, 2008), to offer distant care in
developing countries (Kaplan, 2006; Martinez, Phillips, Carrilho, & Thomas, 2008), using location based technologies to
offer care (Boulos, Anastasiou, Bekiaris, & Panou, 2011; Versel, 2011), application of text messaging in delivering care
(Fjeldsoe, Marshall, & Miller, 2009; Lim, Hocking, Hellard, & Aitken, 2008), and usage of mobile health records (Lane,
Heddle, Arnold, & Walker, 2006). As of February 2010, Apple app store has more than 4000 healthcare related apps
targeting patients (Boulos, Wheeler, et al., 2011). Though the role of smart mobile devices (like mobile phones, iPads, tablet
PCs etc.) is increasing, they have some limitations with respect to screen size, connectivity, data transmission, memory and
screen resolution issues, operating system issues (like Android OS, iOS, etc.) (Free et al., 2010). Mobile devices can be
complex to use for some patients and hospital staff, troubleshooting simple issues like resource overloading or device locks
can be a hassle for some of the users (Wu, Li, & Fu, 2011). To overcome this, mobile devices can be designed with a simpler
user Interface. Not all mobile devices come with built in support for encrypting the data that should be transmitted. Mobile
devices are susceptible to attack on sensitive data. Including highly efficient encryption algorithms can make the devices
slower and inefficient.

Based on this discussion, it can be understood that for a CAMKM model to accommodate mobile devices in healthcare, the
model should identify: (i) the type of mobile device (ii) optimize the output information, (iii) evaluate the speeds of the
internet and (iv) optimize the display resolution and determine the size of output data to be sent.

2.3 Knowledge Management in healthcare

Research indicates that though there is a certain distinction between the fundamental concepts of data, information and
knowledge; data and information, and information and knowledge, are often used interchangeably creating some confusion
(Fahey & Prusak, 1998; Horton, 1979; Kock, McQueen, & Baker, 1996). According to Alavi & Leidner (2001), data can be
any facts or raw numbers; and information can be considered as ‘processed data’ which is richer than the data itself; whereas
knowledge can be considered as processed information with direction. Knowledge management is being considered as a
crucial element in the process of decision making by the organizations to support their staff, and to improve their
organizational success. The concept of knowledge management mainly follows a ‘user-centered’ approach which helps in
efficiently organizing and processing the data, thereby allowing the user to utilize this processed data in the process of taking
decisions (Balfanz et al., 2000).

According to Derballa & Pousttchi (2004), knowledge management can be classified into five classifiers: virtual teamwork:
which may represent distant workers, expert finder: which may involve obtaining an expert opinion through utilization of
expert systems, maintaining databases: which may allow to create, edit, delete, save, and retrieval of information whenever
necessary, virtual/augmented reality: which may allow processing request across internet, and case based reasoning: which
may validate the current situation based on any past occurrence of a similar situation. Derballa & Pousttchi (2004) also
indicates that ‘possible benefits of KM are restricted because of the inadequacy to facilitate ubiquitous access to
knowledge’...which is possible by ‘including mobile aspects’. When knowledge management is expected to be applied in a
rapidly changing mobile environment (especially in healthcare), there is every need to include ‘context’ and analyze the
situation based on the context and there by manage the knowledge. ‘Context and Knowledge Management is a very important
feature of a service platform, particularly where services are expected to behave intelligently, learn, exhibit awareness of their
surroundings and react to changes’ (Mullins, TSSG, & Daidalos Project, 2008, pg 3).

Based on this discussion, it can be understood that for a CAMKM model to accommodate knowledge management in
healthcare, the model should (i) accommodate knowledge management across virtual teams, (ii) identify and provide expert
solutions for efficient knowledge management, (iii) maintain database to store and retrieve information for future knowledge
management, (iv) allow internet search for efficient and supportive information, and (v) provide case based storage of
information which may allow users (such as practitioners) to re-visit and validate the current situation based on any past
occurrence of that type of situation.
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3. LITERATURE ORIENTED PERCEPTIONS AND SYSTEM REQUIREMENTS

Context Aware MKM in Healthcare

Based on the above literature oriented discussion in section 2 (on mobile device application, and knowledge management
application, and context awareness in healthcare), possible literature oriented perceptions are identified and are shown in the

table 1.

Literature
Oriented
Perceptions
(LOP)

LOP1

LOP 2

LOP 3

LOP 4

LOP 5

LOP 6

LOP 7

LOP 8

LOP9

LOP 10

LOP 11

Literature Oriented Perceptions

Description of LOP

Identifying the role of the hospital personnel (patient,
physician, nurse, administrative staff, emergency
staff, pharmacy staff)

a healthcare personnel’s need to access certain type
of information

A healthcare personnel may require to execute a
service

A healthcare personnel may store context oriented
information for future reference

Optimizing the display (of information) based on
mobile device screen size, resolution, operating
system, etc.

Optimizing the information based on the internet
connectivity issues and the internet speeds

Requirement of knowledge management across
virtual teams

Identify expert solutions for efficient knowledge
management

Maintaining database to store and retrieve
information whenever and wherever necessary

Perform the search (support) request across internet
for efficient and supportive information (Virtual
reality)

Case based storage of information which may allow
healthcare personnel (such as practitioners) to re-visit
and validate the current situation based on any past
occurrence of that type of situation

References for LOP

Context awareness

(Brown et al., 1997; Debes et al.,
2005; Dey et al., 2001; Ryan et al.,
1998)

Mobile device compatibility

(Adipat & Zhang, 2005; Free et al.,
2010; Gururajan & Murugesan, 2005;
Ondash, 2004; Vawdrey et al., 2003;

Wu et al., 2011)

Knowledge management

(Balfanz et al., 2000; Dawes &
Sampson, 2003; Derballa & Pousttchi,
2004; Hsia et al., 2006; Orzano et al.,

2008)

Table 1: Literature Oriented Perceptions
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4. CONTEXT AWARE MOBILE KNOWLEDGE MANAGEMENT MODEL (CAMKM) FOR HEALTHCARE

Based on the perceptions discussed in the section 2 and section 3 which are shown in the table 1, possible system
requirements are identified and obtained by combining one or more LOPs. LOP 1 through LOP 4 yields context awareness
oriented requirements, similarly, LOP 5 and LOP 6 yields the mobile device oriented requirements, and LOP 7 through LOP
11 yields the knowledge oriented requirements. Based on these system requirements, author has proposed CAMKM model
for healthcare which is shown in the figure 2. CAMKM system architecture consists of seven components which include:
user, mobile device (input/output device), database, context based optimizer, query parser, knowledge management
optimizer, and output optimizer; each of which is discussed below in detail.

4.1 User:

A user can be any of the participants of a regular hospital process who can be mainly divided into six categories: physicians,
nurse, administrative staff, emergency staff, pharmaceutical staff, and patient. Each of these participants may be issued with a
role-id based on their category (i.e. administrative staff, patient, physician, nurse, emergency staff, and pharmaceutical staff)
and these users may have to use a health record as common means of source for reference. If they are using a paper based
record, it would be a cumbersome process to store, update the record, retrieve, and search for information in the health
record, and also to carry it between each department (Krogh, Rough, & Thomley, 2008).

4.2. Mobile device:

Each of these above mentioned activities can be easily performed with an electronic health record, and for this particular
paper, authors have considered the electronic health record usage through mobile devices as medium. These devices can be
any of the PDAs, laptops, computers on wheels, mobile phones, notepads, etc.

4.3 Database:

Database will help in storing information for future use. Queries from mobile device will be taken as input into the database,
and the context will be analyzed using context based optimizer, and knowledge management optimizer will help in
identifying the knowledge classifier. Each action which involves user details, mobile device details, context details,
knowledge details, and queries will be recorded into the database.

4.3 Context based optimizer:

Based on the definition of the context given by Dey et al. (2001), one of the tasks of this model is to identify the person,
place, and object. Based on this, the context based optimizer is mainly divided into three categories as shown in the figure 2:
role identifier, place identifier, and object identifier. This notifies the importance to identify whether the person requesting
the information is a practitioner, or a nurse, or emergency department personnel, or a pharmacist, or a patient, and from
where is he requesting the information, and through which device. The role identifier task can be accomplished by issuing a
role id for each of the users based on their category (i.e. practitioner, nurse, pharmacist, etc.) If the person is requesting the
data from a bedside ward, or an emergency ward, or from the pharmacy, or from their home, etc., their position can be
recorded using global positioning services (GPS), indoor positioning services, RFID chips (Edwards, 2009; Halamka, 2007;
Versel, 2011).

These RFID chips contains a 16 digit encrypted code which can be linked to a record residing on a secured website that
records a particular patient’s information (in this case, a user’s movements and positioning) (Halamka, 2007). RFID chips
records each of the user’s movements, notifying real time updates about user’s to the concerned CAMKM system thereby
allowing to record the context in which the information has been requested. These implanted RFID chips can also be used for
identification purposes (Campbell, 2011). The object from which the information is being requested can be acknowledged by
using any of the mobile devices detecting software’s (example 55degrees.mobi). By analyzing the object (type of mobile
device) which is being used to request the information, the output will be optimized according to the features of that
particular mobile device (i.e. screen size, resolution, etc.). Hence the context based optimizer will be able to identify the
person, place, and object. Based on the context, the type of privileges will be provided to that particular document for that
particular person in that particular context.

4.4 Query parser:

The query parser will validate the request for information based on the context, and will further sends the request for
information into the knowledge based optimizer which would further process the request.
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4.5 Knowledge management optimizer:

As discussed above and shown in the figure 2, knowledge management can be classified into five classifiers: virtual
teamwork, expert finder, maintaining databases, virtual/augmented reality, and case based reasoning. Once the context is
identified, the query parser will identify the need for which a particular request is being requested, and based on which the
query parser will analyze the knowledge classifier from the knowledge management optimizer. If the query requested by the
user resembles any existence of similar cases, ‘case based reasoning’ will be considered and based on existing case
experiences, the output will be provided. If there is need for discussion about the requests, virtual teamwork will allow the
users to discuss with distant workers. The queries which demand more skilled suggestions, expert systems will be used in
obtaining an expert opinion.

é
pe VO

G ﬁ “::' Qutput Optimizer

) 0

Datahase '::} Query Parser

0@

Context Based Optimizer
Knowledge Manzgement Optimizer
Rave ety Place Meskifier Object identifier
it Hadik St Phore g - L Vi .
Poyican Emerpeacy Ward Tabiet( T Expart Waniz huemented Lase
S soms - Teamwerk Ficke Ditabase e ed Reaioning
) . fealty
£ 4 £

Figure 2: CAMKM system architecture

Based on the privilege provided to the user, the knowledge based optimizer may allow to record, delete, and retrieve
information from the databases whenever necessary. Once the context is determined and the query is analyzed, the system
will search for any existence of similar cases, and will suggest based on the existing case based reasoning, and this process
involves validating the current situation based on any past occurrence of a similar situation. Based on the analysis and search
for any past occurrences, the system may process the request across internet and provide with the suggestions.

4.6 Output Optimizer:

This output will be optimized based on the screen size, resolution, and network connection speed of the mobile device which
(was previously categorized by object identifier in the context based optimizer) requested the information.
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5. CONCLUSION AND FUTURE WORK

In this research paper, author has conducted a thorough literature review on context awareness in healthcare, mobile device
application in healthcare, and knowledge management in healthcare, following which the system perceptions and
requirements to develop the context aware system are discussed, and the context aware mobile knowledge management
model is proposed and the constructs of the model are explained. Developing a real world working model and testing the
model are our near future tasks on hand. Author intends to use attribute based access control and extensible access control
markup language (XACML) to address role identifier, place identifier, and object identifier. XACML can efficiently handle
the role attributes, environment (place) attributes, resource (object) attributes, and context attributes (Identifier, 2005). Author
intends to demonstrate and evaluate the current model as near future steps. Demonstration is the process in which the
developed artifact will be implemented and this step requires an appropriate context or a client where the artifact can be
implemented (Peffers et al., 2007).
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