
Association for Information Systems Association for Information Systems 

AIS Electronic Library (AISeL) AIS Electronic Library (AISeL) 

NEAIS 2021 Proceedings New England Chapter of Association for 
Information Systems 

11-6-2021 

A Review of the Organizational Security Risk Management A Review of the Organizational Security Risk Management 

Process Process 

Angela Jackson-Summers 
U.S. Coast Guard Academy, angela.g.jackson-summers@uscga.edu 

Follow this and additional works at: https://aisel.aisnet.org/neais2021 

Recommended Citation Recommended Citation 
Jackson-Summers, Angela, "A Review of the Organizational Security Risk Management Process" (2021). 
NEAIS 2021 Proceedings. 17. 
https://aisel.aisnet.org/neais2021/17 

This material is brought to you by the New England Chapter of Association for Information Systems at AIS 
Electronic Library (AISeL). It has been accepted for inclusion in NEAIS 2021 Proceedings by an authorized 
administrator of AIS Electronic Library (AISeL). For more information, please contact elibrary@aisnet.org. 

https://aisel.aisnet.org/
https://aisel.aisnet.org/neais2021
https://aisel.aisnet.org/neais
https://aisel.aisnet.org/neais
https://aisel.aisnet.org/neais2021?utm_source=aisel.aisnet.org%2Fneais2021%2F17&utm_medium=PDF&utm_campaign=PDFCoverPages
https://aisel.aisnet.org/neais2021/17?utm_source=aisel.aisnet.org%2Fneais2021%2F17&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E


A Review of the Organizational SRM Process 

Proceedings of the fourth New England Chapter of AIS (NEAIS) Conference, Boston, Massachusetts Oct. 30, 2021 1 

A Review of the Organizational Security Risk Management 
Process 

Research-in-Progress 

Angela G. Jackson-Summers 
U. S. Coast Guard Academy 

angela.g.jackson-summers@uscga.edu 

ABSTRACT 

Security risk management (SRM) remains challenging for organizations, especially when working towards SRM effectiveness. 
Challenges, such as data breaches, insufficient information technology funding, and cyber threats, present increasing 
complexities when organizations work to address them.  Addressing those complexities extend to both the SRM internal 
capabilities and overall process effectiveness, but little is known on how to measure the SRM process, both internally and 
externally.  With the use of the Software Engineering Institute's Capability Maturity Model Integration (SEI-CMMI) 
framework's Services (SVC) model and related Risk Management (RSKM) process area, this study provides insights on the 
internal and external operational effectiveness of the organizational SRM process.  
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