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Translating a Digital Strategy for South Africa’s Police Services

Abstract

Information and communication technology (ICT) has become an integral
requirement to develop and implement a digital policing strategy for South
Africa’s Police Services (SAPS) for 2020 and beyond. ICT is vital for
transformation to ensure information technology is implemented to revolutionise
ailing state departments in South Africa. Information Technology (IS) has
become part of everyday life in the twenty first century to transform policing in
Europe and the Oceania’s, while South Africa has been lagging in creating an
enabling policing environment to provide effective and efficient service to
manage crime. Phenomenal advances in digital policing have transformed
research in Europe and the Oceania’s but South Africa have a dearth on research
and the impact of ICT service delivery for policing. Current socio-economic and
political turmoil and an increase in violent crime is creating uncertainty for the
South African economy which has stagnated due to international investment
slowing down. South Africa’s Police Service (SAPS) is floundering under
pressure due to lack of service delivery and bureaucratic leadership. The
objectives of this research is to revolutionise SAPS by implementing a digital
strategy to achieve the following objectives; a) implement digital technology to
transform all aspects of policing using a phased approach; b) provide a wide
ranging assessment of police employee challenges relating to recruitment and
development, assessment of the current training facilities and education and
understanding the use of technology; c) re-engineer policing practices to
understand police organisation units focusing on outcomes, and d) promoting
relationship between policing and communities by prioritising technology for
communication. Prioritising these objectives further research will be required
and a strategic plan will be developed and implemented for SAPS creating an
enabling work environment to address the surge of crime and make the
communities safe for families. In order to achieve these results government
should prioritise funding to address policing challenges in dealing with crime
effectively, paving the way for a safer and crime free society.
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1. Introduction

South Africa ranks amongst the most dangerous countries in the world due to the rise in violent
crime and an ineffective government to put measures in place to deal with corruption an and
underfunded South African Police Service (SAPS). The failure of police to respond effectively
to crime stems from underfunding and a shortage of trained police officials with suitable
competencies to manage the crime pandemic. According to Seedat, et. al, (2009), South Africa
IS not a country at war, yet it faces an unprecedented burden of morbidity and mortality arising
from violent crime and injury. Injuries and death rates resulting from crime is twice the global
average and the rate of women murdered by their partners is six times the global average
(Seedat, et. al, 2009). Advancement in Information and Communication Technology (ICT) has
the potential to assist with controlling crime and gain efficiency in policing efforts to serve
communities (Nuth, 2008). ICT has led to more effective policing and therefore is an essential
infrastructure for modern policing. It has become a gateway and an enormous playing field for
both criminals and police who use technology to their advantage; in the case of police to solve
crimes and for criminals to perpetrate crime (Impagliazzo, & More, 2002).

Deficient and viable information technology infrastructure to streamline processes has made it
considerably difficult for police to cope effectively with investigating cases and solving crimes.
ICT has the potential to illuminate discussion and analysis of crime in South Africa, thereby
enhancing access to data through technology to ensure crime is addressed more robustly and
mitigated effectively (Livingston, 2013). In order to have the benefits of information
technology (SAPS) need to employ skilled and committed individuals that will ensure that the
increase in accessible information technology is utilised beneficially to address crime.

Crime has reached epidemic proportions, the people of South African have lost faith in the
ruling party and the police and are fearful of their safety and security. Statistics released in
2018 provided a report showing that the murder rate in South Africa has increase by 6,9% in
2017/2018 (Sicetsha, 2018). The statistics show that in 2018 on average 57 people are killed a
day in the country, of which 46 are men, eight women and two children. Attempted murder
increased by 0.2%, cash-in-transit heists increased by 152 with the Western Cape with the
highest list of crimes reported at police stations. Nyanga Township remaining the most
notorious area infamous for gang violence. The murder of women and children was notable
however Police Minister Bheki Cele said the following “as much as there is quite enough to
be worried about, the stats also saw a decrease in marked areas of concern” (Sicetsha, 2018).
A few days later when he addressed the media he told them “South Africa is bordering on being
a war zone” (Osborne, 2018), it is not clear if the Minister is aware of the correct statistics and
the impact of crime on communities and the citizens of South Africa. The government have
been downplaying crime statistics in South Africa by using incorrect population estimates
(Kriegler, 2018). Based on the above statistics Minister Cele, what are you going to do, to
address the scourge of crime that is destroying the nation?

Disillusionment with the lack of progress is creating stressful working conditions for most
officers who is turning to a life of crime. Police struggle with mental health challenges and
there is a notable increase of suicide amongst police officers (Pienaar, Rothmann & Van De
Vijver, 2007). Effective and efficient policing should be prioritised, technology might not be
the solution for the immediate future, however it could become an enabling strategy that could
assist with expediting prosecution of criminals (Minnaar, 2007). ICT has the potential to
improve police responsiveness to white collar crime as well as violent crime and ensure police



accountability, thereby minimising corruption and mismanagement of cases. South Africa does
not only face personal threat in terms of violent crime, online crime which includes fraud,
human trafficking, hate crime, cyber-attacks and cyber-warfare is increasing significantly
(Birchall, 2018). Police currently in service and new recruits need to be technologically up-
skilled to use technology to their advantage to investigate crimes and to find solution to ensure
prosecution.

According to Wiklund, (2005) a provision of fit for purpose ICT is a prerequisite to achieve a
digital strategy, hence the urgent need to invest in information technology (IT) resources,
infrastructure and systems to improve operational effectiveness. The technology gap is
widening significantly and the governments focus on changing the digital landscape of SAPS
is conical. This paper will provide a summary of the current state of the SAPS, the impact of
crime on the country’s economy and the community, raising the question how and when, will
these challenges get addressed? This review of the SAPS will strike many as critical, which it
is. The aim is to highlight the urgency to address the status quo in the hope that government
and the private sector will realised that citizens are traumatized and something should be done
to ensure positive outcome for the future of South African citizens. Based on the existing state
of affairs and new technology that is available, government should start collaborations with
stakeholders that want to see South Africa succeed and turn the tide on dealing with crime
effectively. They could benefit from engaging academics and in-house staff to assist with
research for transformation and ICT service delivery steering clear from private consultants
that has thus far been a liability to state enterprises in South Africa (De Wet, 2017; Gerber,
2018).

The State Information Technology Agency (SITA, 1998) was established to work on ICT
service delivery strategies to provide information technology systems and related services for
government but their progress is not noted in the public domain. There is an increase in
international research related to ICT for performance management and organizational change
(Yates & Van Maanen 1996), however there is a dearth of research on impact of information
technology to re-engineer SAPS practices and service delivery in South Africa. This research
aims to provide a digital strategic plan for ICT service delivery and the goals outlined should
be viewed as interconnected and fundamental for understanding and finding solutions to the
challenges of policing. The research will provide background on corruption and politics in
South Africa for context, however it is not the focus of this research. More generally the
research seeks to explain the impact of a digital strategy on SAPS performance for effective
service delivery in dealing with crime efficiently.

2. An Assessment of SAPS

South Africa’s Police Service have been strained long before the advent of democracy in 1994.
Before democracy the apartheid government trained police to rule with fear, brutality and
intimidation, 24 years down the line the current police have adopted similar principles. The
only difference is that all races are at risk not just Non-White South African. Abuse of power
and rampant corruption is one of the major challenges facing SAPS (Zondi & Ukpere, 2014).
Crime in South Africa has numbed the nation and a “new apartheid” has emerge bearing a
frightening resemblance to old apartheid structures. The end of apartheid provided optimism
that there will be an end to violence but a new urban panic has engulfed South Africa which is
criminal activity.



SAPS have undergone major transformation structurally (Bruce, 2002), however little has been
done to improve infrastructure and information technology to create a digital policing platform
aligned with 21% century innovation similarly to the likes of Europe and the Oceania’s.
Transformation was notable in terms of rank changes and it shifted from a predominantly white
workforce to a Non-white workforce (Van der Walt, 2002). Current socio-economic and
political turmoil is creating uncertainty for South African citizens and those who orchestrated
apartheid are finding safe passage to Europe, North America and the Oceania’s while ordinary
Non-White citizens are bearing the brunt of the apartheid regimes legacy. The ineffectiveness
of government to implement information technology to create a paperless work environment
for SAPS have not gain traction due to government contracting consultants that have had
ulterior motives. Since the advent of South Africa’s democracy consulting companies have
been exploiting state enterprises opportunistically for their own enrichment (Comrie & Van
Wyk, 2017; De Wet, 2017; Gerber, 2018).

Information technology, a competent workforce and funding could be the solution to address
crime and assist police to keep accurate track of crime statistics. Crime in South Africa has
reached epidemic proportions in destroying public confidence. Embedding old philosophies of
“Umkhonto we Sizwe” (MK) into a new democracy is not helping with confidence in South
Africa especially in light of unreliable statistics being recorded. Statistics indicate that if the
South African government does not act swiftly to implement digital technology to transform
all aspects of policing imminently the prospects to curb crime and deal with corruption looks
bleak.

Basic changes that was introduced in the late nineteenth century such as two-way radios, motor
vehicles and basic telephony for dispatching police services during the twentieth century
brought some change for police (Chan, 2001). In South Africa innovation seem to have stopped
during the twentieth century. SAPS currently have a crime line 10111 which is not functioning
optimally hence the need for a dedicated call centre operating 24/7 recording and monitoring
calls and response times of the police to victims complaints. ICT service delivery is not taking
traction due to incompetent leadership plagued by corruption which is having a negative impact
on police performance overall. South Africa fell into an abyss of corruption during President
Zuma’s reign 2010 -2017 widening the chasm to address crime during the looting of the state
under his regime. In 2018 when Cyril Ramphosa became the president South Africa had to
focus on addressing ‘State Capture’ first, restricting innovation for the immediate future until
corruption could be addressed (Thamm, 2018).

Corruption, leadership challenges, political infighting and an ineffective government allowed
SAPS and most state enterprises to spiral out of control leaving South Africa on the brink of
bankruptcy. Until we rid the country from the rot occupying key government positions
revolutionising SAPS will remain a pipe dream (Maghina, 2018). The new Finance Minister
Tito Mbeweni appointed 2018 indicated that state employee salaries are 35,2% of government
spending and that the public sector wage bill has become a serious drain on the public purse.
With R8 out of every R10 being spent by government for civil servant salaries (Wilkinson,
2018). Mbeki, M., et. al (2018) mentioned that “South Africa is headed for a fiscal cliff due to
declining revenue and rising expenditure”.

Regardless of the bleak reports something must be done to change the Zuma legacy by purging
government of ghost employees, paying lucrative termination packages to those who have
captured and looted the state and to fire government officials charged with wrong doing, not
suspend them on full salaries indefinitely (Letsoalo, 2018; Maghina, 2018). Clearing up the



oversubscribed government might assist South Africa to survive the current recession and
demise of a country with so much wealth and prospects. Dealing with corruption and the decay
of South Africa will require a review of the principles of good governance which has been
inhibited by corruption (Pillay, 2004).

Implementing information technology to replace redundant manual processes will improve
efficiencies, public confidence, decision-making, front-line visibility, reduce cost. Establishing
an inter-agency database to incorporate biometrics from financial institutions, hospitals, home
affairs, credit agencies, security companies and the licencing department should be prioritised
and the data migrated to the cloud to ensure information is accessible to track criminal activities
and police involvement in crime. South Africa’s communities will remain at risk if SAPS is
not revolutionised (Corruption Watch, 2017).

2.1.  Objectives of information technology in policing

Gathering intelligence and meaningful information is a major commodity for police to improve
their intelligence and investigative capabilities making sure criminal records are accessible
real-time. Police institutions have been run on externally imposed demands for public
accountability, politics and procedural regularity and not economic influence like private sector
organisations that use information technology for the improvement of performance and
management (Earl, 1989). Technology has always had a close affinity with police work
promising to improve police effectiveness and efficiency in managing crime, it has also
enriched the professional status of police (Ericson & Haggerty 1997).

Since the 1980s, a new conception of public accountability has arisen in a number of Western
democracies such as the Oceania’s and United Kingdom (Davids & Hancock 1998). Policing
practices and procedures have been governed by laws and rules enforced by the courts,
politicians and police hierarchies respectively. The main approach for control was deterrence
through legislation and rule-making, investigation and enforcement, criminal sanctions and
organisational discipline. Under a new policing order, police should be scrutinised internally
by surveillance technology, internal audits and investigations, externally by the community
and regulatory agencies and emphasis should be placed on the need for information technology
(Chan 1997: Leishman, Loveday & Savage 2000). Seeking new managerialism for policing
has transformed traditional police management into organisations with vision and mission
statements, business plans and marketing strategies placing new emphasis on crime
management and performance measures (Hoque, Arends & Alexander, 2004). This change in
policing methods was called “entrepreneurial revolution” in policing (Ackroyd et al.1992).

Police are regularly called upon by insurance companies to provide crime and accident data,
hence the necessity for information technology and digitally managed databases to collate and
disseminate information seamlessly without manual intervention. If crime records are digitally
accessible there will be fraud will be minimised and cases will be solved increasing police
performance and providing legitimacy to their role in the community regarding their ethos “to
protect and serve”. With a robust information technology platform SAPS could commodify
and sell data to private organisations to generate revenue as a cost-recovery measure and partly
to discourage police from fraudulently trading information (Ericson & Haggerty 1997).

3. Opportunities for Progress

According to Cibbora, (2009) ICT encompasses three processes which, firstly attends to the
relationship between the administration and the citizen and the related re-engineering of
internal administration. Secondly the role of technology can be observed making clear the



benefits of transparency, accountability and agility between the public and the state. Thirdly it
facilitates the discourse for aid from international agencies that want to assist developing
countries to improve governance (United Nations Development Programme, 2001). In the
Oceania’s and the United States of America it has been proven that information technology
have had a major impact on police performance to effectively deal with crime thereby
supporting the identification of winning strategies (Avalos & Times, 2016).

There are various opportunities that will be distilled that could transform policing in South
Africa. Firstly, a pilot police station need to be setup with a control room and state of the art
information technology. Telephony linked to computers that record all incoming and outgoing
calls from victims/witnesses and automatically assign a case ID and dispatched an investigator
to the crime scene will support effective policing. GIS mapping software should be used to
provide the victims location, ensuring that the closes patrol vehicle is dispatched using the
shortest route to reach the location of the crime. The investigator will go to the crime scene to
interrogate potential witnesses/suspects to get a statement from the victim that will be recorded
real-time to prevent disputes at a later stage. Police should wear a body camera that will record
the collection of forensic and DNA evidence from the crime scene which will be sent for testing
using advance analytics which will be vetted when it is completed.

Technology with automated workflow will be used to store case files and any other data
collected. Biometric technology contributes to forensic investigation positively identified
suspects which will lead the correct suspects being arrested thereby avoiding incorrect
convictions (Meuwly & Veldhuis 2012). CCTV, video analytics, digital interrogation and
recordings can assist with profiling and identification of suspects. There are multiple private
security companies that have very sophisticated equipment in place and SAPS could benefit
from collaborating with shareholders of these private security companies. These security
companies are doing the work SAPS should be doing, adding an additional financial burden to
already cash strapped citizens who are paying taxes.

4. Strategic Plan

Building on the opportunities for progress, the aim is to develop and implement strategic
objectives that will be outlined below which will require more detailed research to test the
strategies and technology functionality in a pilot project using a phased approach. Objective 1.
Create an enabling digital platform to automate all manual processes and revolutionise
policing through the following processes. The benefits of a integrate digital policing platform
using biometrics and electronic data processing is outlined in (Annexure A) to assist police to
deal more efficiently with crime. Digital policing will allow police to evolve with the demands
of the 21% century too ensure crime is addressed and solved effectively (Edwards, 2017).
Objective 2. The focus is on factors that influence police decision-making and performance,
the skills needed to advance police leadership and the need to reframe police colleges as
learning organisations with state of the art technology. Police proficient will improve with the
use of technology, social media, and will advance decision-making skills which will be key to
the future success of police using technology. Current training and education programs should
be evaluated and redesign to incorporate technology. Reviewing police offices current skills,
education and experiences should be prioritised for today’s policing needs by evaluating
workforce cycles such as recruitment, selection, retention, promotion, assignments and
attrition) and identifying challenges by promoting good practice. Existing police aptitude and
technology capability should be assessed to ensure they are proficient in the use of technology
and their autonomy and decision making skills should be tested. Police training programs
should be hands on and practical. ensuring police conduct is professional when executing their



duty without prejudice. Objective 3. Operational leadership, partnerships with external
organisation, police characteristics influencing performance and policing practices designed
to address police accountability and transparency is vital for successful policing. Upgrading
police performance evaluations systems to accommodate the changing environment will ensure
police skills match the rapid changing world view. Evaluating policing mission statements,
culture and structured impact programs, practices, and strategies designed will advance police
performance. Revising existing police diversion and deployment strategies is key for crime
reduction to ensure information remain relevant and that information sharing is monitored to
avoid confidential information being leaked. An assessment of management practices is needed
to ensure the leadership structure is dependable and have the competence to provide continuous
improvement plans to guarantee transformation (Leggett, 2003). Objective 4. The objectives
will focus on promoting partnerships between the police and the communities, to build trust
and confidence. Comprehensive research is required for community-oriented policing
programs, to build and advance police-community relationships, develop and evaluate
programs to reduce crime and enhance the quality of life of the residents in the community.
Community engagement strategies should be evaluate to build trust and confidence between
police and communities. Police require an in-depth understanding of South Africa’s diversity
to assist with recognising each the community’s needs ( Mengistu, Pindur & Leibold, 2000).

5. Closing the Gap

This plan aims to close the gap between manual policing practices by introducing information
technology into the SAPS work environment to manage policing activities efficiently. Each
strategic objective will serve as a guide, ensuring that research goals have high applicability to
developing and implementing new strategies. Will technology assist with streamlining police
process or will it make the situation worse considering that corruption is South Africa’s greatest
crisis under the current ruling party?

South Africa currently cannot move forward until ‘The Nugent/Zondo Commission of Inquiry’
is completed and the people and institutions involved in ‘State Capture’ is held accountable
(Thamm, 2018). ‘State Capture’ and inflated civil servant/ministers salaries amongst other
issues has been a major liability for the South African economy, leaving little or no funding for
re-engineering or transformation in state departments to deal with the replacement of
redundant and disruptive technologies. Reputable consulting companies that have been
contracted by South Africa’s state enterprises to share expert knowledge and intellectual capital
have opportunistically looted the state and delivered inadequate results that have barely added
value. After contracting consulting companies for cost saving strategies and technology
rehabilitation, state enterprise are bankrupt and the South African economy is in shambles.
Consulting companies such as Mckinsey, Trillian, KPMG, BAIN and EOH to mention a few
have been complicit in looting the state (Comrie & Van Wyk, 2017; De Wet, 2017; Gerber,
2018). Some have owned up and taken partial responsibility promising to payback some of the
money, however they can never make up for destroying the South African Economy and
robbing millions of citizens of a sustainable livelihood (Omarjee, 2018).

It is inconceivable and unconscionable that these organisations are allowed to walk away with
a mere apology for the destruction they have caused. Further research will be conducted to
highlight the challenges in state enterprises but most importantly the goal is to implement
technology for change and transformation at SAPS which will be imperative for the future of
South Africa. Through research and vigilance from the government, consulting companies
should never be in a position to take advantage of taxpayers money and should be held



accountable before any other country is on the receiving end of their deceit in the future. South
Africa’s government need to utilised and train in-house personnel to transform SAPS, after all,
R8 of every R10 collected in tax is spend on civil servants salaries and the country have little
to show for the money spend on unproductive civil servants and an inflated government wage
bill (Staff Writer, 2018).

6. Conclusion

Progress will only be made with a realistic assessment of the current state of affairs and by
recognising the challenges ahead, change will be mastered. For those seeking to take a stance
against crime and challenge the failing government to provide a better life for South Africans
are remarkable. During apartheid communities lived in fear of speaking out against the lack of
policing in disadvantaged areas, today even though they can voice their opinions it is falling
on deaf ears. The South African government has become dysfunctional and their focus is on
the enrichment of themselves at all cost, making public safety and effective policing an
afterthought.

To ensure that crime is managed effectively and efficiently SAPS will have to make sure that
robust screening processes are used for police recruitment and that continuous training and
performance management systems are in place to ensure a disciplined approach is used for
executing their duty to ensure public safety. Successes in other areas of ICT research provide
good reason to be optimistic about the future, a new strategic approach is necessary to
implement technology to assist in revolutionising SAPS, which is on the brink of dysfunction
due to ineffective governance.

Further research will be conducted to test the strategic goals and objectives using an
interpretivism approach to ascertain how a) information technology will be received by the
police and what will be the consequences of acceptance or resistance, b) to what extent will
information technology assist in creating a paperless environment for police and change routine
work related efforts, ¢) how technology will affect performance management and supervisory
practices, d) how technology will assist in maintaining governance and accountability for
monitoring policy. A mixed methods sequential explanatory method will be applied which
comprises of both quantitative/qualitative data being analysed in two consecutive phases.
According to lvankova, Creswell & Stick (2006) mixed methods integrates two data streams
and allow for a more robust analysis, taking advantage of the strengths of each.
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Annexure A.

Definition

Benefits of Biometrics

“Biometrics” means “to measure
life,” and that is what modern
biometric devices do: they measure
and analyse an individual’s
characteristics, ranging  from
physical traits, friction ridge
patterns on hands, iris and facial
structure, e.g. manage behaviour-
related characteristics, such as
fingerprints, voice dynamics and
handwriting. Biometric  devices
consist of a sensor that scans the
targeted characteristic, software that
converts scanned data into digital
form, and a database that stores
biometric data for comparisons.
Biometrics is the embodiment of
science.

https://www.fbi.gov/services/cjis/f
ingerprints-and-other-biometrics/

For identification of know criminals, suspects,
crime investigation, in which forensic people are
continually involved to collect and match biometric
patterns collected from crime scenes.

Is leveraged for surveillance, intelligence gathering
and security, biometric data during criminal
booking can be used for security in the prison
system and streamline integration of databases, as
well as booking new criminals not yet on the radar.
Biometric applications using facial and fingerprint
recognition can help prison officers maintain law
and order within the jails and correction centres.
Tracking of inmates during their movements within
the facility is one of the many challenges, which
biometric applications can address.

Crime scene investigation, collection and
processing of human biometric identifiers are the
standard procedures for resolving crimes, and they
are not new practices.

Biometric traces left behind by the people involved
in a crime is key to solving cases.

Computers for Electronic Data
Processing (EDP) is the digital
management of databases, typically
stored on a shared server and allow
simultaneous access to all parties.
https://itstillworks.com/computer
-technology-used-law-
enforcement-1233.html

Computer technology allow SAPS to store and
retrieve vast amounts of data, which includes details
of incident reports, DNA evidence, fingerprints,
identifying marks, vehicle registration involved in
criminal activity amongst other

Sharing information through the use of computers is
invaluable between individuals, state departments
and law enforcement agencies, e.g. documents,
photographs and other material can be sent
instantaneously from different locations, encrypted
emails can be used to send important data securely
while mitigating the risk that the information they
contain will fall into the wrong hands.

Mobile computing devices, laptops, notebooks,
computer and tablets are very useful to police for
taking notes, access records or contact colleagues in
other districts, without leaving a vehicle, they can
check the identity or other credentials of individuals
at the scene of a crime, as well as recording and
tracking vital data such as vehicle license plates.
Criminals often use the Internet, those responsible
for a crime incriminate themselves by discussing it
on social media e.g. Facebook or Twitter this
information can be used to prosecute them.

Figure 1: The benefit of biometrics and electronic data processing.
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