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EXTENDED ABSTRACT

Cybersecurity continues to be an essential area of study due to the increasing reliance on digital technologies in the corporate
world, as well as the pervasive nature of cybersecurity threats. The advancement of technology has elevated the importance of
cybersecurity in research and practice, emphasizing the need for business students to develop a strong foundation in
cybersecurity principles and practices (Mahmood, Chadhar, & Firmin, 2022). The growing prevalence of cyber threats in the
digital landscape underscores cybersecurity education's critical importance for business students. Additionally, incorporating
cybersecurity education into business majors is crucial, as it addresses the interdisciplinary nature of cybersecurity and its
relevance to business operations (Cram & D'Arcy, 2016).

Research supports the importance of integrating cybersecurity studies in various business majors. For example, the increasing
prevalence of cyber threats and attacks necessitates a comprehensive understanding of cybersecurity frameworks and
information security standards for business students entering the management field (Taherdoost, 2022). The evolving digital
landscape has brought forth challenges for the accounting profession, calling for an understanding of cybersecurity to mitigate
potential risks (Haapamaki & Sihvonen, 2019). Additionally, the marketability of options for meeting the 150-hour requirement
in public accounting firms has been explored, indicating the importance of cybersecurity knowledge for job candidates in the
accounting field (Mauldin et al., 2013). The reliance on online platforms for marketing activities has heightened the importance
of cybersecurity in protecting sensitive consumer data and ensuring the integrity of marketing operations (Fedele & Roner,
2021). In the finance field, understanding cybersecurity is essential in preventing fraudulent transactions and ensuring financial
data security (Pang et al., 2019).

Research emphasizes the need for a collective effort to enhance cybersecurity education and awareness, particularly in the
business context (Haney & Lutters, 2017). However, research shows that many students in business majors have little
background or training in cybersecurity, making it difficult for them to grasp basic terminology and concepts without significant
remediation (Holdford, Pontinha, & Wagner, 2022). There is a gap between the needed and produced graduates with holistic
training suitable for effective cyber threat protection and response, indicating a challenge in cybersecurity education for
business majors (Trumbach et al., 2022). As businesses continue to face cyber threats, it is imperative for business students to
acquire a comprehensive understanding of cybersecurity principles and practices. This research aims to address this need by
answering the question: How can cybersecurity topics be included in the curriculum of business disciplines? Sanchez et al.
(2020) propose an integral pedagogical strategy for learning 10T cybersecurity, emphasizing the importance of a structured
approach in higher education institutions. The National Initiative for Cybersecurity Education (NICE) established the
Cybersecurity Workforce Framework (Petersen et al., 2020). This framework provides a comprehensive structure for
understanding the skills and competencies required in the cybersecurity workforce, which is relevant for business majors
(Newhouse et al., 2017). This work proposes a well-structured pedagogical approach recommended by researchers within the
NICE framework provided by professionals to provide holistic training suitable for business students.
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