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ABSTRACT

The COVID pandemic has driven innovations that have made information technology all-pervasive in the lives of most
individuals. This systematic review seeks to determine the key themes that reflect these advances. The demographics of the
publications reviewed were also examined. A total of 84 peer-reviewed and conference proceedings publications were selected
from the years 2020-2022. NVivo 12 Plus was used to construct word relationship trees and a word frequency cloud. It was
found that there are four main themes: information management; public health management; technological advances; and
services. The word cloud revealed that data, health, learning, and social were the most frequently associated words with
information technology and COVID. Most affiliations were based in the United States, with 79 authors, followed by China
with 27 and India with 21 authors. The average number of authors on a publication was 3.59. Future research into the ethical
impacts of online monitoring and real-world surveillance is needed. As data management systems are increasingly being used
by corporations and governments to combat and restrict the spread of misinformation, who decides the truth needs to be clearly
transparent?

Keywords: information management, NVivo, privacy, public health management, services, technological advances.

INTRODUCTION

The global COVID pandemic has driven innovation in the integration of information technology (IT) that has redefined the
individual’s experiences with the cyber and digital world. Technological advances in the internet of things, cloud computing,
machine learning and social networking have enabled the addressing of risks of encountering the disease while managing
holistically the impacts on all aspects of an individual’s life (Mehraeen et al., 2020; Hau et al., 2021). While information
technology is critical to maintaining the lead in an operational and competitive environment, during the pandemic it has also
led to fostering of a collaborative spirit (Mehraeen et al., 2020). Notwithstanding, the benefits of increased technological
advancements, there have also been costs, perceived loss of privacy, over-regulation and disruption to supply chains and
service provision (Ansari & Singh, 2021; Cherrington et al., 2021; Laxton et al., 2022).

The COVID pandemic has led to increased and regular global flows of information (Afzal, 2020). The rise of social media,
coupled with an increased politically charged environment has had an exponential effect on the rise of misinformation (Afzal,
2020; Kulai et al., 2021; Wang et al., 2021). Emotionally charged messages tend to travel faster, carrying either positive or
negative news, as individuals seek to be informed on the latest information (Lee et al., 2021; Zheng, 2022). Anti-quarantine
comments and other disestablishmentarist content is able to be transmitted effectively by disruptors using social media (Karmi
& Anderson, 2020) Furthermore, the rise and flood of misinformation and unrelated data can impede the flow of information
on critical events (Afzal, 2020). The flood of mixed messages in the social media sphere has impacted social collective
behaviour as individuals seek to protect their own health (Sutton et al., 2020).

The rise in the forced adoption of new technology requires effective change management practices if implementation is to be
successful (McKeeby et al., 2021). An important consequence of the pandemic as a disruptor event is that it has driven
increased innovation and acceptance of IT supported services, both at a government and individual level. Governments have
introduced polices that has been at the forefront of driving innovation with support, both financially and through reductions in
regulations, to fast-track innovations (Patrucco et al., 2021; Liu et al., 2021). Furthermore, researchers have turned to novel
funding methods to gain the funds to drive research, such as crowdfunding (Ramadi & Nguyen, 2021).

There have been many innovations in the provision of government services as a consequence of restrictions in face-to-face
contact due to COVID. The rise in e-government is not without risks, with a decline in corporate social responsibility and a rise
in corruptive practices in jurisdictions with limited monitoring of governance practices in place (Avotra et al., 2021; Boban &
Klari¢, 2021). Governments have also sought to monitor social media to track societal attitudes (Sujiwo et al., 2021).
Furthermore, as governments have sought to control human interactions to mitigate the spread of the pandemic greater
surveillance has come at a cost to privacy and anonymity online, in the home and community, the loss of which may never be
reclaimed (Indulkar et al., 2021).
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Teaching and learning have undergone monumental changes during COVID in the way information is presented and
classrooms are constructed (Sweidan et al., 2021; Chu, 2022). However, these pedagogical shifts in the design of curriculum
due to the need for online learning have imposed unrealistic expectations on teachers and students (Hu & Lu, 2020). Another
consequence that accompanied the rapid rise of online learning is that it has exposed children to the risks posed by the virtual
world and a need for increased vigilance to maintain their well-being (Matkovic et al., 2021; Zhang et al., 2021). Similarly,
there are risks to the integrity of the education system with identifying falsification and other malfeasance, as well as
countermeasures (Barbosa et al., 2022; Weinberger & Bouhnik, 2021).

This review seeks to explore the current literature to investigate the key themes related to COVID and IT. These themes enable
insights into the current research trends surrounding these topics through word associations. The key demographics of the
literature will also be explored.

METHODOLOGY

A systematic review of the literature using the meta-engine “One Search”. A total of 147 articles were identified using the
terms “information technology + COVID” found in the title. Note that the search engine also incorporates the full reference to
the article automatically to the search parameters. The only limiting qualification that was placed on the search was aimed at
ensuring maximum currency, with only literature published in the years 2020- 2022. These dates represent the period of
maximum impact globally of the COVID pandemic. A total of 63 articles were rejected: 3 books; 2 book reviews; 43 articles
considered grey literature, this included trade magazines and newspaper articles; 4 articles that were only available in a
language other than English; 4 articles were repeats of ones that had been included; 1 article had been retracted; and 6 were
found to be unrelated — a historical comparative study (1), articles relating to metadata study methods (3), and those related to
medical procedures (2). The remaining 84 articles were used in the review (Figure 1).

Search Qualification

Information Technology +

2020-2022
COVID (all in title)

Search results 147
Rejected 63

Book
Book Review

3 Grey literature
Non-English text
Repeats
Retracted
Unrelated

[ SRS

84

Total number of articles
inlcuded in review

Figure 1: The process involved in the capture of the articles for this review using “One Search”.

Articles were loaded into NVivo 12 Plus. As well as the default omission of words in NVivo, such as articles, pronouns,
prepositions and irregular verbs, this study also removed non-informative terms such as “DOI”, numbers and dates. The search
terms “information” + “technology” + “COVID” were removed, these were contained in all papers and underpin all the
relationships, thus dominating the word frequency word cloud. The NVivo thematic analysis was used with the 50 most
frequent terms to identify any emerging themes, and the 50 most frequently used terms were shown in the generated word
cloud in relative size to other words, words with higher usage are larger than those whose use is infrequent.

RESULTS AND DISCUSSION
Publication Demographics
There were an average of 3.59 authors per publication with the maximum number being 17 (Figure 2). Most papers included
were written in 2021 with 45, 30 from journals and 15 conference proceedings (Figure 2). In 2022 a total of 7 papers were
included, 5 from journals and 2 conference papers (Figure 2). A total of 32 papers were used from 2020, and 29 of these were
conference proceedings with only 3 coming from journals (Figure 2). A total of 28 countries were listed as author affiliations,
the United States having the largest representation with 79 authors, followed by China with 27 and India 21.

The 23" International Conference on Electronic Business, Chiayi, Taiwan, October 19-23, 2023
108



Alharbi, Hamilton & Maxwell

B Joumal Articles
0 Confernce Papers

30

435

25
40
20 33
30
25
20
10 15
10
I j
Il .
2 3 4 2020 2021

6 7 8 9 10 11 12 1514 1516 17 18 19

Number of Publications

Number of Authors Number of Articles/Year

Figure 2: The number of articles used in the review showing the number of authors on each paper and the years and type of
publication.

Thematic and Key Word Identification

Information technological innovations resulting from COVID disruptions can be classified into four thematic groups grounded
in word clusters identified in NVivo: 1) the need to manage information; 2) management of public health; 3) technological
advances, and 4) services (Figure 3).

The word cloud indicated that the most frequently used terms in connection with COVID and IT were “data”, “learning”,
“social”, “health”, “research” and “pandemic” (Figure 4). These and less frequent words such as “students”, “public” and
“model” are used to inform on the nature of the key identified themes.
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Figure 3: Word relationships identified with NVivo showing the four main clusters which reflect the themes in the literature.
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Figure 4: The NVivo word cloud in connection with the keyword search “information technology” and “COVID” shows the
relational frequency of word use by size, larger meaning more mentioned in articles.

Information Management
Information management was a key theme identified. Word groups indicated that the rise of the infodemia was reflected with

“misinformation”, “news” and “content”, while the importance of social media in the transmission of information is reflected
in the words “Twitter”, tweet”, “social”, “media” (Figure 3). The most used term in the information management cluster was
“social” (Figure 4).

The rise of infomediary, the excessive amount of information that exacerbates or complicates a solution to a problem, is a
significant problem for IT specialists, particularly during a pandemic (Chang et al., 2020; Chong, 2020; Sathish et al., 2020;
Bushuyev et al., 2021). As COVID has taken hold there has been a rapid uptake of social media platforms as users seek
information from different sources to enable them to make informed decisions (Dinh & Parulian, 2020; Lloyd & Hicks, 2020;
Lozi¢ et al., 2021; Wu et al., 2021). The use of social media can impact the health attitudes of individuals to effect behavioural
and attitudinal change affecting the effectiveness of government initiatives to manage the pandemic (Fan et al., 2020; Sathish
etal., 2020; Tan et al., 2020; Reveilhac & Blanchard, 2022). How individuals engage with search engines has also been used to
determine their attitudes at various stages of the pandemic (Ye et al., 2020; Zheng et al., 2020). Misinformation can cause
major disruptions in providing effective care and management of the pandemic and can lead to information disorders, where
individuals doubt the information that is supplied to them regardless of the source (Southwell et al., 2019; Sohrabi et.al., 2020;
Chong et al., 2021; Padra & Pandey, 2021; Wang et al., 2021). Different social media platforms affect individual behaviour to
the pandemic: YouTube and TikTok drive emotion, Twitter is driven by fact-seeking, Instagram and WhatsApp are more
awareness generators, while Facebook is dominated by misinformation (Sathish et al. 2020; Kulai et al., 2021). However, these
major social media provide the main modality for information sharing for netizens, leaving uses as determinants of that
information is to be shared regardless basis in fact or opinion (Sohrabi et.al., 2020; Hu, 2021; Padra & Pandey, 2021; Tan &
Chua, 2021)

Public Health Management

The identified theme of public health management can be divided into three main word clusters: the first deals with “privacy”,
“users” and the closely related “digital”; the second deals with “data”, “people”, and “management”, “public”, “research’ and
“health” (Figure 3). The word cloud highlighted “data” as the main topic and “health” and “research” similarly prominent, and
this associated highlighting the role of IT during COVID and the research derived from large data sets to inform health
initiatives (Figure 4).

While this information can be used to inform on where individuals are practising social distancing, IT application in terms of
punitive or corrosive action has serious privacy and ethical concerns (Tang et al., 2020; Anari & Singh, 2021). This increase in
surveillance will have long-term implications for civil liberties and the individual right to privacy (Yang et al., 2020; Mandal et
al., 2021; Wang et al., 2022). Companies have developed software capable of detecting distance and masks, such as YOLO V4,
and after the pandemic, it is highly unlikely this technology will be shelved (Indulkar et al., 2021). The use of activity on social
media platforms has also been used to detect the level of social interactions during lockdowns (Anderson et al., 2020).
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Fundamentally, there needs to be faith that the information collected is being used appropriately, and this relies on a level of
trustworthiness in privacy by the society which is being monitored (Burdon & Wang, 2021; Wang et al., 2021).

Large global corporate actors, such as Apple and Google, have cooperated and developed applications that use Bluetooth on
mobile devices to track proximity between individuals (Mandal et al., 2021). The use of tracing applications on mobile devices
enables pandemic managers to quickly identify potential points of the transmission through contact tracing (Stahl, 2021; Tang
et al., 2020). The use of deep learning-based human detection techniques enables data from surveillance cameras to use used to
monitor social distancing practices has led to increased privacy concerns (Anari & Singh, 2021). Management of the disease
was aided with the use of modelling infection growth estimation tools making IT critical in the decision-making process (Nazir
etal., 2022).

Technological Advances

Technological medical innovations can be classified into two thematic streams: first, the use of big data to effectively trace and
track the spread of disease, reflected in the subgrouping of “model”, “cases” and “network™; and second, those that assist in the
development of innovative medicines and understanding of the way in which the virus evolves underpinned by global
cooperation which is dominated by research and the university sector, with the words “science”, “time”, “university”,
“international” and “different” (Figure 3). While technological advances in IT were important, and these assisted in the
development of models and the role that globally connected universities play in that process, the word cloud indicates that they

were not a major term used in the literature (Figure 4).

The use of IT in modelling the spread of the pandemic involves multidimensional data handling to provide statistical data to
enable effective decision-making (Rogers, 2020). The pandemic has led to significant advances in artificial intelligence
systems that have machine learning techniques (Xiao, 2021). Most of these models are machine deep learning inductive-based
algorithms, such as the Group Method of Data Handling (GMDH); however, the quality of the models varies (Cheng &
Ludascher, 2020; Acosta & Garcia-Zapirain, 2020; Moroz & Stepashko, 2022).

COVID also impacted many aspects of supply chain networks, a disruptor event that drove technological innovation
(Cherrington et al. 2021; O’Connor et al., 2021; Prasetyo et al., 2021; Voumick et al., 2021). It saw firms pivot and remap into
new expanded, enhanced, and more sustainable, competitiveness business models (Hamilton, 2020). In particular, food supply
chain management was significantly impacted by COVID, particularly as many sections of that industry had historically
entrenched transaction practices and were resistant to IT-driven transformational change (O’Connell et al., 2021). COVID
revolutionised the farming sector, with increased uptake of information sharing, logistical planning, and resource exchange.
Primary producers and distribution networks had to develop novel ways to transact, find new markets and novel ways of
selling such as online ordering, creating websites, and increasing social media usage (O’Connell et al., 2021). Similarly, the
use of cashless payments and other transactional technologies developed as part of the new wave of the internet of things
reduced the contact between individuals and was seen as a means of reducing human physical interaction (Dookeeram et al.,
2020). In addition, road traffic management systems have been upgraded to monitor flows of traffic to areas of potential high-
risk gatherings (Ferreira et al., 2022).

Information technology aided through the provision of artificial intelligence and cloud services assisted in understanding and
combatting the pandemic by rapidly processing large data sets and enabling the sharing of this information to a wide audience
of transnational stakeholders (Laxton et al., 2021). This was achieved by facilitating rapid data preparation for decision-makers
and clinicians (Nazir et al., 2022). This led to the formation of the COVIDCYV system, an application that enables parties to
upload their qualifications, this facilitates rapid identification of key personnel on a global scale (Raja et al., 2021).

In terms of identification of COVID cases, artificial intelligence programs, such as Segmentation ldentification and
Logarithmic Transformation of Local Binary Patterns, enable rapid detection of the disease (Islam & Matin, 2021; Lakshmi et
al.,, 2022; Nazir et al., 2022). Information technology also assisted in understanding how the disease changes through
classification through residual dense neural networking (Nazir et al., 2022). The use of computer tomography has improved
clinical workflows enabling improved treatment times (Islam & Matin, 2021). IT innovations and modelling have enabled the
investigation of comorbidities with COVID (Podder et al., 2021). Similarly, the ability to assess larger data sets, data mining,
has enabled the assessment of vaccine side effects (You et al., 2021).

Information technological innovations were major tools used to combat COVID in a clinical setting through the rollout of
telemedicine, service robots, wearable devices and 3D printing of medical supplies (Dey et al., 2021; Dookeeram et al., 2020;
Mandal et al., 2021; Hau et al., 2021; Liu et al., 2021). COVID led to an international shortfall in essential personal protective
equipment, and it was the use of high-quality 3D printers that were able to mitigate this shortage, and more importantly enable
the rapid customisation to suit individual client specifications (Prasetyo et al., 2021). Another innovation was the rise of
telemedicine and its role as a means of measuring social distancing while retaining standards in healthcare (Dey, 2021; Dey et
al., 2021). There have been advances in automated information retrieval systems which allow individuals to access information
regarding specific topics using verbal queries (Cuenca & Morocho-Yunga, 2021).
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Services

The impact on innovation in service provision is reflected in two thematic ways: first, the government provision of services,
highlighted by the word clustering of “impact”, “government” and “development”, which was closely tied to “system” and
“systems”; and second, more broadly the move to online learning in education and the word clustering of “school”, “internet”,
“teaching”, “online”, “performance”, “learning” and “student” (Figure 3). The term “learning” and “online” were prominent in
the word cloud, highlighting the importance given to the research of online learning and teaching and its impact on student

performance (Figure 4).

The use of IT systems allows secure and effective information sharing too many operational units within the government in
real time (Popescu et al., 2021). However, it is important to recognise that not all members of the community are IT literate,
and this lack of knowledge is particularly prevalent in the elderly and disadvantaged, further limiting their access to
government services (Feldberg et al., 2021). Data literacy should be therefore seen as a social responsibility where data literacy
is seen as a right, and to enable this, those people are often charged with the information provided to be trained effectively
(Rubenstein et al., 2021; Radinsky & Tabak, 2022).

Information technology in the delivery of educational services to those in lockdown situations was critical to maintaining a
functional educational system faced with the provision of a curriculum based on remote learning to a culturally diverse
audience often using different platforms (Januar et al., 2020; Laxton et al., 2022; Williams et al., 2021; Wiyono et al., 2021;
Desyanty et al., 2022). Student and teacher competency in the use of IT educational platforms is not uniform, and the level of
computer literacy can have significant impacts on the learning outcomes for those who lack the competency or required tools
such as Zoom (Barona & Ramirez, 2021; Delgado et al., 2021; Friedenthal, 2021; Sharma & Alvi, 2021; Pinto et al., 2022).
Furthermore, students who study from home can feel isolated and emotionally venerable; this affects their academic
performance, and the role of IT systems through the provision of virtual classrooms and interactive learning platforms and
mediates this isolation (Laxton et al., 2020; Gopal et al., 2021; Karsen et al., 2021; Lim & Lee 2021; Poole & Zhang, 2021).
The use of online applications, such as “Google Meet” and “Google Classroom”, have achieved effective learning outcomes
even in the teaching of physical activities (Tanasa & Vizitiu, 2020; Ceci et al., 2021; Sharda & Bajpai, 2021). However, the
emotional intelligence of the teacher can significantly impact on the effectiveness of online teaching regardless of the tools at
hand (Leonardo, 2020; Kunda and Bei, 2021).

LIMITATIONS
However, there needs to be a caveat in respect of the research that has been utilised in this review, with much of the
infrastructure and finances needed to implement many of the IT innovations highlighting the disjunct in financial and
technological capabilities between the developed and developing world economies (Dookeeram et al., 2020).

FUTURE RESEARCH
There is an ongoing need to explore how social media is used by governments to mediate their policies based on information
gleaned from online discussions and posts. This involves a level of monitoring of these sites by governments and has
implications for privacy. Much is now being written about combatting misinformation, but little is known about who makes the
decisions on what is the truth, and what exactly is being censored. This lack of transparency has significant implications for the
restriction of information management and sharing on a global scale.

Furthermore, research into the impact on long-term privacy of individual citizens is under threat through the increase in
surveillance that monitors behaviour, often accompanied by recognition systems, many of which were purported to be
temporary health management actions by the government. Studies on the ethical role of information technology developers,
and their corporate responsibility to the citizens of the state also need to be explored. The literature is heavily focused on the
rapid development of control and monitoring systems, without full consideration of the implications for their use of them by
authoritarian governments. Understanding the increased disadvantage of those who lack computer literacy or the tools to
access services is a growing area of research. This is particularly the case as there is a move towards e-government.

CONCLUSION

This systematic review found four key themes in the field of information technology and its relationship to COVID. First,
information management and the need to manage large data derived from social media were key research foci, on how to deal
with misinformation, however, little consideration was given to the fundamental right of free speech. Second, public health
management in terms of monitoring the disease rates in the community was also linked to the monitoring of citizen behaviour
in terms of compliance with government mandates. Third, technological advances in cloud-based research, intelligence
systems for disease recognition, information sharing, and logistic support, coupled with practical innovations such as
telemedicine and 3D printing of essential supplies were areas of rapid innovation during the pandemic. Finally, there was a
move toward increased e-government and service provision, including a move towards online learning, both of which caused
significant shifts in cultural and social practices. Therefore, while the pandemic has come at considerable costs to society, it
has given rise to the rapid development of new and innovative technologies that will shape the lives of citizens globally well
into the future.
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