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ABSTRACT 

In this research-in-progress paper, we encourage information systems (IS) researchers to 

consider the self-sovereign identity (SSI) approach to identity management. We highlight several 

issues with current data practices, then provide an overview of SSI by discussing the technology 

and actors involved. Finally, we call for more IS research on SSI to ultimately increase its 

adoption. 

Keywords: self-sovereign identity, identity management, privacy, security.  

INTRODUCTION 

Every person provides data to every organization with which they interact without 

oversight or control from the original owner of the data (James et al. 2017). This lack of control 

often leads to organization information overreach (Graeff and Harmon 2002), data loss (Lesnykh 

2011), and ultimately destructive behavior (Samtani et al. 2017). To address these issues, we 

encourage information systems (IS) researchers to consider self-sovereign identity (SSI). 

SSI is user centric and promises to be trustworthy, private, and secure (Mühle et al. 

2018). Under SSI, users completely own and control their digital data. This affords the ability to 

selectively share data with third parties without relying on a trusted custodian. Before advocating 

for SSI, we begin by highlighting several issues with current data practices, such as the 
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implications for user security, privacy, and liberty. We then provide an overview of SSI by 

discussing the technology and actors involved. Finally, we call for more IS research on SSI to 

ultimately increase its adoption. 

BACKGROUND 

Secondary information use, where personal information is “used for other purposes 

subsequent to the original transaction between an individual and an organization when the 

information was collected,” has been a concern for decades (Culnan 1993). However, the birth of 

the Internet and the rapid proliferation of ubiquitous Internet-connected devices enhanced the 

ability for data brokers and criminals to collect, distribute, and publish highly sensitive personal 

information about others without their explicit knowledge or consent (Anthes 2015). These 

technology advancements have only exacerbated the growing threat to an individual’s security, 

privacy, and liberty. 

Security 

Early research suggested that security breaches can negatively impact a firm’s stock price 

(Gatzlaff and McCullough 2010), yet several studies have failed to find significant effects, which 

could possibly be attributed to investors becoming numb to breaches (Foecking et al. 2021; 

Frimpong and Chen 2021; Makridis 2021; Richardson et al. 2019). U.S. courts also hold that 

victims do not have standing to sue for future damages that may result from a breach (Steffel 

2019). Even worse, victims of identity theft rarely receive any meaningful compensation, 

especially when data breaches often result in permanent and irreparable damage.  

Although news of data breaches and leaks litter the headlines, too little effort has been 

made to curtail the “collect it all” approach that largely resulted from the rise of big data 

analytics (Gonsowski 2020). Ideally, firms would adhere to the “don't collect what you can't 
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protect” principle by implementing data minimization strategies (Bejtlich 2015). Unfortunately, 

the perceived value and supposed insights that can be gleaned from massive data repositories, 

coupled with the lack of financial consequences, further reduces a firm’s motivation to improve 

their data collection and security practices. 

Privacy 

New technology, such as wearable devices (Banerjee et al. 2018), biometrics (Royakkers 

et al. 2018), and voice assistants (Barrett and Liccardi 2021), has dramatically increased privacy 

risks by generating, storing, and transmitting troves of highly sensitive information. Therefore, 

users must put their faith in system developers and trust that the privacy protections and settings 

will perform as advertised (Fowler and Hunter 2021; Lin and Halloran 2021). 

Although there have been numerous calls for reform, such as enhancing privacy policies 

(Culnan 2019), the U.S. has yet to pass comprehensive data privacy and security legislation. 

Until a federal law is passed (e.g., the European Union’s General Data Protection Regulation's 

(GDPR) (Politou et al. 2018)), data protection laws are limited to specific economic sectors 

(Smith 2020). Although some states have enacted their own data privacy laws, such as 

California’s Consumer Protection Act (Ghelardi 2021) and the Illinois Biometric Information 

Privacy Act (Stepney 2019), it is important to note that the increasing affordability and 

ubiquitous nature of more capable devices will make it difficult to enforce any well-intentioned 

legislation across all of society without focusing on the data collection itself. 

Liberty 

While George Orwell’s fear of a totalitarian government becoming “Big Brother” was 

initially kept in check by the cost of deploying the necessary technology, the increasing value of 

personal information has resulted in the rise of “surveillance capitalism,” where the insatiable 



Young & Farshadkhah Self-Sovereign Identity: A Primer and Call for Research in IS 

 
 

Proceedings of the 16th Pre-ICIS Workshop on Information Security and Privacy, Austin, TX, December 12, 2021. 
 

4 

appetite for data has justified immense private-sector investment in collection and monitoring 

capabilities (Power 2016; Zuboff 2015). Thanks to the third-party doctrine, governments now 

have a nearly unfettered access to troves of sensitive data held by other organizations, which can 

lead to significant abuses (Thompson 2014). Governmental responses to certain events, such as 

the terror attacks of September 11, 2021 (Solove 2007), and the COVID-19 pandemic (Brough 

and Martin 2021), highlight how just how quickly modern technology can be employed to 

surveil, discriminate against, and control the behavior of various segments of society. 

While updated legislation might curb some behaviors and provide victims with more 

reasonable compensation, the inability to ensure that sensitive information entrusted to others 

can be adequately protected will remain a fatal flaw with respect to current data practices. 

Therefore, we encourage organizations to consider adopting the SSI approach to data collection 

and identity management. 

SELF-SOVEREIGN IDENTITY 

Ferdous et al. (2019) organized the essential properties of SSI into five categories: (1) 

foundational, (2) security, (3) controllability, (4) flexibility, and (5) sustainability. Foundational 

properties define the SSI context, such as existence, autonomy, ownership, access, and single 

source. Protection, availability, and persistence guarantee the security of SSI. Controllability 

properties consist of choosability, disclosure, and consent. Flexibility properties ensure that SSI 

is flexible enough to work with different systems, such as portability, interoperability, and 

minimization. Transparency, standard, and cost are referred to as sustainability properties. 

Blockchain technology can satisfy several properties of SSI, such as availability, access, and 

disclosure. 
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Table 1. Self-Sovereign Identity Properties 

Given SSI’s simplicity, there is a seemingly infinite number of use cases where SSI could 

be considered. For example, if an individual needed to prove his or her employment status to 

qualify for a loan, the employer would be the issuer, the holder would be the employee, and the 

verifier would be the bank who is requesting the information. 

Distributed Ledger Technology & Blockchain 

Distributed Ledger Technology (DLT), as one of the most promising innovations in the 

field of information technology, is the core of blockchain. Even though the terms blockchain and 

DLT are used interchangeably in the literature, there is a subtle difference between them. A 

blockchain is “a DLT concept comprising a chain of cryptographically linked, chronologically 

ordered, ‘blocks’ containing batched transactions” (Sunyaev 2020, p. 285). Blockchains have 

several specifications that makes it a proper candidate for SSI. Blockchains satisfy the 

availability and accessibility properties of SSI by providing a decentralized domain that makes 

data readily available to any authorized entity. Since the owner has full control of sharing data 

with others, blockchain technology also satisfies the disclosure property. Ferdous et al. (2019) 

also argues that blockchain technology outperforms traditional approaches when it comes to data 

immutability, provenance, distributed control, accountability, and transparency. 

Actors 

SSI solutions involve three different actors: issuer, holder, and verifier. An issuer is an 

entity who issues credentials after verifying claims about a subject, such as a bank, the 

Category Properties 
Foundational existence, autonomy, ownership, access, and single source 
Security protection, availability, and persistence 
Controllability choosability, disclosure, and consent 
Flexibility portability, interoperability, and minimization 
Sustainability transparency, standard, and cost 
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Department of Motor Vehicles (DMV), or an employer. A verifier is an entity that requests and 

verifies the credentials. A holder is usually, but not always, a subject of the credentials. Holders 

request and obtain credentials from the issuer, which can then be presented to others to satisfy 

various requirements. The verifier can authenticate credentials by checking the blockchain to 

verify that the claim has been digitally signed by a trusted issuer. We illustrate the relationship 

among each actor and the blockchain in Figure 1. 

 
Figure 1. Self-Sovereign Identity Actors 

Verifiable Credentials and Zero-Knowledge Proofs 

A verifiable credential is a set of one or more claims which might also include metadata 

about the issuer (W3C 2019). Since the binary data stored on the blockchain only pertains to the 

validity of the claim, not the underlying data, it holds no value to identity thieves. A zero-

knowledge proof (ZKP) is a cryptographic technique that ultimately makes the SSI approach 

possible. ZKPs give the holder the ability to convince a verifier that the claim presented in the 

credential is true, all without disclosing any additional information (Yang and Li 2020). For 

example, using a ZKP, the holder can share the credential that shows “AGE > 18 = TRUE,” 

which was issued by the State Department of Motor Vehicles, without revealing any underlying 
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information like his or her date of birth. Using a ZKP, a holder even can combine multiple 

verifiable claims from different issuers and share it in a single verifiable presentation without 

leaking any extra information. Moreover, the ZKP method provides flexibility for holders to use 

their issued verifiable credentials in any context that they desire (W3C 2019). 

DISCUSSION 

In this paper, we provided an overview of SSI and highlighted several advantages. 

Although SSI has been briefly mentioned in a few IS research streams, such as artificial 

intelligence (Janssen et al. 2020), big data (Young, Smith, et al. 2020), cybersecurity (Gal and 

McCarthy 2018), privacy (Bernabe et al. 2019; Sunda 2020; Young, Biros, et al. 2020), identity 

management (Gal and McCarthy 2018; Ishmaev 2020; Laatikainen, Kolehmainen, and 

Abrahamsson 2021; Laatikainen, Kolehmainen, Li, et al. 2021), healthcare (Hasan et al. 2020; 

Houtan et al. 2020; Ishmaev et al. 2021) and whistleblowing (Young and Farshadkhah 2021), we 

believe that deeper research should be conducted in various contexts to strengthen the argument 

for wider adoption of SSI. We hope that our primer will foster increased attention on innovative 

identity management solutions, such as SSI, in future IS research.  
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