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ABSTRACT

This paper examines the information systems literature field from the viewpoint of
knowledge security risk management. The review this paper reports was able to identify 7 papers
presenting a knowledge security risk management model. The models represent different takes
and perspectives on knowledge security risk management. The main finding is that business
orientation in the risk management models, and a comprehensive approach that would emphasize
also continuous monitoring of the implementation and success of the risk mitigation solutions are
not common in the literature. We suggest further theoretical and empirical studies that would
address these issues.

Keywords: Knowledge security risk, risk management model, knowledge risk, literature

review

INTRODUCTION
Knowledge and its creation are important sources of competitive advantage and business
opportunities for most contemporary organizations (Alavi and Leidner 2001; Choo 1996; Grant
1996; Nonaka and Takeuchi 1995). Although knowledge creation and knowledge management

have been researched extensively (e.g. Matayong and Mahmood 2013; Tzortzaki and Mihiotis
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2014), there is one viewpoint to knowledge that has received less attention: knowledge security
risk management (Shedden et al. 2011). Most existing risk analysis methods can be regarded as
providing a plain technical view on information and technological assets (e.g. Ahmad et al. 2014;
Padyab et al. 2014; Shedden et al. 2010; Spears 2006), ignoring that knowledge is bound to
people and as a consequence people and especially their communication are significant sources
of knowledge security risks (e.g. llvonen 2013; Jarvenpaa and Majchrzak 2015; Padyab et al.
2014). Knowledge security risk in this paper is defined as a risk of leaking or losing important
knowledge that contributes to the competitiveness of an organization.

Ahmad et al. (2014) note several studies that point out that increasing the circulation of
knowledge also increases the risk of leakage (Desouza 2006; Desouza and Vanapalli 2005;
Easterby-Smith et al. 2008; Trkman and Desouza 2012). New forms of organizational operation,
such as open innovation, as well as various organizational approaches of social media,
emphasize opening up of organizational knowledge resources towards customers and other
organizational stakeholders. Organizations need also more efficient ways to collect knowledge
originating from outside the boundaries of the organization. The risks this opening causes should
be adequately addressed in connection with the business benefits that are sought by more openly
sharing knowledge. Literature addressing these issues seems to be scarce, and this review is
conducted to gain an understanding of what has been published under the topic of knowledge
security risk management.

This paper answers to the question: How do knowledge security risk management
models, if there are any, address the connection to business goals? The assumption behind this
research is, that there are not many risk management models that would address the security and

protection of knowledge specifically, and those models that do exist, would not be business
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oriented. Next we present the research methodology we followed, along with the results. At the

end of the paper we discuss the implications of our findings for both research and practice.

RESEARCH APPROACH AND METHODOLOGY

In this paper we present a literature review (Tranfield et al. 2003) on knowledge security
risk management. For example, a search for “knowledge security risk” in several scientific
article databases (AIS electronic library, ACM digital library, IEEE Xplore, and Emerald) there
are only a few search results. In order to find knowledge risk management models beyond the
actual term, we conducted several keyword searches (“knowledge security risk management”,
“risk management model”, “knowledge risk”, “knowledge risk management framework”, “risk
management framework™) into these databases. In total our searches found 695 articles. We
believe these articles are a good representation of the current literature on the topic. Although we
did not use time constraints in our searches, the topic is relatively new, so most of the search
results were from the past 10 to 15 years.

The 695 articles were screened through based on title, and abstract if needed, by two
researchers independently. For the full paper review we selected papers that potentially
considered knowledge risks in the information systems domain and the management of these
risks in some way, were available to us in full paper, and were written in English. The papers
that were excluded either did not discuss risk management at all, or considered the management
of financial risks, which was considered outside the scope of this study (Lawsirirat and Gupta
2008).

There were several articles that were excluded by one researcher and included by another,
and all of these papers were included in the full paper review to ensure that relevant literature is

not overlooked. Total of 33 papers were included in the full paper review, in which we screened
3
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the papers if they present a risk management model that addresses knowledge risks. The full

papers were read and classified by two researchers independently, after which there was a

discussion of what papers would be included in the final review. Most papers excluded at this

stage presented project risk management models that discussed project-relevant knowledge, but

not how the knowledge risks in the project should be managed, such as (Smith et al. 2005).

KNOWLEDGE RISK MANAGEMENT MODELS

The review was able to identify altogether 7 articles that discussed various types of

processes and frameworks in the specific field of knowledge risk management. The foci of the

articles are presented in Table 1.

Table 1. Summary of the literature review findings

Acrticle Viewpoint on Knowledge security risk Model’s support on business
knowledge security management process model perspective
risk management phases
Ilvonen et Framework for Identify business need, Business perspective identified as
al. (2015) managing knowledge identify important knowledge, essential
security risks identify threats to knowledge,
analyse risks,
conduct cost/benefit analysis,
implement mitigation measures,
monitor
Padyab et Implementing genre- Define stakeholders of security Business perspective not explicitly
al. (2014) based assessment of risk analysis, elaborated, but supports focusing on
information and Define risk measurement criteria, | stakeholders that are perceived
knowledge security Identify producers and users of important according to
risks information, organizational strategic goals and
Identify genres of communication, | objectives
Develop an information asset
profile with genre properties,
Identify containers,
Identify risks and mitigation
strategies
Manhart & | Risk management Select control objectives, Business perspective based on need
Thalmann framework for Design of controls, to meet requirements forced by
(2013) measuring the success | Verify control implementations laws, standards, customers or

of organizational
knowledge protection

internal regulations
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Trkman & | Classification Framework for identifying, Business perspective not explicitly
Desouza framework of classifying and mitigating elaborated, supports reducing
(2012) knowledge risks and knowledge risks; does not present | transaction costs in inter-
the development of a knowledge security risk organizational collaboration by
common language for | management as a process making explicit both risks and
knowledge risk knowledge transfer benefits
management
Shedden et | Incorporating a Asset identification (people), Business perspective not explicitly
al. (2011) knowledge perspective | critical knowledge identification elaborated, but supports focusing on
into information (held by individuals and processes critical for business
security risk communities,
assessments risk mitigation (via traditional 1S
risk mitigation and SECI process)
Shedden et | Incorporation of a Identification of information and Business perspective not explicitly
al. (2010) business practice knowledge assets, elaborated, but supports focusing on
perspective to ISRA vulnerability and risk processes critical for business
methods supporting identification
the identification of
important process
knowledge of
organizations
Aljafari & Identification of Identify knowledge assets, Supports focusing on involving
Sarnikar valuable knowledge Identify inter-organizational business managers in the knowledge
(2009) assets potentially knowledge sharing practice, risk management process and

exposed through the
use of collaboration
technologies in inter-
organizational
networks

Identify collaboration technology,
Identify vulnerabilities and threats
to knowledge assets,

Make assertions,

Provide evidence,

Calculate risks,

Develop policy

helping to identify strategic
knowledge assets which are critical
to business

Since the process model presented by Ilvonen et al. (2015) seemed to cover the phases of

risk management most broadly, we have structured the following review according to the steps

of their model.

Business orientation

Most of the existing knowledge risk management models only superficially discuss their

perspective towards business and the actual business triggers (business need, business problem,

expected benefits) that should start the knowledge risk management process. Only Ilvonen et al.

(2015) emphasize the importance of business orientation of knowledge risk management. The

few links to business that the other models do provide include: guiding focus on processes
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critical for business (Shedden et al. 2010, 2011), guiding focus on stakeholders who are
perceived important according to organizational strategic goals and objectives (Padyab et al.
2014), helping to identify strategic assets related to key business processes and involving
organization’s members and external partners involved in those business processes in the
knowledge risk management process (Aljafari and Sarnikar 2009), supporting reduction of
transaction costs in inter-organizational collaboration by making explicit both risks and
knowledge transfer benefits (Trkman and Desouza 2012), and ensuring that knowledge
protection meet requirements forced by laws, standards, customers or internal regulations

(Manhart and Thalmann 2013).

Knowledge identification

Six of the papers (Aljafari and Sarnikar 2009; Ilvonen et al. 2015; Padyab et al. 2014;
Shedden et al. 2010, 2011; Trkman and Desouza 2012) emphasize the importance of identifying
knowledge assets in the knowledge risk management process. In addition, the authors provide
the following approaches and tools in assisting the identification of knowledge assets:
Knowledge reservoirs graph designed by Becerra-Fernandez, Gonzalez, and Shabherwal (2004);
Knowledge Capability Areas (KCA) proposed by Freeze and Kulkarni (2005), and VRIN
framework Barney (1991, 1996) for identifying strategic knowledge assets by assessing their (1)
value, (2) rareness, (3) imitability, (4) non-substitutability, in locating knowledge assets
(Aljafari and Sarnikar 2009); conducting qualitative interviews with relevant staff members in
the context of key business processes (Shedden et al. 2011); and the hybrid Genre Based
Method (GBM) and OCTAVE Allegro (OA) method in identifying critical information and

knowledge assets (Padyab et al. 2014).

6
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Threat identification

Most of the models (Aljafari and Sarnikar 2009; llvonen et al. 2015; Padyab et al. 2014;
Shedden et al. 2011; Trkman and Desouza 2012) include threat identification as an essential
process phase, either as an individual process phase, or as a part of the risk analysis phase in the
knowledge risk management process. However, only one of the discovered models included a
method and a tool for identifying threats related to knowledge assets: the Octave Allegro method

and it’s worksheets (Padyab et al. 2014).

Risk analysis

Several of the models discuss risk analysis (Aljafari and Sarnikar 2009; llvonen et al.
2015; Padyab et al. 2014; Trkman and Desouza 2012) as a process phase in knowledge risk
management. Aljafari & Sarnikar (2009) include sub-phases of making assertions, providing
evidence to support assertions, and calculating risk in the risk analysis process phase and propose
the Demspter-Shaefer (Dempster 1967; Shafer 1976) model as an approach for performing the
risk analysis. Trkman & Desouza (2012) introduce a framework that categorizes knowledge-
sharing risks and propose that managers can use the framework as a guide/sense-making device
in identifying the main types of risk facing their organization. The Octave Allegro (Caralli et al.
2007) method introduced in Padyab et al. (2014) provides an approach and a tool for both
identifying the threats and vulnerabilities and deciding on the risk mitigation actions (mitigating

risks, transferring risks, avoiding risk, or accepting risk).

Risk mitigation
Risk mitigation is addressed in several of the studied models (Aljafari and Sarnikar 2009;
Ilvonen et al. 2015; Manhart and Thalmann 2013; Padyab et al. 2014; Shedden et al. 2011).

Aljafari & Sarnikar (2009) propose developing security policies as the primary means of
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mitigating risks. Shedden et al. (2011) propose the SECI model (Nonaka and Takeuchi 1995) of
socialization, externalization, combination and internalization as a way to mitigate knowledge
risks (Shedden et al. 2011). Manhart & Thalmann (2013) suggest internal knowledge audits as
means of risk mitigation by auditing the performance metrics of knowledge protection controls.
Ilvonen et al. (2015) propose training in many cases as the main knowledge risk mitigation

measure.

Cost-benefit analysis

Cost-benefit analysis received little attention in the knowledge risk management models.
Manhart & Thalmann (2013) address the cost-benefit analysis in terms of risk mitigation, from
the perspective of assessing the performance of knowledge protection but not for evaluating or
balancing the costs and benefits of knowledge sharing and knowledge protection. Also Padyab et
al. (2014) argue that the output from risk assessment will help organizations to conduct a cost-
benefit analysis based on current controls and countermeasures to whether mitigate, transfer,
avoid or accept the risks, but do not consider balancing the costs (of mitigation) with business
benefits. llvonen et al. (2015) emphasize cost-benefit analysis not only in light of the mitigation
costs, but also in light of the entire business costs and benefits to better balance the costs and

benefits of knowledge risk management.

Monitoring

Also risk monitoring received little attention in the knowledge security risk management
models. Manhart & Thalmann (2013) propose monitoring knowledge security by means of
knowledge audits. llvonen et al. (2015) suggest constant monitoring for changes in environment,

knowledge or threats, and a re-assessment of knowledge risks when appropriate.
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DISCUSSION AND CONCLUSIONS

The first part of the research question, whether knowledge risk management models are
found in contemporary literature, is answered clearly with the previous section of this paper.
There are theoretical models that address the security and protection of knowledge assets, and
some of them do consider the business needs and identification of valuable knowledge, that we
stressed as being very important to businesses in the introduction of this paper. However, the
development of these models is still in the early stages, and there is need for empirical research
on the field.

The literature that our review was able to locate comes mainly from conferences, which
indicates that the topic of knowledge security risk management is young, and has not made its
way to higher quality journal publications. We decided to include also conference articles in our
full paper review, since limiting the search to only journals would have excluded a large section
of our results. The conference papers, however, indicate that studies in this field are ongoing and
the results of a similar review in a few years will turn out different kinds of results. The
increasing importance of knowledge for most businesses, and the continuously evolving digital
environment will keep knowledge security on the radar of managers well into the future.

The identified existing knowledge security risk management models seem to focus on the
recognition and analysis of knowledge security risks. Some also point out that identifying critical
knowledge is an important step in the process (Aljafari and Sarnikar 2009; Padyab et al. 2014).
Only llvonen et al. (2015) suggest this to be done explicitly from the viewpoint of business
needs, problems and expected benefits. Another perspective to business orientation was to meet
the requirements forced by laws, standards, customers, or internal regulations (cf. Manhart &

Thalmann 2013). We argue that a stronger standpoint of business need identification would
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involve both the business managers as well as the security managers (e.g. chief information
security officer) of an organization to the risk management process from early on. The business
perspective should be more clearly emphasized in all risk management models to make the
practical implementation of the model reasonable and avoid using resources to tackle non-
relevant risks.

One thing that stands out from the reviewed papers is that they are theoretical
developments, and have not yet been extensively empirically tested. Two of the papers (Ilvonen
et al. 2015; Shedden et al. 2011) report some empirical testing of the models, but these are more
of the nature of initial validation than robust testing. This indicates that the research on
knowledge security risk management is still in its early stages, and further empirical studies on
the field are needed to complement the ones that might be on the way at the moment. Testing the
knowledge security risk management models well would require for example action design
research approach, and both quantitative and qualitative research methods to be used in order to
gather evidence of the impact of the model to business as well as the experiences of the
managers that are using it. Especially interesting would be longitudinal case studies that would
be able to identify longer term benefits of applying a business oriented knowledge risk
management model.

As every study, we acknowledge that also this study has its limitations. The review
reported in this paper does not comprehensively cover all information systems research outlets,
but still covers a good representation of them, while also offering a view to the knowledge
management research outlets. Also reviewing only articles that present a knowledge risk
management process model gives a limited view on all the literature that is related to knowledge
security risks. This review adequately answers to the research question we posed, but we identify

10
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a need for theoretical research that would examine knowledge risk management also from
broader perspectives. This review identifies a lack of emphasize on the later steps of the risk
management models, i.e. the risk mitigation and monitoring steps. Theoretical research that
would drill into the “how” this is done would perhaps bring out literature that addresses these
stages more than the literature analyzed in this study. This theoretical research could then be
followed by empirical research to gather experiences of how the identified practices work in
organizations.

Since there is no unified definition to knowledge risk management, identifying all the
relevant literature is challenging. Augmenting the searches to more databases and a broader set
of search concepts would have generated more search results. The authors feel that these results
would not have been substantially different in the specific aim of finding a knowledge risk
management model or framework, while they would have expanded the review beyond the

resources that were available for this study.
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