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Abstract

The convergence, i.e., integration, of Information Technology (IT) and Operational Technology (OT) is
a critical aspect of digital transformation in industries, driving efficiency, innovation, and competitive
advantage. However, this integration also introduces significant challenges, particularly in governance.
This paper presents a comprehensive literature review of IT/OT convergence, focusing on the govern-
ance challenges and strategies drawn from both academic and practitioner literature. The findings re-
veal that effective governance is crucial for successful IT/OT convergence, requiring clear definitions
of roles and responsibilities, cross-functional collaboration, and a unified approach to mitigate risks
and align organizational goals. Key IT/OT convergence governance strategies include establishing a
Center of Excellence, adopting a risk-based approach, and fostering a culture of change. The paper
highlights the need for further research to develop comprehensive governance frameworks and empiri-
cally examine the impact of governance on IT/OT convergence success. This paper provides valuable
insights for both researchers and practitioners navigating the complexities of IT/OT convergence and
governance in the era of Industry 4.0.

Keywords: IT/OT convergence, governance, digital transformation, Industry 4.0.
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1 Introduction

Information Technology (IT)/Operational Technology (OT) convergence, i.e., integration, is a critical
aspect of Industry 4.0, driving the digital transformation of industrial operations (Ehie and Chilton,
2020). However, the integration of IT and OT poses significant challenges, particularly in the area of
governance (Gharpure et al., 2022).

The existing literature on IT/OT convergence focuses primarily on the technical aspects, such as cyber-
security, architecture and infrastructure (Corradi et al., 2022; Dutta et al., 2021). While these aspects are
undoubtedly important, there is a lack of comprehensive research on the governance challenges associ-
ated with IT/OT convergence (Kiener et al., 2021; Sivasubramaniyan, 2021).

To address this gap, this paper aims to answer the following research question:

RQ: What is the current state of research on IT/OT convergence, with a particular focus on governance,
as identified in the academic and practitioner literature?

To answer this question, we conducted a comprehensive literature review, encompassing both academic
and practitioner perspectives, to explore the governance challenges posed by IT/OT convergence and to
propose strategies for addressing them effectively. The review includes a systematic analysis of aca-
demic articles, industry reports, case studies and best practice guidelines related to IT/OT convergence
and its governance.

The findings of our paper show that effective governance is critical to managing the complexities and
risks associated with IT/OT convergence. Key governance challenges include defining roles and respon-
sibilities, establishing policies and procedures, and ensuring compliance with industry standards and
regulations (Ehie and Chilton, 2020; Verhaeghe et al., 2021). Our paper also identifies best practices
and strategies to address these challenges, such as establishing an IT/OT convergence Centre of Excel-
lence (CoE), adopting a risk-based approach, and fostering a culture of change (AWS, 2022; Bronson,
2022; Hayes, 2020).

By providing a comprehensive overview of governance challenges and strategies in IT/OT convergence,
our paper extends existing knowledge in the field and offers valuable insights for practitioners seeking
to navigate the complexities of digital transformation in the industrial sector. The findings contribute to
the development of more effective governance frameworks and practices that can support successful
IT/OT convergence initiatives.

The remainder of this paper is structured as follows: Section 2 provides background information on key
concepts related to IT/OT convergence and governance. Section 3 describes the research methodology
employed in this paper. Sections 4 presents the findings from the academic and practitioner literature,
respectively. Section 5 discusses the implications of these findings and identifies gaps for future re-
search. Finally, Section 6 concludes the paper by summarizing the main contributions and limitations of
our paper.

2 Background

2.1 ITvs. OT

IT encompasses all information processing technologies and related services, including hardware, soft-
ware, networks, and databases (Reynolds, 2016). IT applications manage and protect data involved in
various organizational processes like Enterprise Resource Planning and Customer Relationship Man-
agement (Shilenge and Telukdarie, 2022).

OT - sometimes known as Operations Technology — refers to hardware and software that directly mon-

itor and control physical devices and industrial processes. OT is commonly used in systems like Indus-
trial Control Systems (ICS), Distributed Control Systems, Programmable Logic Controllers, or
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Supervisory Control and Data Acquisition (SCADA) systems, which are integral to managing industrial
equipment (Cisco, 2022; Garimella, 2018).

2.2 IT/OT convergence and related terms

IT/OT convergence involves linking OT with IT systems to integrate directly into organizational pro-
cesses. This convergence aims to merge, i.e., integrate, IT and OT systems and functionalities (Ehie and
Chilton, 2020). IT/OT alignment refers to the process adjustments during IT/OT convergence, whereas
IT/OT integration defines the final state of a fully integrated IT and OT environment (Gartner, 2023a,
2023b).

2.3 IT governance

IT governance involves measures, procedures, and principles ensuring that IT supports the organiza-
tion's goals effectively and responsibly (Meyer et al., 2003). It is focused on aligning IT development
with business strategies and objectives and establishes the critical link between IT and business strate-
gies, primarily overseen by the board of directors (Haes and van Grembergen, 2005).

3 Methodology

To provide a comprehensive overview of IT/OT convergence and its relation to governance, both a
semi-structured database search for academic literature and a web search for practitioner literature were
conducted.

3.1 Database search for academic literature

The literature search utilized the databases AlSeLibrary, Google Scholar, IEEEXplore, and Scopus fo-
cusing on literature published between January 2018 and beginning of 2023. The search targeted publi-
cations related to IT/OT convergence and governance with the query:

(("1IT OT" OR "OT IT" OR ("Information Technology" AND "Operational Technology") OR ("Opera-
tional Technology" AND "Information Technology™)) AND ("Convergence" OR "Governance")).

In IEEEXplore and Scopus, the query was limited to the title, abstract, and keywords, while AlSeLibrary
searched in all fields since a limitation on title, abstract, and keywords is not supported. Google Scholar's
search was limited to titles only to manage the scope of results.

This process yielded 131 contributions. After excluding non-English or non-German articles, inaccessi-
ble texts, and duplicates, and removing irrelevant or tangentially related papers, 37 publications re-
mained, with four specifically addressing governance. The majority of these were journal articles, with
significant contributions in 2021 as displayed in Figure 1.
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Figure 1. Year of publication — academic literature
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3.2 Web search for practitioner literature

The exploratory web search aimed to capture the practitioner's perspective on IT/OT convergence, par-
ticularly from consultancies. No date restrictions were applied. Titles and content were initially scanned
to assess relevance, resulting in 16 articles that addressed IT/OT convergence and often included dis-
cussions of governance.

Most articles were sourced from prominent consulting firms like Accenture, Deloitte, and McKinsey &
Company. Publications from this search primarily appeared in 2021 as displayed in Figure 2, with no-
table contributions also coming from renowned companies such as Amazon Web Services (AWS) and
Cisco.

Number of
publications

O P N W -~ 01 O
1

2020 2021 2022 no date
Figure 2. Year of publication — practitioner literature

Both the academic and practitioner findings will be synthesized to illuminate current trends and issues
in IT/OT convergence and governance.

4 Findings

4.1 Academic literature

A review of the academic literature shows a predominant focus on security, technology, infrastructure
and architecture approaches to IT/OT convergence, with only a fraction addressing governance in dif-
ferent contexts. Our paper focuses primarily on governance, while briefly touching on other aspects.
Publications are categorised into security, technology and infrastructure, architecture and governance,
with some covering more than one topic. Each sub-chapter is introduced by a brief summary of the
findings.

411 Characterization of IT/OT convergence

The existing literature on IT/OT convergence outlines the requirements, benefits, challenges, and key
enablers of this phenomenon. It emphasises the importance of consistent alignment, communication,
and adaptability between IT and OT departments to overcome organisational, infrastructural, and secu-
rity challenges and achieve sustainable convergence.

Khan et al. (2022) outline IT/OT convergence requirements including extensive asset distribution, stand-
ards for data exchange, significant data processing needs, centralized data delivery, and system moni-
toring and maintenance.

The benefits of convergence include enhanced monitoring, data accuracy, real-time system availability,
transparency, efficient asset management, improved decision-making, and energy savings (Garimella,
2018; Zahran et al., 2021). These lead to improved collaboration, more precise key performance indica-
tors (KPIs), automated workflows, better utilization of machinery, and lower maintenance costs (Corradi
et al., 2022; Dhlamini and Mawela, 2022).
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However, challenges persist, primarily the siloed nature of IT and OT departments, which foster dispar-
ate practices, priorities, and governance structures (Dhlamini and Mawela, 2022; Garimella, 2018). This
separation contributes to security vulnerabilities and integration issues, alongside resistance to change
from employees fearing job loss (Dhlamini and Mawela, 2022).

Gharpure et al. (2022) categorize convergence challenges into organizational, infrastructural, and secu-
rity domains. Organizational issues stem from communication gaps and diverse KPIs, while infrastruc-
ture challenges relate to outdated systems struggling to keep pace with technological advancements and
high update costs. These factors make OT systems especially prone to cyber-attacks, heightening secu-
rity risks (Dhlamini and Mawela, 2022; Gharpure et al., 2022).

Key enablers for overcoming these challenges include integrating IT operations into core business pro-
cesses, cross-functional employee training, organizational restructuring, and a metrics-driven strategy
(Corradi et al., 2022; Dhlamini and Mawela, 2022). Garimella (2018) highlights the benefits of data
guality management solutions, such as standardized OT protocols and enhanced cybersecurity measures,
for smoother IT/OT integration. Consistent alignment, communication, and adaptability between IT and
OT departments are crucial for sustainable convergence (Gharpure et al., 2022).

41.2 Security

The existing literature highlights the increasing security concerns associated with IT/OT convergence,
particularly in Cyber Physical Systems (CPS) across various sectors. Researchers are actively develop-
ing risk assessment tools, secure infrastructures, and advanced detection systems to address these chal-
lenges and ensure robust cybersecurity strategies in Industry 4.0 and critical infrastructure environments.

Progoulakis et al. (2021) highlight CPS security in the maritime sector, while Chattha et al. (2021) dis-
cuss real-time safety testing using CPS. Hollerer et al. (2021) explore the merging of IT and OT's im-
pacts on safety and security within Austrian industry, emphasizing risk management and secure infra-
structures.

Zahran et al. (2021) and Kanamaru (2021) present systems for Industrial Internet of Things (110T) risk
assessment, addressing security concerns in industrial automation. Mubarak et al. (2021) have developed
technologies for real-time ICS cyber-attack detection, reflecting the increasing threats due to IT/OT
convergence.

Trifonov et al. (2021) discuss the adaptability of IT security systems for industrial use, integrating arti-
ficial intelligence for enhanced security measures. Mantravadi et al. (2020) and Shah (2019) focus on
designing secure infrastructures for Industry 4.0 and critical infrastructures, respectively, underscoring
the need for robust cybersecurity strategies.

Furthermore, Rosa et al. (2021) review anomaly detection frameworks for SCADA systems, demon-
strating advances in intrusion detection. Muguira et al. (2020) and Azarmipour et al. (2020) explore
secure data transmission technologies, emphasising the importance of secure gateways and cryptog-
raphy in maintaining secure IT/OT interactions.

41.3 Technology and infrastructure

The literature demonstrates that researchers are developing various tools, frameworks, and models to
address the challenges and opportunities associated with IT/OT convergence. These include enhancing
communication, data management, and system maintenance in Industry 4.0 and IloT environments.

Pokhrel and Garg (2021) explore wireless communication in Industry 4.0, developing a deep Q-network
to enhance multipath communication for smart manufacturing. Garimella (2018) presents a case study
on the implementation of IT/OT convergence in an electrical utility context, outlining the associated
benefits and challenges. Scheffer et al. (2021) subsequently investigate the use of augmented reality for
maintaining IT/OT systems, with a particular focus on digital trains, and demonstrate how this can
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enhance failure resolution. The and Kuusk (2021) analyse digital transformation in Industry 4.0, extend-
ing the ISA95 framework to include data management under the RAMI 4.0 model.

Corradi et al. (2022) developed a software prototype to support reliable data management for small to
medium-sized enterprises in manufacturing, facilitating internal and external data exchange. Saurav et
al. (2021) developed SCADA WebView, a distributed web-based enterprise transmission engine, with
the objective of enhancing IT/OT data interactions.

Koorapati et al. (2022) concentrated on the creation of a unified ontology for Internet of Things (IoT)
ecosystems within enterprises, with the intention of addressing IT/OT convergence challenges. Khan et
al. (2022) propose a digital twin model for the 10T with the objective of centralising and analysing data,
thereby streamlining the processes of IT/OT convergence.

4.1.4 Architecture

The literature indicates that researchers are engaged in the active exploration and development of archi-
tectures, middleware solutions, and frameworks with the objective of facilitating and optimising the
convergence of IT and OT. This is being addressed through the identification and resolution of chal-
lenges such as security, real-time performance, and the management of centralised data.

Akerberg et al. (2021) discuss future scenarios for process automation and the evolving architecture of
factories. Patera et al. (2021) propose a two-layered middleware architecture tailored for IT and OT
integration, accompanied by software solutions that support these functions. Foschini et al. (2021) in-
troduce a software-defined network architecture that enhances IT/OT convergence and assess its resili-
ence against denial-of-service attacks. Pop et al. (2021) present a fog computing platform designed for
I1oT applications that facilitates IT/OT convergence. Kourtis et al. (2022) develop a prototype architec-
ture for Industry 4.0 and 5G systems that integrates various OT devices on the factory floor. Shilenge
and Telukdarie (2022) propose an optimised IT/OT integration architecture based on the RAMI 4.0
framework, with a particular focus on the management of centralised data and the real-time performance
of the system. Lara et al. (2019) extend the enterprise architecture modelling language ArchiMate 3.0
to include OT, thereby enhancing the capabilities of enterprise modelling.

41.5 Governance

Relationship of IT governance to IT/OT convergence and loT

Ehie and Chilton (2020) examine the influence of IT governance, IT/OT infrastructure, and interopera-
bility, in conjunction with staff collaboration, on the convergence of IT and OT and the adoption of IoT.
They define interoperability as the capability of distributed systems to communicate. The survey in-
volved 239 U.S. manufacturing firms, with respondents including Chief Executive Officers, Chief In-
formation Officers (CIOs), IT directors, and senior IT specialists. The key findings indicate that IT gov-
ernance, infrastructure, and system interoperability are crucial for IT/OT convergence, with a positive
effect on it. In contrast, staff collaboration did not directly correlate with convergence, but was signifi-
cant when linked with IT governance, suggesting a major influence through joint development. Ehie and
Chilton (2020) also indicate a strong connection between IT/OT convergence and IoT adoption, high-
lighting a significant mediation effect of convergence.

Implementation model for IT/OT convergence
Gharpure et al. (2022) outline a multi-dimensional implementation model for IT/OT convergence tai-
lored to organizational maturity levels. The model encompasses five phases:

(1) Baseline and Awareness: Evaluate systems, establish a company-specific baseline, and define the
integration team, ensuring transparent communication to all stakeholders.
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(2) Trust Building and Buy-In: Address major organizational changes, build consensus on the need for
convergence, and introduce collaborative management processes to handle ownership issues and en-
hance competitiveness.

(3) Process and Governance Model: Develop KPIs and standardized plans, including software govern-
ance, lifecycle management, and cybersecurity strategies. Introduce a governance hierarchy to mitigate
security risks.

(4) Convergence: Achieve data flow and visibility between IT and OT, enhancing transparency along
the supply chain and real-time decision-making.

(5) Standardization and Optimization: Following convergence, integrate all components, including re-
sources and stakeholders, into a networked structure to streamline processes, reduce personnel needs,
and incorporate stakeholder feedback into continuous improvement.

The implementation emphasizes culturally sensitive leadership and the establishment of a clear govern-
ance structure during phases two and three to support effective IT/OT convergence.

Critical success factors for IT/OT convergence in the energy sector

Dhlamini and Mawela (2022) emphasise the significance of IT/OT convergence, particularly for smart
grid implementations in the energy sector where seamless data exchange between IT and OT is crucial.
The study included an online survey of 30 participants from both IT and OT departments and two semi-
structured interviews with department managers. However, it should be noted that all participants were
from the same organisation.

The findings indicated a disparity in the understanding and vision of IT/OT convergence. Two-thirds of
participants understood the concept, but fewer than half had a clear vision for it. Nevertheless, over half
of the respondents acknowledged the existence of clearly defined roles for collaboration. The presence
of information silos, identified through poor communication and differing skills among teams, high-
lights the necessity for cross-functional training.

Dhlamini and Mawela (2022) identified four critical success factors for IT/OT convergence: (1) Clearly
defined and possibly revised roles for IT and OT; (2) A unified reporting structure under a single head
or a merged department; (3) Consolidated support groups for IT and OT reporting directly to a ClO or
Chief Technology Officer; and (4) Cross-functional, multi-skilled team members.

These factors underscore the central role of effective governance in ensuring successful IT/OT conver-
gence, as proper role definition and unified reporting structures are pivotal.

Technology, organization, and people as governance dimensions

In their study, Kuusk and Gao (2021) present a framework that facilitates data-driven decision-making
through the integration of IT, OT, and loT. This framework targets improvements in time and cost effi-
ciencies during digital transformation in engineering asset management organisations. It is observed that
there has been a historical separation of IT and OT, which have developed distinct characteristics in
information and operational technology, organisational processes, and personnel aspects.

The research, which is based on seven case studies and a comprehensive Delphi survey involving tech-

nology and engineering experts, identifies critical factors across three governance dimensions: technol-

ogy, organisation, and people. The key factors include:

(1) Technology: Interoperability, IT architecture, data modeling, technology security.

(2) Organization: Resource management, project and risk management, information quality, strategic
alignment.

(3) People: Training, skills and knowledge, roles.

These dimensions and factors serve to illustrate the diverse challenges and necessities in the integration
of IT and OT. This, in turn, suggests that governance in digital integration must encompass comprehen-
sive organisational and human resource strategies. Despite focusing on data integration, Kuusk and Gao
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(2021) emphasise the broader governance implications of IT/OT convergence, particularly in opera-
tional management, where the existing literature is limited.

4.2 Practitioner literature

As we could identify few academic papers on IT/OT convergence, we also conducted an exploratory
search for relevant high quality practitioner literature. The analysis of the practitioner literature showed
that most of the articles can be divided into the categories of benefits, challenges and key success factors.
Some articles also addressed the issue of governance. The results are therefore structured according to
these categories and supplemented by an overview of the characterisation of IT/OT convergence in the
practitioner literature. Each sub-chapter is introduced by a brief summary of the findings.

Characterization of IT/OT convergence

The practitioner literature characterizes IT/OT convergence as a critical strategic initiative that requires
a comprehensive approach involving organizational, technical, and operational aspects to bridge the
historical silos between IT and OT, and highlights the importance of leadership, collaboration, and gov-
ernance in achieving successful integration.

Bronson (2022) highlights IT/OT convergence as critical for competitive advantage, especially in sec-
tors like manufacturing and energy. Bigelow and Lutkevich (2024) extend its importance to other in-
dustries, including utilities, transportation, retail, and more, emphasizing the need for a comprehensive
strategy involving organizational, technical, and operational phases to bridge IT and OT.

Hayes (2020) also underscores IT/OT integration as pivotal for enhancing profitability, efficiency, and
reliability. Key phases include increasing collaboration between IT and OT teams, converging security
and management architectures, and updating infrastructures and technologies to support ongoing devel-
opment.

Historically, IT and OT have operated independently, creating silos and fragmented systems due to
minimal cooperation (Wennmann, 2021; Yokogawa, 2021). These silos pose significant challenges to
digital transformation and convergence (BCG Platinion, 2021).

Approaches to IT/OT integration vary, including separate networks, segregated networks, or fully inte-
grated environments (Bigelow and Lutkevich, 2024). Yokogawa (2021) discusses several structuring
models such as IT/OT interfaces, combined departments, cross-functional teams, and integrated manu-
facturing IT teams, which often involve a CTO or similar leadership roles to bridge gaps between IT
and OT.

Significant differences in security priorities exist between IT and OT. IT prioritizes data confidentiality,
while OT focuses on operational availability and data integrity (Bigelow and Lutkevich, 2024; Coombs,
2022). Additionally, their roles in the organization diverge, with IT supporting communication and busi-
ness operations and OT focusing on operational processes and outcomes.

Stakeholders in IT/OT convergence include business leaders, top management, IT departments, and op-
erational personnel (Wennmann, 2021). For successful integration, leadership should be well-informed
about the benefits, challenges, and risks associated with convergence (Bronson, 2022).

Verhaeghe et al. (2021) stress the importance of not only addressing technological changes but also
redesigning processes and landscapes to enhance collaboration and governance for successful IT/OT
convergence.

Benefits of IT/OT convergence

The practitioner literature highlights numerous benefits of IT/OT convergence, including increased ef-
ficiency, reduced costs, enhanced transparency, improved decision-making, and optimized performance
across various industries, achieved through the integration of data, processes, and systems.
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IT/OT convergence is widely recognized for enhancing efficiency and reducing costs across multiple
industries (AWS, 2022; Bigelow and Lutkevich, 2024; Bronson, 2022; Cisco, 2022; Hayes, 2020; Y oko-
gawa, 2021). Key advantages include breaking down IT and OT silos, increasing transparency and
awareness of assets and operational processes, and improving the application landscape (Bigelow and
Lutkevich, 2024; Bronson, 2022; Cisco, 2022; Hayes, 2020; Verhaeghe et al., 2021).

Enhanced data exchange along the supply chain fosters easier data analysis, more comprehensive mon-
itoring, predictive maintenance, and subsequently, more effective and real-time decision-making and
reporting (AWS, 2022; Bigelow and Lutkevich, 2024; Cisco, 2022; Verhaeghe et al., 2021).

Additional benefits include better compliance, more efficient asset management, enhanced support, re-
duced unplanned downtimes, and improved automation which collectively boost overall performance
and productivity (Bigelow and Lutkevich, 2024; Bronson, 2022; Cisco, 2022; Yokogawa, 2021).

Table 1 summarizes the most frequently mentioned benefits associated with IT/OT convergence.

Nr. | Benefits Publication outlets

1 Reduction of costs AWS, 2022; Bigelow and Lutkevich, 2024; Bronson,
2022; Cisco, 2022; Hayes, 2020; Yokogawa, 2021

2 Better performance and productivity Bronson, 2022; Cisco, 2022; Hayes, 2020; Verhaeghe
etal., 2021; Yokogawa, 2021

3 More transparency/visibility Bigelow and Lutkevich, 2024; Bronson, 2022; Cisco,
2022; Hayes, 2020; Verhaeghe et al., 2021

4 More predictive maintenance Cisco, 2022; Bigelow and Lutkevich, 2024; Verhaeghe
etal., 2021

5 Less siloed departments/breaking down Bigelow and Lutkevich, 2024; Bronson, 2022

IT/OT silos
6 Fast and more direct decision making AWS, 2022; Verhaeghe et al., 2021
7 More complete monitoring Bigelow and Lutkevich, 2024; Cisco, 2022
Table 1. Benefits of IT/OT convergence from practitioner literature

Challenges of IT/OT convergence

The practitioner literature highlights that IT/OT convergence faces significant challenges due to organ-
izational and technical silos, conflicting priorities and cultures, and cybersecurity risks arising from the
integration of legacy OT systems with IT, necessitating robust security measures and a shared vision for
collaboration to overcome these hurdles.

While IT/OT convergence offers significant benefits, it also presents substantial challenges including
engineering, management, and cybersecurity issues (Mahajan et al., 2022). Organizational and technical
silos lead to independent department structures, isolated processes, and communication barriers, along
with divergent protocols and standards (Bigelow and Lutkevich, 2024; Bronson, 2022; Yokogawa,
2021).

The segregated IT and OT teams often have conflicting priorities, perspectives, cultures, and strategies.
Additionally, differing skill sets and limited cross-departmental insight create knowledge islands and
hinder effective integration (AWS, 2022; Bigelow and Lutkevich, 2024; Bronson, 2022; Verhaeghe et
al., 2021; Yokogawa, 2021). A lack of a shared vision for collaboration, or an overly ambitious one,
further complicates convergence efforts (Verhaeghe et al., 2021).

Operational divides result in sporadic data exchange and integration challenges, with difficulties in de-
vice communication and system integration, especially when merging old systems with new (Bigelow
and Lutkevich, 2024; Chang et al., 2022; Verhaeghe et al., 2021; Yokogawa, 2021). The slower evolu-
tion of OT compared to IT, alongside legacy systems that are often outdated and poorly maintained,
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poses significant cybersecurity risks. These risks are exacerbated by the increased connectivity required
for IT/OT convergence, elevating the potential for industrial espionage and sabotage (AWS, 2022; Bi-
gelow and Lutkevich, 2024; Mahajan et al., 2022; Verhaeghe et al., 2021; Yokogawa, 2021). Thus,
ensuring robust cybersecurity and information security measures becomes paramount (Wennmann,
2021).

Table 2 summarizes the most frequently mentioned challenges associated with IT/OT convergence.

Nr. | Challenges Publication outlets
1 Security challenges — cybersecurity AWS, 2022; Bigelow and Lutkevich, 2024; Bronson, 2022;
and information security Kiener et al., 2021; Mahajan et al., 2022; Verhaeghe et al.,
2021; Wennmann, 2021; Yokogawa, 2021, 2022
2 Different skillset/competencies AWS, 2022; BCG Platinion, 2021; Coombs, 2022; Y oko-
gawa, 2021, 2022
3 Organizational and technical silos Bigelow and Lutkevich, 2024; Chang et al., 2022; Yoko-

gawa, 2021, 2022

4 Lack of collaboration between IT and AWS, 2022; Bigelow and Lutkevich, 2024; VVerhaeghe et
OT teams/segregated IT and OT teams | al., 2021; Yokogawa, 2021

5 Different priorities and perspectives AWS, 2022; Bigelow and Lutkevich, 2024; BCG Platinion,

2021
6 OT legacy systems/different asset and Bigelow and Lutkevich, 2024; Yokogawa, 2021; Cisco,
software lifespan 2022
7 Conflicting cultures Yokogawa, 2022; Hayes, 2020
Table 2. Challenges of IT/OT convergence from practitioner literature

Governance in the context of IT/OT convergence

The practitioner literature emphasizes the crucial role of governance and cultural change in IT/OT con-
vergence, highlighting the need for a comprehensive governance framework, clear definition of roles
and responsibilities, and centralized management under 1T leadership or a CoE to effectively address
the challenges of integration.

Governance and cultural change are crucial for IT/OT convergence (Sivasubramaniyan, 2021). Kiener
et al. (2021) note the primary challenge lies not in technology but in adapting responsibilities and or-
ganizational cultures. Governance must be initiated and maintained at management levels to mitigate
non-technical weaknesses (Kiener et al., 2021).

The role of IT managers, particularly ClOs, is becoming more strategic, heavily influenced by IT/OT
convergence (Naef, 2020a). Traditionally, C1Os handle enterprise IT while Chief Operating Officers or
Chief Technology Officers manage operational technology. This separation is diminishing as integration
progresses (Naef, 2020b; Chang et al., 2022).

Currently, most organizations lack a comprehensive governance framework that unifies IT and OT strat-
egies (Chang et al., 2022). Effective governance involves defining roles, responsibilities, and security
measures for critical processes (Hayes, 2020). Industrial cybersecurity, a governance issue, requires
enhanced coordination and a pragmatic focus on people and processes (Hayes, 2020).

Centralized data and communications management under overarching IT governance can harmonize
technology across enterprises, leveraging synergies and minimizing data silos (Wennmann, 2021). Ma-
hajan et al. (2022) emphasize the importance of establishing clear governance structures to define cross-
functional roles and responsibilities, especially in OT security.

While joint governance is generally supported, there is debate over its implementation and leadership.
Some advocate for IT, particularly the CIO, to lead, ensuring innovations in OT; others suggest
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leadership should be more collaborative or even outsourced to leverage external expertise (Chang et al.,
2022; Naef, 2020b; Yokogawa, 2021). Coombs (2022) describes a centralized IT/OT model via a CoE
that combines local IT and OT staff to provide standardized solutions across the organization.

Key success factors for IT/OT convergence

The practitioner literature highlights that the key success factors for IT/OT convergence include the
formation of multidisciplinary teams, clearly defined roles and responsibilities, the establishment of a
CoE to govern integration, and the implementation of organizational and cultural changes to promote a
unified approach, all while considering the unique context of each organization.

Successful IT/OT convergence varies by organization, depending on factors like location, size, and dig-
ital maturity (Wennmann, 2021; Yokogawa, 2021). Critical to success is the integration of IT and OT
into multidisciplinary teams to facilitate joint projects and skill sharing, enhancing mutual understanding
and capabilities (AWS, 2022; BCG Platinion, 2021; Hayes, 2020; Sivasubramaniyan, 2021).

Clearly defined roles and responsibilities help maintain focus on collaboration benefits and ensure con-
sistent implementation across the organization (AWS, 2022; Bigelow and Lutkevich, 2024; Bronson,
2022; Chang et al., 2022). Establishing a CoE is recommended to govern integration, manage risks, and
optimize value through shared goals and open communication (AWS, 2022; Chang et al., 2022; Ver-
haeghe et al., 2021).

The CoE also plays a pivotal role in educating employees, driving innovation, and disseminating best
practices across business and manufacturing sectors (AWS, 2022; Sivasubramaniyan, 2021). Organiza-
tional and cultural adjustments are necessary to redefine interfaces between IT and OT, promoting a
unified approach to achieving common goals and enhancing cross-functional interactions (Coombs,
2022; Kiener et al., 2021; Verhaeghe et al., 2021).

Finally, defining and measuring common KPIs across IT and OT is crucial to track success, productivity,
and performance, supported by tools that improve visibility and control over assets (AWS, 2022; Chang
etal., 2022).

Table 3 summarizes the most frequently cited recommendations.

Nr. | Key Success Factor Publication outlets

1 Defined roles and responsibilities AWS, 2022; Bigelow and Lutkevich, 2024; Bronson, 2022;
Chang et al., 2022; Wennmann, 2021; Hayes, 2020; Mahajan
et al., 2022

2 Provide training/skill transformation | AWS, 2022; Bigelow and Lutkevich, 2024; Bronson, 2022;
Chang et al., 2022; Cisco, 2022; Kiener et al., 2021

3 Establish common governance AWS, 2022; Chang et al., 2022; Wennmann, 2021; Hayes,
2020; Mahajan et al., 2022; Kiener et al., 2021

4 Build multi-discipline IT/OT teams AWS, 2022; Wennmann, 2021; Hayes, 2020; BCG Platinion,
2021; Sivasubramaniyan, 2021

Establish CoE AWS, 2022; Chang et al., 2022; Verhaeghe et al., 2021
Perform organizational change Wennmann, 2021; Coombs, 2022; Kiener et al., 2021;
Verhaeghe et al., 2021

Perform cultural change Wennmann, 2021; Hayes, 2020; Verhaeghe et al., 2021
Establish common KPIs/monitoring AWS, 2022; Chang et al., 2022; Wennmann, 2021

9 Use (the right) tools AWS, 2022; Bigelow and Lutkevich, 2024; Bronson, 2022

10 Establish risk management AWS, 2022; Wennmann, 2021; Kiener et al., 2021

Table 3. Key success factors for IT/OT convergence from practitioner literature
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5 Discussion

The findings from the academic and practitioner literature provide insights into the complex nature of
IT/OT convergence and its associated governance challenges. The academic literature predominantly
addresses security, technology, infrastructure, and architectural approaches to IT/OT convergence,
whereas the practitioner literature emphasises the benefits, challenges, and key success factors.

One of the key themes that emerges from both the academic and practitioner literature is the importance
of effective governance in achieving successful IT/OT convergence. The academic literature highlights
the crucial role of IT governance, infrastructure, and system interoperability in positively affecting
IT/OT convergence (Ehie and Chilton, 2020). Gharpure et al. (2022) propose a multi-dimensional im-
plementation model that emphasises the establishment of a clear governance structure during the trust-
building and process development phases. Similarly, Dhlamini and Mawela (2022) identify critical suc-
cess factors such as clearly defined roles, unified reporting structures, consolidated support groups re-
porting directly to executive management, and cross-functional teams, underscoring the central role of
effective governance.

The practitioner literature stresses the significance of governance and cultural change for successful
IT/OT convergence even more (Sivasubramaniyan, 2021). Kiener et al. (2021) posit that the primary
challenge lies in adapting responsibilities and organisational cultures, rather than technology itself. The
importance of defining roles, responsibilities, and security measures for critical processes is emphasised
(Hayes, 2020). Centralised data and communications management under overarching IT governance is
seen as a way to harmonise technology across enterprises (Wennmann, 2021).

However, there is a lack of consensus regarding the implementation and leadership of joint governance.
Some argue that the C10O should head this initiative, while others propose a more collaborative approach
or even outsourcing to leverage external expertise (Chang et al., 2022; Coombs, 2022; Naef, 2020b;
Yokogawa, 2021). This underscores the necessity for organisations to meticulously assess their distinc-
tive circumstances and requirements when establishing governance frameworks for IT/OT convergence.

Another key theme that emerges from the literature is the importance of addressing organisational and
cultural challenges. The academic literature identifies the siloed nature of IT and OT departments as a
major challenge, leading to different practices, priorities and governance structures (Dhlamini and
Mawela, 2022; Garimella, 2018). The practitioner literature also highlights organisational and technical
silos, separate IT and OT teams, and conflicting priorities and perspectives as major challenges (AWS,
2022; Bigelow and Lutkevich, 2024; Bronson, 2022).

To overcome these challenges, the literature emphasises the importance of integrating IT and OT into
multidisciplinary teams, clearly defining roles and responsibilities, and establishing a CoE to govern
integration and manage risk (AWS, 2022; BCG Platinion, 2021; Hayes, 2020; Sivasubramaniyan, 2021).
Organisational and cultural adjustments are seen as necessary to redefine the interfaces between IT and
OT and promote a unified approach to achieving common goals (Coombs, 2022; Kiener et al., 2021;
Verhaeghe et al., 2021).

The literature also highlights the increasing security concerns associated with IT/OT convergence, par-
ticularly in CPS across different sectors. The academic literature emphasises the development of risk
assessment tools, secure infrastructures and advanced detection systems to address these challenges
(Progoulakis et al., 2021; Zahran et al., 2021; Mubarak et al., 2021). The practitioner literature also
identifies security challenges as a major concern, with the slower evolution of OT compared to IT and
legacy systems posing significant cybersecurity risks (AWS, 2022; Bigelow and Lutkevich, 2024; Ma-
hajan et al., 2022).

To address these security challenges, the practitioner literature suggests establishing clear governance
structures to define cross-functional roles and responsibilities, especially in OT security (Mahajan et al.,
2022). Centralised data and communication management under overarching IT governance is also seen
as a way to minimise data silos and improve security (Wennmann, 2021).
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In terms of technology and infrastructure, the academic literature shows the development of various
tools, frameworks and models to address the challenges and opportunities associated with IT/OT con-
vergence (Pokhrel and Garg, 2021; Corradi et al., 2022; Koorapati et al., 2022). The practitioner litera-
ture also highlights the importance of using the right tools and establishing common KPIs and monitor-
ing to track success, productivity and performance (AWS, 2022; Chang et al., 2022).

Overall, the findings from the academic and practitioner literature provide a comprehensive understand-
ing of the complex nature of IT/OT convergence and the associated governance challenges. The litera-
ture highlights the importance of effective governance, addressing organisational and cultural chal-
lenges, ensuring robust cybersecurity measures, and deploying appropriate technology and infrastruc-
ture to achieve successful IT/OT convergence.

However, there are some gaps and limitations in the current literature. The academic literature focuses
primarily on security, technology, infrastructure and architectural approaches, with limited attention to
governance aspects. The practitioner literature, while providing valuable insights into the benefits, chal-
lenges and key success factors, lacks the depth and rigour of academic research.

6 Conclusion

This paper explores IT/OT convergence with a focus on governance. Security and architectural ap-
proaches are prevalent in academic literature, where governance is less emphasized. Conversely, gov-
ernance gains significant attention in practitioner literature, often recommending the establishment of a
CoE to implement common governance strategies.

Despite limited commonality between academic and practitioner perspectives on governance, both rec-
ognize its importance for successful IT/OT convergence. Our paper also discusses the key benefits,
challenges, and governance approaches for IT/OT convergence, noting the limited common findings but
highlighting their significance.

Our literature review faces limitations such as potential omissions despite extensive database searches
and potential subjective biases during the selection process. This suggests opportunities for future re-
search, particularly in filling the documented gaps about governance in academic literature and exam-
ining the practical implementation of IT/OT convergence by German CIOs and IT/OT leaders.

Future research could investigate the role of IT leadership in governing IT/OT convergence, considering
the common assumption of IT leaders' involvement in directing cross-functional teams and governance
structures. This area's exploration might clarify why IT leaders are frequently chosen to lead these ini-
tiatives. Furthermore, future research could focus on developing comprehensive governance frame-
works that address the specific challenges and requirements of IT/OT convergence. Case studies and
empirical research could provide valuable insights into the practical implementation of governance
structures and their impact on the success of IT/OT convergence initiatives.

Disclaimer

Artificial intelligence (Al) tools, namely ChatGPT, Claude, and DeepL Write, were employed in the
preparation of this paper. These Al assistants were primarily used to enhance the language, grammar,
and overall readability of the manuscript. While the content, ideas, and research presented in this paper
are the original work of the authors, it is important to acknowledge the use of these Al tools as a support
in the writing process. However, the authors have carefully reviewed and edited the Al-generated con-
tent to ensure the accuracy, integrity, and quality of the final paper. The use of Al tools was intended to
improve the clarity and presentation of the research and does not diminish the academic contribution or
originality of the work. The authors take full responsibility for the content and conclusions presented in
this paper.
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