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ABSTRACT
The global cost of cybercrime is estimated to reach $10 trillion by 2025. To perpetuate
cybercrime, cybercriminals often use darknet markets, which are online platforms where
cybercriminals sell, purchase, and trade stolen products and hacking tools. This study is a
research in progress that focuses on analyzing darknet markets to identify key actors and
understand their networks, interactions, and emergent themes. The study hopes to increase our
understanding of the nature of criminal activities, add to the literature, and provide insights that

may help stakeholders build tools for disrupting or preventing activities on the darknet.
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INTRODUCTION

The global cost of cybercrime is estimated to reach $10 trillion by 2025 (Morgan, 2020).
According to the Federal Bureau of Investigations' annual Internet Crimes Report, cybercrime
amounted to a $3.5 billion loss to organizations and individuals in the United States (FBI, 2020).
To perpetuate cybercrime, cybercriminals use darknet markets, which are online platforms where
cybercriminals sell, purchase, and trade stolen products and hacking tools. Strategies to analyze
darknet markets are needed to address and mitigate these crimes. Given the prevalence and
impact of cybercrime on individuals and organizations, there is a growing interest in
understanding their structure and building tools to disrupt these activities (Mahmood et al.,
2010). The disruption of these criminal activities is so crucial that it is a part of the Department
of Homeland Security's (DHS) Criminal Investigations and Network Analysis Center's (CINA)
mission.

This study focuses on the network analysis of darknet markets to understand their
networks and on topic modeling to understand the content of their interactions. The body of
research on darknet market analysis is small but growing (Benjamin et al., 2019). Darknet
markets (DNM) and their transactions are viewed as digital traces that provide criminal
investigations, law enforcement, and researchers with ample data to analyze (Aldridge & Askew,
2017).

In this research in progress, the objective is to analyze darknet networks and identify key
actors and the content of their interactions. This study’s analysis hopes to add to the literature,
contributing to the understanding of darknet networks and the nature of criminal activities

through the identified themes, potentially providing intelligence on emerging activities.
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The rest of the paper is structured as follows; a review of online criminal networks is
provided, followed by a research method description. Then we provide a preliminary data
analysis and expected results.

RELATED WORK

DNMs are online platforms where criminals sell, purchase, and trade stolen products, illicit
services, illicit drugs, and hacking tools. DNMs are also characterized by their use of hidden
networks (e.g., Tor) and payment systems (e.g., bitcoin, escrow) that anonymize users and their
transactions. There are primarily two streams of research in the online criminal networks'
literature: forum-based hackers and darknet-based illicit traders. The literature stream on forum-
based hackers examines actors that share tools and software used in breaches, phishing, and other
related hacking of technology products. For example, Benjamin et al. (2015) provide an
overview of the threats and vulnerabilities in hacker forums that can benefit cyber threat
intelligence. Motoyama et al. (2011) empirically characterize six forums to examine their social
network properties, services, and how trust is gained or lost. Further, Holt and Lampke (2010)
analyze 300 threads from different forums used by cybercriminals, showing the wide range of
stolen data assets being traded in hacker forums. More recently, Yue et al. (2019) analyzed
hacker forums to understand the nature of cyber-attacks emanating from the forum.

The second stream is the darknet literature that examines underground marketplaces
where illicit goods and services (i.e., drugs, firearms, trafficking) are traded. Researchers have
explored criminals and their need to maintain a reputation level in order to increase their income
and longevity (Décary-Hétu et al., 2012; Décary-Hétu & Dupont, 2013). Samtani et al.(2017)
explore the connections and influence of criminals who trade illicit drugs on the darknet to

identify their malicious assets and determine key individuals.
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Social Network Analysis
Many of these studies use social network analysis to understand the social structure of actors in
stolen data markets and identify leaders and their influence within the network (Décary-Hétu &
Dupont, 2012; Holt et al., 2012; Lu et al., 2010). Social network analysis uses graph theory to
explore the structural relationships among actors in a network, represented as nodes and edges
(Samtani et al., 2017). Nodes are actors or entities, while edges are the communications between
the entities. Analyzing the nodes and edges results in centrality measures, which are rankings of
nodes within the network. Two main network centrality measures are often used to assess the
structural position and ranking of members in a network; degree and betweenness centrality.
Degree centrality identifies nodes (actors) that are leaders or experts in the network; these are
actors who disseminate the most information in the network (Ogbanufe & Kim, 2018).
Betweenness centrality is used to identify actors who are information brokers or gatekeepers in
the network. Researchers have used these measures to identify prominent and influential hackers
in a network setting. For example, Lu et al. (2010) assess the centrality of hackers in different
forums and darknet sites. In the current study, identifying darknet actors with high centrality
may serve a similar purpose; however, this study also examines topics and themes of interest in
the darknet context.
RESEARCH METHOD

The data is archival data from a darknet marketplace called Wall Street Markets (WSM).
Currently, a defunct site, WSM data provides a multi-year dataset from 2017 — 2019. The dataset
has a sample of 45,371 posts and 5,533 users. The dataset contains messages posted and the
threads in which they were posted. The Institutional Review Board (IRB) approved the use of the

archival data. Following guidelines in the DNM literature on ethical research conducted with
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data captured through the scraping of DNMs, this study anonymized usernames, paraphrased
messages, and deleted URL links (Aldridge & Askew, 2017; Décary-Hétu & Aldridge, 2015).
The data is anonymized by assigning each user a unique UserID.
PRELIMINARY DATA ANALYSIS

First, topic modeling is performed using SAS Enterprise Miner to understand the content or
themes in their interactions. We extracted 10 topics from the dataset. The topics were then
analyzed and labeled by the research team. We invited a darknet criminology domain expert to
assist in verifying the labeling of the topics. In addition, the topic labels were verified using the
DNM literature (Aldridge & Askew, 2017; Décary-Hétu & Aldridge, 2015; Morselli et al., 2017;
Tzanetakis et al., 2016). Table 1 shows the 10 extracted topics, their initial labels, and their
grouping. Group A is designated as topics where users (i.e., vendors) provide their profiles and
external link locations so others can find them. We designate Group B as products sold on the
darknet, like guides that provide other criminals with information on how to conduct a crime,
stolen social security numbers, and bank account information for sale. Group C is designated as
PGP-based conversations that reduce visibility and evade detection from law enforcement.
Groups D and E are designated as ads and shout-outs to others on the site. These groups form a
categorization of the emergent themes in the network.

Table 1: Topic Modeling Extraction of 10 Topics

Extracted Topic Label Group
[Link location], id, http, [link location] External link location A
guide, records, ssn, pack, extra Guides and SSN records B
room, chat, wallst3gidaSwtn4, bank log, fraud chat room  Bank accounts for sale B
pEp, pgp signature, begin, signature, sign PGP key C
9a7ae0b905, [link location] External link location A
order, vendor, write, know, buy Vendor information A
external, external contact, contact, allow link External contact information A
testicle, nun, eskimo, sand, smash Advertisements D
overdue, dont break, shoutouts, supermod Shoutouts and feedback E
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profile, weed, onion, wallstyizjhkrvmyj, order Weed seller profiles A

We then performed a network analysis of the data using R program. Figure 1 depicts the results,
which show the network structure. The red dots are nodes showing a visual representation of
each unique actor in the network. Each node is accompanied by a previously assigned UserID to
identify the actor. There are 5,533 unique users (red nodes). The black areas are the UserIDs

clustered together.
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Figure 1. Network Analysis Diagram.

In this diagram, there are two main communities and a few smaller communities; a
community is a cluster of nodes (Leskovec et al., 2009). The first community is the cluster of
nodes shaped in a curve. This community is full of regular actors that participate within the
network but are not interconnected with key actors. The second community, which is central in
the diagram, consists of actors with high centrality that are viewed as the key players within the
network (Abbasi et al., 2014). These actors are connected through links in which they distribute

information. The length of each link between actors varies in distance based on how close the
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relationship is. In addition, we present the analysis of key actors in the network. Tables 2 and 3
show degree centrality (leaders) and betweenness centrality (information brokers). Table 3 shows
the combined key leaders based on the highest degree and betweenness centrality values. The

results show that UserID 8671 is a leader in both degree and betweenness centrality categories.

Table 3: Degree Centrality Table 4: Betweenness Centrality Table 6: Forum Leaders
UserID Degree UserID Between Centrality UserID
5595 403188 8671 48.16 Degree 5595
8671 366810 6626 3.901 8671
5534 2330 9468 3.845 5534
5535 3 6172 3.106 Between 8671
5536 64 6491 2.016 6626
5537 3 7121 1.895 9468
5538 4 8344 1.831
5539 3 7767 1.690
5540 22 6769 1.547

5595 1.434

PRELIMINARY RESULTS AND CONCLUSION
We identified 10 major themes (e.g., PGP for visibility reduction) and key actors in the network
in the preliminary analysis. The analysis is expected to contribute to the literature (e.g., Benjamin
et al., 2019; Yue et al., 2019) and illuminate the effectiveness of social network analysis to
identify key actors and topic analysis to identify the major themes and topics of their
interactions. Given the constraints on law enforcement resources (Horton-Eddison et al., 2021), it
also allows practitioners to identify effectively actors. Given that the disruption of criminal

activities is a crucial part of law enforcement, we hope this research expands current
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understandings of darknet networks and the nature of criminal activities through the identified
themes and provides intelligence on emerging activities. By identifying and categorizing
emergent themes in the darknet, we hope that it helps stakeholders understand the techniques
actors use to communicate and avoid visibility. Since this work is a research in progress, more
analyses are planned (e.g., statistical, topic modeling with more themes, and comparison of
different darknet markets).
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