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An Exploratory Study 
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Abstract 

 

The sudden eradication of the EU vision on Self-Sovereign Identity (SSI) is the focal point of 

this study. The literature review conducted (findings in a future paper) identifies SSI's 

ontological confusion, mixing (1) what is Self-Sovereign Identity, with (2) decentralised IAM 

(Identity and Access Management) systems. This particular paper argues that Self-Sovereign 

Identity should be viewed as a neutral, technology-agnostic concept. Clarifying the meaning of 

SSI is crucial given the ongoing crisis of identity theft, an invisible crime that has become the 

most profitable activity of organised crime. It was necessary to take a step back from the 

current IS pragmatist approach and work without an empirical net, thus pushing Information 

Systems research to its “edges”. We use “high-level theorising”, grounded on engaged 

scholarship and applied philosophy as a research framework with intuition and metacognition 

informing our research approach. The findings support the neutrality and dichotomy of Self-

Sovereign Identity and introduce an initial quantitative instrument to measure the SSI level of a 

nation. The subsequent steps of this ongoing research include proposing a unified perspective of 

SSI and its overall implications, using “provocatype designs” for critical reflections regarding 

the societal consequences of the EU SSI/AIM solutions/technologies, alongside 

recommendations for defensive and offensive measures to counteract identity theft and 

organised crime. Ultimately, Self-Sovereign Identity is framed as a matter of freedom and 

human rights.   

 

Keywords: Self-Sovereign Identity; IAM-Identity and Access Management; Identity Theft; 

Organised Crime. 
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I. Introduction  

 

The sudden eradication of the EU vision on Self-Sovereign Identity (SSI) from key websites on 

Digital Identity and Digital Blocks prompted the development of this paper.  

The literature review conducted (findings in a future paper) identifies SSI's ontological 

confusion, mixing 1) what is Self-Sovereign Identity, with (2) decentralised IAM (Identity and 

Access Management) systems. The European Union is launching a new digital IAM (Identity 

and Access Management), with improved KYC (Know-Your Customer) mechanisms. This new, 

interoperable IAM system is based on three key pillars: the EUID Digital Wallet, Verifiable 

Credentials and EBSI (European Blockchain Service Infrastructure), as the European registry of 

trusted Issuers of verifiable credentials. However, there is no mention anymore o the SSI vision, 

though a lot of funding (yet to be ascertained) was channelled to the Early Adopters Program of 

EBSI and the ESSIF (The European Self Sovereign Identity Framework) 

This paper argues that Self-Sovereign Identity should be viewed as a neutral, technology-

agnostic concept and show that we must continue on this major track, the vision of Self-

Sovereign Identity. 

The hypothesis this paper explores has to do with the definitions around Self-Sovereign Identity 

(SSI) and, more to the point, how incomplete or even erroneous most of the current definitions 

are. It is proposed that Self-Sovereign Identity should be a neutral concept, a vision not linked to 

any specific technology or identity system (centralised or decentralised), as the research and 

industry communities predominantly define it. (the literature review demonstrating the 

ontological confusion around SSI will be presented in a separate paper)The need to clarify the 

meaning of SSI is crucial, not just because of its "ontological confusion" but mainly due to the 

"unintended consequences" of any new complex system, especially if we (1) completely miss 

the point of what SSI is and (2) promise an SSI vision in Europe and not deliver it. “The first 

and most complete analysis of the concept of unintended consequences was done in 1936 by the 

American sociologist Robert K. Merton” (Norton 2018). Bowles (2020) takes this “law of 

unintended consequences” to a whole new level by using speculative and critical design, or as 

the author calls it, “provocatypes”.   

The truth is we are already facing a huge SSI crisis. In fact, we should say we are at war 

regarding our Self-Sovereign Identity. In this "SSI war" we face two main enemies:  

• The "inner enemy" is ignorance: most of us do not know what self-sovereign identity is and 

that SSI has always been a right of the individual (Qureshi, S. 2022).;  

• The "external enemy" is identity theft: an invisible crime that has become the most 

profitable activity of organised crime, according to the TOC unit of the United Nations 

(UN-TOC). Furthermore, only 8% of the identities stolen in Europe (2018 and 2019) 

occurred online (Finanso.se, 2022). 

The results will show the dichotomy of Self-Sovereign Identity when faced with Identity Theft 

and introduce an initial quantitative instrument to measure the SSI level of a nation. This 

instrument should be regarded as part of the analysis of individual freedoms. 

The next steps of this ongoing research include also the proposal of a unified perspective of 

what SSI is and what it entails for individuals and society. An approach would be to apply 

Bowel´s “provocatype designs” to provoke critical reflections regarding the societal 

consequences (Kayanadath 2021) of the emerging digital identity and SSI 

systems/technologies, particularly its unintended consequences. Finally, defensive and 

offensive measures should be recommended to counteract identity theft and organised crime. 

The final goal is to increase SSI levels in Europe and worldwide and the realisation that Self-
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Sovereign Identity is a matter of Freedom and Human Rights.   

 

2. Research Framework 

2.1 Engaged Scholarship and Applied Philosophy 

The EU introduced Self-Sovereign Identity some years ago as a new digital identity paradigm. 

Being an emerging concept and not agreeing with the current views on SSI as a technology-

based concept, there was the need to take a step back from the pragmatist approach to 

Information Systems (IS) research, as explored by Ågerfalk (2010), which meant working 

without an empirical net. We follow here the recommendation of Grover & Lyytinen (2015) to 

push IS inquiry to the “edges” by, among others, “using high-level theorising” Two decisions 

were made to ground this initial theoretical approach to SSI: 

(1) Following the "engaged scholarship" framework, as proposed by Mathiassen (2017), we 

anchor our research on a relevant real-world problem. At this early stage of understanding SSI, 

our ongoing research is at the level of "informed basic research," which is one of the four types 

of engaged scholarship identified in this framework. 

(2) Following the path of “applied philosophy” and using our own intuition and metacognition 

lens as it seems philosophers have done for millennia. The emergence of scientific 

understanding relies on “skills, imagination, and the capacity for knowledge selectivity" 

(Poliseli 2020). 

 

3. Research Questions 

This exploratory theoretical work began with the following intuitive belief (hypothesis): "Self-

Sovereign Identity (SSI) is a neutral concept, independent of which systems or technologies 

support it." This hypothesis argues that SSI is technology/platform agnostic, though the trust 

models allowed by web3 can certainly increase the protection of our SSI. However, as this 

exploratory study will show, technology per se, will never guarantee our Self-Sovereign 

Identity. 

The analysis of SSI neutrality began with the fundamental question: What is sovereignty?  

Because of the "ontological crisis" around SSI and the current EU – Digital Strategy's objective 

of (1) enabling the ownership and control of our personal/private data and (2) increasing our 

privacy-by-default (as per the GDPR – General Data Protection Regulation) another question 

materialised around privacy: What is data sovereignty? 

To summarise, the understanding of Self-Sovereign Identity and the analysis of its neutrality 

requires the answer to the following questions: 

• RQ1. What is Sovereignty?  

• RQ2. What is Data Sovereignty? 

• RQ3. Is SSI a neutral concept? 

 

 

3.1 RQ1: What is Sovereignty? 

From a historical perspective, "sovereignty is the right and the power of a person or a nation to 

govern themselves. Sovereignty is a broad term that influences many modern concepts, such as 
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identity, individuality, and rationality. These ideas developed together during the nineteenth 

century and were connected to the Scientific Revolution and the Enlightenment." (Elshaikh 

n.d.). 

"The concept of self-sovereignty helps us understand how people can choose the direction of 

their own lives by having control over their identities. This is similar to human freedom. As 

Trotter (2014) described, cited in Qureshi (2022), self-sovereignty is about being fully alive and 

autonomous  

From a "common" lay-lens (dictionaries as sources of knowledge) you arrive at the following 

definition of sovereignty: "It is an autonomous state, free from external control (Merriam-

Webster - online) with the authority to govern itself (Oxford - online). 

We cannot dismiss dictionaries as important sources for ontological studies (as in the case of 

Eckard et al. (2012), for instance).  

In fact, this lay definition of sovereignty creates a seamless link between the two definitions 

presented above and the following technological perspective on data sovereignty from EBSI 

(European Blockchain Services Infrastructure). 

 

3.2 RQ2: What is Data Sovereignty? 

From the lens of EBSI and the Digital Rights Declaration: "We believe that individuals should 

have full custody over their own data, controlling which information they show, to whom and 

for how long. We ensure this by providing a trust model that enables the exchange of Verifiable 

Credentials in a self-sovereign way" (EBSI – Digital Rights Declaration). 

Using the theoretical foundation of Lauf, et al (2022), Data Sovereignty can be seen as a 

branch of digital sovereignty of individuals focusing on data self-determination". The authors 

state that 

• "data sovereignty involves making independent, controlled, and self-determined 

decisions about what happens to one's own data."  

• "data sovereignty is the ability to decide in a self-determined way, at any time, and 

by means of preferences, which entity can use one's own (personal) data for selected 

purposes." 

 

3.3 RQ3: Is Self-Sovereign Identity a Neutral Concept? 

First, we need to clarify the concept of identity, which is not an easy task. According to 

Flores  (1998), “the precise contours of common-sense understanding of personal identity has 

stimulated much academic debate, where even the term “personal identity” is ambiguous in a 

number of ways”. In identity and SSI research, we recommend the work of Menčik (2020) as 

the best approach to understanding personal identity, by offering a clear distinction between 

physical, social and psychological identities. Regarding SSI, the focus is mainly on social 

identity, digital (social) identity. According to Tewari and Mills (2021) digital identity is “a 

subset of one’s identity, composed only of information that is digitalized”. With this 

foundational understanding of digital identity related to our social identity (Menčik 2020), and 

recollecting sovereignty (as autonomy and self-government), then SSI would be a neutral 

concept (the self-government of our social - digital - identity), and thus technology agnostic. 

Technology, however, can enable Self-Sovereign Identity. 
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4. Findings 

 

4.1. SSI Neutrality 

The current exploratory analysis of sovereignty and data sovereignty sustains the concept of the 

neutrality of SSI. SSI is more of a vision, an ideal: "An idea that individuals must retain control 

over their personal data and over the representations of their identities (or personas), within a 

particular identity management system" (Wang and De Filippi, 2020). These authors also refer 

to the new privacy-by-default mechanism associated with verifiable credentials (standardised by 

W3C), namely "the right to selective disclosure different aspects and components of one's 

identity". This work aims to go deeper: "SSI is both a right and a responsibility of each 

individual to act/enact/protect one's identity data (data sovereignty)". It is a neutral concept, 

not dependent on techno-social-legal contexts. Such contexts can either enable or constrain 

one's SSI". 

 

4.2 EU is enabling SSI 

The EU took three key steps to enable digital data sovereignty and consequently SSI. 

The first step was the publication of the European Union's General Data Protection 

Regulation (GDPR) in 2016 (setting the foundations of data sovereignty). The key principles 

of data sovereignty set out by GDPR are (1) express explicit and affirmative consent to 

process private data, (2) the right to data portability (3) the right to be forgotten (in certain 

cases), and (4)  the right to know when personal data has been hacked (and corresponding 

obligation for companies to notify data breaches) (Albrecht, J. P. , 2023). In summary, GDPR 

established the foundations of data sovereignty by (1) protecting individuals from "data trolls" 

and (2) enforcing proactive measures called privacy-by-design and privacy-by default. Citing 

Ann Cavoukian (Ryerson University), “data trolls” are defined as corporations and web 

service providers that collect massive volumes of personally identifying and private 

information, including purchases, locations visited, employment records, tax returns, health 

records, and social profiles (Toth, K. C., & Anderson-Priddy, A. 2019). 

The second step was the launch of EBSI and The Early Adopters Program of SSI Digital 

Wallets (Digital Data Sovereignty), and the adoption of verifiable credentials 

(attributes/claims) of the individual (standards developed by W3C).  

The Privacy-by-Design / Privacy-by-Default principles of GDPR are highly strengthened by 

the EU’s adoption of verifiable credentials as this standard allows the individuals to Selective 

Disclosure (SD) the attributes or claims as they see fit. 

The third step was the update of the eIDAS regulation (eIDAS 2.0) and the launch of the 

EUID Digital Wallet in 2024 (with a focus on Digital Identity towards an improved, 

interoperable European digital authentication/verification system). 

 

4.3 SSI Dichotomy  

SSI is a binary state that changes with identity theft. We either have Self-Sovereignty or not. 

The same applies to Self-Sovereign Identity. "Dichotomy is a form of logical division. It 

separates a class into two subclasses: one of which has and the other has not a certain quality or 

attribute" (Britannica). The same applies to SSI: we either have self-sovereign identity 
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(ownership and control of our data) or we do not. What is the event that makes us change our 

state of SSI? Identity Theft. 

 So, an individual either has SSI or not once his (social) identity is stolen. It is a division into 

"two mutually exclusive or contradictory groups or entities" (Merriam-Webster). This means 

when our identity is stolen, we no longer are the sole owners of it. We have no control over 

what will be done with our stolen data/social identity. Therefore, we no longer have self-

sovereignty, identity wise. 

 Regarding the SSI dichotomy (as a binary state), the analysis is based on Modus Ponens 

(propositional logic), an inference method used in classical logic. It is a "pattern of deductive 

reasoning" (Polkowski 2011) and it says that we can infer that Q will be true if both P and P → 

Q are true  (Levenson 2017). 

The statements are: 

• If being Self-Sovereign means being autonomous (free from outside control or 

influence) with the ability to self-govern private data/credentials that represent (part 

of) my “social identity”, in other words "being able to own and control 

private/identity data" (EBSI - Digital Rights Declaration), 

• then it stands to reason that, 

• If my identity is stolen, I no longer solely own or control my private data (in other 

words, my social identity); therefore, I no longer have identity self-sovereignty. 

Applying the propositional logic of Modus Ponen (P→ Q is true and P is true then Q will be 

true) 

• Statement 1 (P → Q): If my identity is stolen, then I no longer have Self-Sovereign 

Identity. 

• Statement 2 (P): My Identity is stolen. 

• Conclusion (Q): Therefore, I no longer have Self-Sovereign Identity. 

The application of propositional logic (Modus Ponens) to Self-Sovereign Identity, also 

allowed the design of a first instrument to assess the "level of SSI" per country.  

 

4.4 Assessing the level of SSI per country 

Identity theft is rapidly expanding, causing substantial financial loss to millions of people all 

around the world. This invisible crime is also widespread across European countries, where a 

growing number of consumers are targeted by sophisticated fraudulent scams each year, both 

offline and online. Although recent years have witnessed significant progress in identity theft 

protection technologies and solutions, the survey showed many Western Europeans had 

significant problems with protecting their sensitive information: 56% of Europeans have 

experienced at least one type of fraud in the last two years, according to data gathered by 

Finanso.se (2022). The statistics show that 25% of Europeans exposed to fraud suffered 

financial damage, causing a total loss of around €24 billion in two years. 

This EU survey reported by Finanso.se (2022), also shows that the attack vectors (methods of 

identity theft) are the following: 

• Half of all identity theft attacks in European countries happened by using e-mail. 

• Another 39% of deceivers used the phone and text messages (4%) to attack their 

victims. 

• Online ads and social media platforms follow with 5% and 3%, respectively. 



de Amorim et al. (2024) / Self-Sovereign Identity: Neutrality and Dichotomy 

 
 

 

 

The 16th Mediterranean Conference on Information Systems (MCIS) and the 24th Conference of the 

Portuguese Association for Information Systems (CAPSI), Porto 2024 

7 

 

Such attack vectors imply that EUID and SSI Wallets will be quite ineffective in 

preventing identity theft as "online identity theft attacks account for only 8% of Identity 

theft in European countries" (Finanso.se).  

Based on the assumption that SSI is a binary state, we can draw the following conclusions at 

two different levels of analysis: 

• The individual: I either have Self-Sovereignty (my identity has not been stolen) or 

not (my identity has been stolen).  

• The country/nation: if a country has x% of Stolen Identities (SI), then that country has 

(1-x)% of SSI (Self-Sovereign Identities). 

The following table is based on country statistics on Stolen Identities (SI) according to 

Finanso.se (2022). 

Country (2018-2019) % Stolen 

Identities (SI) 

% of SSI 

(SSI=1-SI) 

United Kingdom 53% 47% 

Ireland 50% 50% 

Denmark 45% 55% 

Netherlands 42% 58% 

France 39% 61% 

Cyprus, Bulgaria, Hungary, and Estonia <10% > 90% 

Table 1. Level of SSI per country (2019-2020) 

 

The above is a very basic quantitative instrument to assess how we stand regarding Self-

Sovereign Identity every year. Further research is needed, namely to (1) understand the reasons 

behind such a high level of stolen identities (hopefully, the study from the EU-Migration and 

Home Affairs (2022) will shed some light), and (2) evaluate a possible correlation between 

privacy behaviour and stolen identities. As stated before, this research on SSI focuses especially 

on our social identity, which is the one becoming increasingly digitised, and also the one 

targeted by data trolls and data thieves. 

 

5. Discussion 

5.1 Data Sovereignty and Privacy are key pillars of SSI.  

As stated above, GDPR has established the foundations of data sovereignty by protecting 

individuals from "data trolls" and enforcing proactive measures such as privacy-by-design and 

privacy-by default. eIDAS 2.0, Verifiable Credentials, Digital Wallets and EBSI are disruptive 

innovations regarding digital data sovereignty.  

These initiatives however will not dent the invisible crime of Identity Theft. Maybe quite the 

opposite, as we are "offering" a new attack vector (Naik, N., Grace, P., Jenkins, P., Naik, K., & 

Song, J. (2022.), more valuable than before: "verifiable credentials" and "verifiable identities" 

stored in digital wallets. EUID and SSI digital wallets will concentrate, "in one place", 

"verifiable" data regarding one individual. "Verifiable" is the operative word regarding identity 

theft: it is a trust feature that most private data did not possess previously to these new EU 
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digital strategy initiatives. 

5.2 European KYC2 system 

However, these solutions are far from enough to protect our SSI. In fact, their main goal and 

achievement is an improved, interoperable European KYC2 system (Know Your 

Customer/Citizen system) and increased privacy. The above regulations/standards and 

solutions increase data privacy / sovereignty as per the GDPR (Privacy-by-Default), 

highlighting two key innovations: Selective Disclosure of Verifiable Credentials and ZNP 

(Zero Knowledge Proof). 

The EU Digital Strategy /Digital Building Blocks have paved the road for a digital Self-

Sovereign Identity (GDPR, eIDAS 2.0 and EUID Digital Wallet, EBSI and the Early Adopters 

Program). But sovereignty needs to be protected. And so does Self-Sovereign Identity. 

5.3 The Fragility of Social and Digital Identity  

We still have a long road ahead of us due to the gravity and extension of the phenomena of 

identity theft (mainly when orchestrated by organised crime). The EU and Member States are 

responsible for protecting their citizens (Ludsin, H., 2013), including one of the most 

fundamental pillars of freedom: Privacy and Self-Sovereign Identity. 

We need to understand how this SSI dichotomy evolves over time and how we can support the 

victims of identity theft becoming self-sovereignty again. Regaining our SSI is not as simple as 

revoking the stolen identifiers (for instance) and issuing new others. This could be the worst 

measure ever. 

Time will tell regarding fraud and scam statistics, but "KYC" policies have not managed to stop 

fraud in the past. So maybe it is time to experiment something different. "Insanity is doing the 

same thing, over and over again, and expecting different results" (unknown author). 

 

6. Conclusion 

In conclusion, we need to address "the fragility of social and physical identity" as explored by 

Menčik (2020). Online identity theft is a real, huge threat (Alilwit 2020) for society and the 

individual in particular. The only way to mitigate the "tsunami effects" of data breaches and 

individual identity theft is to understand both phenomena: SSI and Identity Theft and how 

they relate to one another. 

6.1 SSI and the perils of digital identity 

Identity Theft targets especially social identity but also physical identity (physical traits) with 

the compounding danger arising from look-alikes or doppelgängers (Joshi, R. S., et al. 2022) 

The "tsunami effects" of a single instance of identity theft/fraud are explored by Gupta, C. M., 

& Kumar, D. (2020), in "Identity theft: a small step towards big financial crimes" -Journal of 

Financial Crime. The authors state "Identity theft can lead to multiple crimes which can affect 

not only individuals but also companies. And when these crimes impact companies, they can 

actually hamper the economy as a whole".  

And we have not yet explored worst-case scenarios when stolen identities are used for 

espionage or terrorism, which raises the threat level to national defence. 
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6.2 A vision of SSI for the EU: "The Once and Future King" 

We can only hope and demand that the vision of SSI returns soon to the EU, as in the novel The 

Once and Future King by T. H. White (1958), “exploring human nature regarding power and 

justice” (wikipedia, 2023). Only this way, will we be able to address the several perils around 

digital identity and EUID regulation. In doing so, we will achieve another societal revolution, 

and the EU digital vision of Self-Sovereign Identity becomes an enlightened historical paradigm 

shift. 

O tema central explora a natureza humana em relação ao poder e a justiça, com o jovem Artur 

se tornando rei e tentando ser um cavaleiro ideal 
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