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ABSTRACT
Phishing is an attack on organizational data that involves employees. In order to prepare
for these attacks some safeguards can be put into place, but ultimately employees need to be
trained in how to identify and respond to phishing attacks. There are a number of different
methods that can be used for employee phishing training, but are these methods effective? This
proposal presents a plan to analyze the effectiveness of four different types of organizational
phishing training in order to determine which types of phishing training methods are effective.

Keywords: information security, cybersecurity behaviors, training, phishing, deception,

email communication.

INTRODUCTION
Information security is an organizational priority that requires the support of
organizational leaders (Bansal 2018; Burns 2019). A key challenge to information security is the
concept of phishing, which continues to be a persistent challenge for today’s organizations
causing impact through financial loss or data breaches (Bose and Leung 2007; Firstbrook and
Wynne 2018; Hong 2012). In general, phishing takes place when an adversary sends emails
enticing users to click on links to false websites in order to capture usernames and passwords

(Bose and Leung 2007) thus taking advantage of people, the weakest link in the security chain
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(Goel, Dennis, et al. 2017). Previous research has noted cybersecurity attacks, including
phishing, are increasing and has highlighted the importance of understanding why people fall
victim to phishing and how these types of attacks can be prevented (Anderson et al. 2013; Jensen
et al. 2017; Sen 2018).

In order to protect an organization from phishing attacks there are some safeguards that
organizations can put into place. For example, organizations can use anti-spam filters (Bose and
Leung 2007), sender identification verification on secure email gateways (Firstbrook and Wynne
2018), or other types of anti-phishing solutions. However, technological controls (such as
firewalls, encryption, certificates, two-factor authentication, and others) will not help an
organization stay safe if their employee falls for a phish (Hong 2012). Ultimately, employees
need to be trained in how to identify and respond to phishing attacks (Ohaya 2006). In fact,
Gartner recommends anti-phishing education as a critical part of an organization’s email security
(Firstbrook and Wynne 2018). Furthermore, some research has suggested that understanding and
protecting against phishing is a necessary part of individual and corporate social responsibility
(Bose and Leung 2007).

According to the 2020 Verizon Report, phishing is the top action for organizational data
breaches with 22% of breaches credited to phishing (“DBIR” 2020). With phishing identified as
the leading cause of data breaches, it is critical to understand the most effective methods for
employee training related to phishing. Understanding the most effective type of phishing training
program for improving employee responses to phishing is critical to both research and practice.
Therefore, this proposal presents a plan to analyze the effectiveness of four different types of
organizational phishing training in order to determine which types of phishing training methods

are effective.
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The following sections present background on the concept of phishing and related
research, followed by the methodology plans for this study. This proposal concludes with a
discussion of the possible implications from this work.

BACKGROUND

The term phishing first appeared in the late 1990s and is based on the concept of using
bait to allure individuals (Bose and Leung 2007). The most common use of phishing is related to
email communications (Bose and Leung 2007), however phishing has extended to deceptive
websites (Abbasi et al. 2015) and even gaming (Hong 2012). Phishing attacks can be targeted or
directed at specific individuals or groups in the form of spear phishing or even directed towards
an organization’s senior executives in the form of whaling (Butavicius et al. 2015).

Phishing messages are primarily sent from cybercriminals knows as phishers (Jensen et
al. 2017) and generally involve three key steps: 1) an act of deception in which a user receives a
phishing email enticing them to respond, 2) the user is motivated to click on a link and evaluate
what is shown, and 3) a user is ultimately convinced to share personal information with an
adversary (Goel, Williams, et al. 2017). Previous research on phishing has suggested the method
is able to work as phishing exploits basic human emotions including fear, greed, curiosity, and
even patriotism (Goel, Williams, et al. 2017). However, other reasons employees fall for
phishing include lack of systems knowledge, lack of security and/or security indicators, lack of
attention to security and/or security indicators, and the sophistication of phishing attacks (Ohaya
2006).

Research has suggested that there have not been many studies focused on anti-phishing
training (Kumaraguru et al. 2009) and training has been cited as the least popular approach for

protecting organizational data from phishing due to the challenges of motivating users to be
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secure (Hong 2012). However, prior research has found that appropriate training can improve an
individual’s ability to detect deception through the use of e-training methodologies (George et al.
2008). In fact, e-training was found to be more successful than conventional classroom learning
(George et al. 2008). Other types of phishing training might include embedded training or even
microgames (Hong 2012).
METHODOLOGY
Research Setting

For this study, a case study methodology was used in order to examine phishing training
within a single organization and to learn from their implementation of a phishing training
program (Van Horn 1973). The case study approach is well suited to understanding the use of
phishing training as theory can be developed based on the practice of phishing training in an
actual setting (Benbasat et al. 1987). For this study, data was gathered from four types of
phishing training offered at a mid-size, non-profit organization in the Midwest. This organization
sent out multiple simulated (fake) phishing emails to their employees. All employees received
the same messages and, as seen in Figure 1, the phishing emails in this study were all regular
phishing emails and not targeted or spear phishing messages. Following an employee’s reaction
to the phishing messages, employees were directed to four different training options depending
on their susceptibility to phishing deception. Specifically, organizational employees were
presented with four types of phishing training including: 1) general training, 2) just-in-time

training, 3) follow-up training, and 4) in person training. Details for each training type follow.
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Figure 1. An example simulated phishing email sent to organizational employees

General phishing training was required for all employees by the organization’s senior
leadership. The general training process required the completion of an online module which was
included in the organization’s learning management system. Figure 2 shows a couple of
screenshots from this required training. It is worth noting, previous research of online, required

training has found success with this type of approach (Kumaraguru et al. 2009).
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Figure 2. Example screenshots from the general training lessons
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Just-in-time training was shared with an employee immediately following their first
phishing failure. When an employee was deceived by a fake phishing email, they were
immediately presented with a guide of what they missed. Similar to the general training, previous
research has found success with this type of training for phishing detection (Karumbaiah et al.
2016).

Follow-up training was offered to employees who failed a second phishing test.
Employees in this category would have already completed the just-in-time training and were
required to complete an online training module to follow up on the just-in-time training. Similar
to general training, this training required the completion of an online module which was included
in the organization’s learning management system.

Finally, in-person training was offered to employees who failed multiple phishing tests.
These employees were provided with an in-person training tutorial.

Data Analysis

At this point, the data from this case has been collected and is ready for analysis. In the
next stage of research, the research data will be analyzed using SPSS. For each type of training,
the analysis will consider if more employees were “phished” after concluding the various types
of phishing training.

For general training, the analysis will simply compare how many employees failed a
phishing test after completing the required training and compare it with those who did not
complete the training.

For just-in-time training, the data analysis will review how many employees, failed an

initial test, viewed just-in-time training, and then failed a follow up test.
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For follow-up training, data analysis will review how many employees failed an initial
test, completed just-in-time training, failed a follow up test, completed the online follow-up
training, and failed a third test. We will compare this finding with employees who did not fail the
third phishing test.

For in-person training, analysis will review how many employees failed a phishing test
following the in-person training.

Finally, additional variables including demographics (e.g., age, gender, employee role)
and other details (e.g., time of day of phishing response) will be reviewed as a part of the data
analysis.

CONCLUDING REMARKS

The aim of this study is to analyze the effectiveness of four different types of
organizational phishing training approaches in order to determine which types of phishing
training methods are most effective. This exploration of phishing training effectiveness will
allow for benefits in relation to both research and practice. In terms of research implications,
researchers can use the findings from this work to gain a better understanding of cybersecurity
training techniques and how these techniques can be used in the development of both short- and
long-term security plans. Furthermore, this work provides a foundation for future research
studies in this area. In terms of practical implications, this work can provide a guide to
organizations looking to implement employee phishing training practices within their
organizations, which will ultimately benefit the organization and the IT security team. While all
four types of phishing training were used by the organization in this study, their goal would be to
focus their efforts on the training type with the highest success rate. Any lessons learned from

this study, could be useful for others looking to implement phishing training programs.
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