Association for Information Systems

AIS Electronic Library (AISeL)

International Conference on Mobile Business

2012 International Conference on Mobile Business (ICMB)

2012

MOBILE PHONES AND USER
PERCEPTIONS OF PRIVACY AND
SECURITY

Elizabeth Fife
University of Southern California, fife@marshall.usc.edu

Juan Orjuela

Annenberg School of Communications, University of Southern California, jdorjela@gmail.com

Follow this and additional works at: http://aisel.aisnet.org/icmb2012

Recommended Citation

Fife, Elizabeth and Orjuela, Juan, "MOBILE PHONES AND USER PERCEPTIONS OF PRIVACY AND SECURITY" (2012). 2012
International Conference on Mobile Business. 23.
http://aisel.aisnet.org/icmb2012/23

This material is brought to you by the International Conference on Mobile Business (ICMB) at AIS Electronic Library (AISeL). It has been accepted
for inclusion in 2012 International Conference on Mobile Business by an authorized administrator of AIS Electronic Library (AISeL). For more

information, please contact elibrary@aisnet.org.


http://aisel.aisnet.org?utm_source=aisel.aisnet.org%2Ficmb2012%2F23&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/icmb2012?utm_source=aisel.aisnet.org%2Ficmb2012%2F23&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/icmb?utm_source=aisel.aisnet.org%2Ficmb2012%2F23&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/icmb?utm_source=aisel.aisnet.org%2Ficmb2012%2F23&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/icmb2012?utm_source=aisel.aisnet.org%2Ficmb2012%2F23&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/icmb2012/23?utm_source=aisel.aisnet.org%2Ficmb2012%2F23&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E
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Abstract

As smartphones proliferate, new technologies iriolydacial recognition, sensors and Near Field
Communications (NFC) are expected to produce ewgrgervices and applications that challenge
traditional concepts of individual privacy. Theeasge person as well as the “tech-savvy” mobile
phone user may not yet be fully aware of the extenthich privacy and security are relevant to thei
mobile activities and how comparable it is to pe@locomputer usage. We investigate perceptions
and usage of mobile data services with privacy aedurity sensitivities: social networking,
banking/payments and health-related activities ¢e & there is a relationship to usage behavior.
Nationally representative survey data collected2Dil1l from two markets: the US and Japan are
presented to show demographic and cultural diffeesn
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1 Introduction: Privacy and security perceptions and current
risks on the mobile Internet

As people have come to relish the convenience, uisog, enjoyment, and possibilities of online
shopping, the gathering of health-info and societworking, the volume and frequency of these
activities has grown rapidly. Much of the debateraunding unintended consequences of this
activity: namely breaches of personal identityafinial risks, and negative consequences of personal
information becoming public is countered by conéidwgrowth in “risk-sensitive” activities involving
money, health, location and personal identity.dbple were truly afraid of what might happen when
they volunteer personal information “in exchangef &n online service, the argument goes, they
would not make this trade. Thus, many of the neob#rvices that are predicted to have potential
future value, include social media, location baseices, mobile commerce and healthcare are at the
moment based on the continued willingness of cust@nio opt in to the trade-off. Given that most
people probably do not understand exactly whatosedwith their personal information and the
potential consequences, the situation is complexcaanging.

Definitions of online privacy have emerged from cepts discussed over the past two hundred years
in conjunction with other technologies seen to dtea private life, beginning with possible privacy
threats posed by newspapers and cameras (Warremrafd&s, 1890). Perspectives of what
constitutes privacy have changed through the ygaadjcularly as a result of information and
communication technologies (Lee, 2007). Privacyeserally defined as the right to control access t
one’s person and to personal information about elh@sth the implication that consent is a part of
the equation (Hartmann, 2011). The advent of tierihet has brought in the topic of intrusion as an
added dimension of privacy and the topic of sutaede as well is considered an additional category
in definitional boundaries of privacy (Lee, 2000hcreasingly, however the central issue in online
privacy discussions is the collection, transfer egukse of personal information and the individual’s
control of their information after it has been rieed by others (Lee, 2000, 2007, Lin & Atkin, 2007)
The growth of computer databases and possible misumformation is seen as the central threat to
individual privacy in the modern age (Wu, Laat,al 2011). Daniel Solove characterizes privacy
issues in cyberspace today in Kafkaesque termiBanrhany people know that their information is
held by unseen entities but they have no contrel tlew the information is used. In addition, much
of the information that is passed to databasestisnacessarily sensitive information, but concerns
daily activities, preferences and hobbies (Kap0Q1). Whether this is a problem, or how exactly
third parties profit from this kind of informatida not generally clear to the average person. @gn
consent in the mobile world is apparently difficudiven the need for unobtrusiveness as a design
choice. Users will necessarily be unaware of pbssprivacy breaches, although this wasn't
necessarily intended (Beckwith, 2003).

The mobile device and mobile Internet present a pkatform of uncertainty for the user in terms of
understanding how their personal information mayrbasmitted to marketers, other companies and
institutions. The mobile context and social meaid location based services present added privacy
issues. Facebook for instance has offered a secdlted “Deals,” allowing local businesses to pbffe
promotions; based on the user’s location. The pyivianplications were not clearly presented to
potential users (Hartmann, 2011). This examplesithtes how individual responsibility is a core
issue in the current mobile environment. Whilersgaay have some apprehension that their privacy
has been might be diminished when using their regtfilone, the full picture is not apparent.

The Wall Street Journatarried out a study of apps available for Andraidl the iPhone platform
finding that the majority in fact, collect persoiigfiormation ranging from age, gender and locatmn
phone identifiers which is sent to other compamvebout the user's knowledge or consent (Thurm,
2010). It is difficult if not impossible for smatione users to stop being tracked as they can on
computers by deleting or blocking “cookies” whiale amall files that track use. Many apps included
in the WSJstudy did not offer written privacy policies at ttieme they were tested. The piece of



information most often shared was the unique ID bemassigned to each phone which cannot be
deleted. Overall, standard practices for handlimigrination do not yet exist; neither Google nor
Apple requires permission to access some formshef device ID or to send it to outsiders.
Assembling this information into profiles of mobjaone users is a burgeoning area, and developers
are often encouraged to release more data abotgnoeis. Some ad networks provide “kits” that
insert ads into an app or track where users sgeidtime in the app itself. From theall St. Journal

test apps, Google was the largest recipient of ttataugh its companies like AdMob, AdSense,
Analytics and Doubleclick. Apple uses knowledgewhts users gained through iTunes and its App
Store and includes the kind of music and videoragreuses and apps that are downloaded. There are
signs that Apple is targeting people more interigiferough social-networking sites such as Ping, a
service within iTunes that lets users share musiices with friends (Thurm, 2010).

The debate around privacy/security and online sesvbften focuses on the trade-offs that users make
when they decide that they want something likermfation, entertainment or discounts and make the
decision to supply personal information in retuon ¥alue or access to services. Eric Schmidt, CEO
of Google has phrased it in terms of a line thausthnot be crossed; the use of facial recogniéiod
real-time tracking are two examples. He has s¥ithat we have learned is that people disagree on
where that line is...” (2012, Kapko). A reluctariogay for electronic services and content, presen
the mobile as well as the online world suggestegrek of willingness on the part of the consumer to
provide personal information as the cost of doingitess; at least for some kinds of services like
music and other entertainment. Downloads of frgesawhich for the most part have unclear policies
and privacy protections are used more frequentty dmwnloaded more often than apps that require
payment. From all apps downloads on Android, iyed@l0% are free which compares with around
92% of iPhone apps in December 2011 (Cutler, 2011).

1.1 Literature Review: Factors governing decision making to use mobile
devices for transactions, social interactions and other activities that
suggest a level of risk

The dimensions of privacy and definitions vary asrdisciplines, but at their core, most acknowledge
the role of the individual in controlling accesstteir own information as central (DeCew, 1997,
Laufer and Wolfe, 1977, & Lee, 2007). The theftnoisuse of personal information is the basis of
discussions of online privacy given the value th&t data has when collected, mined, categorizeld an
shared (Wu, 2011). A growing literature on inforimatprivacy and its diminishment resulting from
information and communications technologies (IC&s}ts that analyzes how people make decisions
about revealing their personal data. An indivitkiabncept of privacy is changeable depending on
the benefit they expect to return for revealingrthdormation. This privacy “calculus,” essentiakh
cost-benefit analysis has been used to help explevm users balance decisions to adopt and use
technologies. For example, Gupta (2011) et. atlysthe privacy balance with utility and adoption of
location-based services (factoring in other condgi such as how easy it is to use the service, how
well it performs, and other facilitating conditiotisat have been examined and modeled in other
research. They find that adoption models needmsider the role of this “negative utility” as afar

for usage behavior. Gupta, et. al's study found tdvacy concerns did influence use of LBS
services, but varied depending on the type of L&§gesting that the degree of control an individual
had was important. Other factors like cost, qualit the service and dependability are other factor
that need factoring in to the complete equationpf@uet.al, 2011).

1.2  Perceptions of privacy and security: cultural differences

Although all cultures share at least a minimal eption of personal privacy, there is no coherent
global conception of privacy. What is considerestspnal information that should not be passed
along in one culture may be completely acceptalie another (Mizutani, et. al., 2004).
Communications technologies like the Internet arabite devices have created new situations that
specific traditional cultural norms may not be asl@ccommodate.



Comparing US and Japanese cultures, the practicesuading privacy are different, in large part due
to the emphasis on the individual in the US vs.ithgortance of group association in Japanese life.
As conceptions of privacy are often associated wittividualism rather than group loyalty, it is
sometimes assumed that there are fewer concerns pieacy in Japanese culture (Mitzutani, et. al.,
2004). Public baths, the construction materialdagfanese homes that include thin walls that are
opened during the day are examples that suggestnaliprivacy. The connotations of “public” and
“private” are different in Japanese culture relatito the U.S. with individual private concerns
considered subordinate to the public domain (Hay2812). However, similar to the U.S., Japanese
also have privacy customs and restrictions on actesplaces, people and objects; fundamental
situations that define privacy (Moor 1997). Beaati® privacy of an individual will be considered t

be protected within a group, in addition to othebtieties of practice, there may in the end be less
protection in terms of regulation and protectionriew situations like the Internet and mobile desic
(Mitzutani, et.al, 2004). In terms of individuakngeption of privacy and security when using
electronic networks, both U.S. and Japanese useesd similar situation of not being able to see
definitively how their personal information is cetted and perhaps aggregated and who has access to
this data. Thus, attitudes are difficult to measuntil awareness of consequences is apparent. In
terms of the “road map” for mobile services andigcy, areas needing attention have been identified,
including raising users’ awareness and finding wayautomate an adaptive means to address privacy
preferences for people using mobile services (Wiskaal., 2012).

1.2 Hypotheses:

We analyze the survey data to address the folloWwjmptheses:

1. Users with the highest degree of privacy/seguwdincerns will also have the greatest sensitidty
using services that make them vulnerable.

2. Users with the least degree of concern will hitneegreater confidence in using services thatccoul
also risk privacy and security breaches.

3. Users with greater experience with mobile sewiavill also have more understanding of
privacy/security issues and thus confidence (higrezruency of usage) compared to those with less
experience.

4. Users with less experience accessing mobile icexvwill have less understanding of
privacy/security issues and thus more difficultyking a cost-benefit calculation which will resutt i
lower use.

2 Methodology - Global Mobile Survey

The data presented here is based on analysis fratianally representative survey of US smartphone
users and Japanese users carried out in June 014 effort was part of a global project callee th
Global Mobile Survey (GMS) a loosely organized aotism of universities and research entities that
has collected survey-based data on mobile useEinpe, the US and Asia over the past 8 years
using a standard survey instrument. The US sulveyrepresentative sample of the population by
age, gender, education level and income and isedaout online. The sample size was 1,114 and all
respondents were smartphone usérbe Japanese survey data was collected in Augudt @@h a
sample size of 2,000 respondents. Distributiothefrespondents corresponds to national population
statistics for population, age and gendeie thank the Japanese members of the GMS group,
(Yoshihisa Takada, Keio University, and Ichiro Kama&a and Yoshiharu Fujita, Institute for
Information and Communications Policy (IICP), Mimjsof Internal Affairs and Communications) for
their 2011 data collection efforts.



3 Results

Survey gquestions were asked to gauge the resposdewl of concern about privacy and security

when using mobile applications and services foarfaial transactions, health-related activities and
overall general perceptions of this issue. A sedE statements were ranked on a five point scale
gauging high to low levels of concern. We usemapsa in which we have users with both the highest
and the least degree of concern about privacy/ggaur mobile devices.

Table 1 below shows the first question that is eéranh

Table 1. Global Mobile Survey Question: To whaéekto you generally agree with the following
statements about your use of the mobile Interndtyauir privacy?

Questiol

1 I’'m worried about companies having access to my pr

2 I'm worried that my information can be more easitcessed by others through a mobile device
other means

3 I'm worried about the privacy of my health recoiflswere to use mobile health applicens

4 Sharing my health information on my social netwisrkot a concel

5 Privacy issues and n mobile data activities are not a conc

6 Making transactions on my mobile phone is not eceat

7 I'm more comfortable using my computer for thimggolving my personal information than using
cell phone

The first four statements reflect a high degreprofacy/security concerns on mobile devices; tis¢ la
three show a low degree.

Table 2. Global Mobile Survey Question: To whaéekare you concerned about the following
security issues when using your cell phone to rfinkacial transactions?

Questions

1 my financial information could be vulnerable

2 I'm concerned about losing money if somethingsgeeong during a transaction

3 1 would be confortable using my cell phone aggnpent tool

4 1 would be interested in paying for things witly oell phone only if there was a benefit like praags

5 I would use my phone to scan and pay for gooisnifide store check out faster

The first two statements reflect a high degreerafagpy/security concerns on mobile devices; thé las
three show a low degree of concern.

We look at demographic variables including age,catlan and income to measure the different
degrees of concern of these groups. We then contipangrivacy/security questions to use of different
mobile services. First the results are comparetthriee key demographic variables: age, income and
education level. Next we analyze the degree ofapsilsecurity concerns with high usage (daily or
more) of various means of accessing the Interneticas, ranging from the most simple and
frequently used method: email to the more soplaisgit, connecting remotely such as through a VPN.
These access methods are listed in Table 3 below:

Table 3. Global Mobile Survey Question: How ofterydu access the Internet from your cell phone
in the ways that are listed below?

Questions

1 Communication by email (e.g. Outlook, Hotmaighto, Gmail)

2 Communication by other means (e.g. Twitter, chEBMS, blogging)

3 Communication by SMS or IP telephony (e.g. Skype

4 Synching my device or updating an app

5 Sharing or exchanging files by any means




6 Streaming media content: TV, radio, video

7 Playing online games

8 Using my cell phone as a mobile hotspot to tetileer devices to the Internet

9 Connecting from a remote site to my office or lrazomputer, including use of a VPN

Finally, we look at high usage (weekly or morey@tommerce services. These services are listed in
Table 4 below:

Table 3. Global Mobile Survey Question: How ofterydu access the Internet from your cell phone
in the ways that are listed below?

Questions

1 Downloaded free apps

2 Purchased apps

3 Bought or ordered physical goods

4 Performed an online banking activity

5 Made reservations (e.g. movie, bus train)

6 Checked stock info

7 Used a coupon

3.1 Privacy/security concerns and demographic variables

The first result shown below in Figure (1) is thgedreakdown issues surrounding privacy for US
respondents.

Privacy/security concerns (1) v Age Distribution U.S.
90%
LBER
20% 13-14
%
v m]5-17
60%, ———
50% 18.24
40
30% w1534
20% B
10% - 3544
0%
I"'m worried I'm worried I'm worried I'm more Sharing my ~ Privacy issues Making 45.54
ahout that my ahout the comfortahle health and my mohile transactions on
companies  information can privacy of my using my  information on data activities — my mobile $5.64
having access  be more easily health records il computer for — my social are not a phone is not a
to my profile  accessedby  Iwere to use things network isnota  concern concern
I . . - 05 or
others through a mobile health  involving my concem de
mahile device  applications personal older
than other information
meuns {han using my
cell phone
Figure 1. Age breakdown of survey responses faapsi/security (1) related to mobile online

activities for the U.S.

We observe that for the first four statements wiskrs older than 18, as age increases the praportio
of users with a high degree of privacy/security a@n also increases. Viewing the last three
statements which describe a low degree of con@rmge increases there is less agreement. These
results show that as age increases the proportiosess with high degree of concern also increases.
This could be expected as people in higher age deaphics tend to have less experience with mobile



services and therefore perhaps less understandlitige @associated privacy/security issues and more
apprehension. This finding is consistent with otstedies that have found that adults over thecdige
55 tend to have higher sensitivity to privacy aedusity concerns in an online environment (Quinn,
2010)

The exception to this analysis is users under &8syeld, who seem to have at the same time high and
low degrees of privacy/security concerns. This ltesight be explained by a lack of understanding of
privacy/security issues on mobile devices leadinimtonsistent results.

Looking at the results for Figure (2) below we #ee percentage of respondents for each age group
asked about the extent to which they agree witHdhewing statements about their use of the mobile
Internet and their privacyVe observe that for the first four statements whefler to a high degree of
concern, the results are similar to the U.S.; &siagreases the proportion of users with a higheteg

of privacy/security concerns increases. On therdthad, with the low degree of concern statements,
as age increases the extent of agreement decrassst for respondents older than 65 who seem to
have a higher proportion of low level concern. Ehessults show that as age increases the proportion
of users with high degree of concern increases simdlarly users with low degree of concern
decrease. Again, this is expected as older pempld to have less experience accessing mobile
services and therefore perhaps less understandirfgcas on privacy/security issues. A notable
exception again users older than 65, who seem ‘e baen less concern than some younger age
groups.

Privacy/security (1) v Age breakdown Japan

90%

W34
B0%
T

0%, m|5.17
0%,

50% 18-24
40%

30% m15-34
20%
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I'm worried  I'm worried I'm worried I'm more Sharing my  Privacy issues Making 45.54

ahont that my ahont the comfortable health and my mohile transactions nn
companies  information can privacy of my using my mformation on data activities  my mokile 55.64
having access  be more casily health records i compuler for my social are not a phone 1s not a -
to my profile  accessedby I were to use things network isnota  concern concern 5
others through  mobile hzalth  involving my concem 6{ d£31
amobile device  applications perscnal older
than other information
Mmeans than using my
cell phone
Figure 2. Age breakdown of survey responses faapgi/security (1) on related mobile online

activities for Japan.

Overall, more than half of the respondents are imdrabout companies having access to their profiles
(at least 50% of every age group). Additionally|lemast 50% of every age demographic have the
impression that their information can be more gamiicessed by others on a mobile device than by
other means. This is an interesting finding givleat there are generally far fewer reports about
people’s information being taken from a mobile dev{other than when the device itself is taken
without permission) relative to other means rangiram online to physical mail. Surprisingly,
unauthorized access to personal health informatitiich many consider to qualify as sensitive, does
not appear to be as great an issue, although defjoemcern clearly increases by age.

The next relationship of interestpsivacy/security (1yversus income distribution. For the U.S. Figure
3 shows the relationship. It can be seen thathimsd with the highest degree of concern there &yt



specific trend except for respondents with incomer&$150,000 a group that seems to have a higher
percentage of users with concern than the otheniecgroups. For the low degree concern statements
both the people with the lowest income (lower t§4%,000) and the highest income have a higher
proportion of users with low degree of concern ttr@nother groups.

Privacy/security (1) v Income level U.S.
ROY ®ess than $15,000
70%
" 515,000 $21.999
60%
50% H825,000-834.999
0%,
.
30% §35,000-$49.959
20% 550.000-$74.999
10%
0% 575,000-$99.999
I'mwortied I'm worried I'm worried DImmore  Sharing my Privacy issues  Making
about that my about the  comfortable hezlth andmy  transactions FS100,000-5149 999
companies  information privacy of my using my  information mobile data  on my mobile
having access can be more health records computer for on my sceial activities are phone is not a H5150,000-5249.999
tomy profile  easily if I were 10 things  network is notnct a concem  concern
accessed by use mebile invelving my  a concern more than $250,000
others through  health personal
amobile  applications information
device than than using my
other means cell phone
Figure 3. Income breakdown of survey responseprigacy/security (1) on related mobile

online activities for the U.S.

Now we turn to the income level breakdown for JapBelow Figure 4 shows the income level
breakdown of users for thgrivacy/security question (1)n terms of a high degree of concern there
isn’'t any specific trend except for respondent$iiitomes over $150,000 who seem to have a higher
percentage of users with a high degree of concempared to other income groups. For the low
degree of concern statements, there is a defieitel t

Privacy/security (1) v Income level Japan
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amobile  applicarions  information
device than than using my

other means cell phone




Figure 4. Income breakdown of survey responseprigacy/security (1) on related mobile
online activities for Japan.

Finally, we compare thprivacy/security (1)juestionwith level of education. For the U.S. there isn’t
any definitive trend for the statements reflectimghigh degree of concern. For the low degree
statements, the only visible pattern is the prapoal increase for the lowest levels of education.

the other hand, the Japanese respondents showargpelitern of increased concern corresponding to
higher educational attainment. For the low degifemncern statements, there isn’t a specific trend

Overall, a similarity is seen between JapaneseUfhidespondents in their degree of concern about
privacy and security relative to age and incomeweleer, even though, the trend is similar, thermnis
important difference: for the U.S. there is a highgeneral proportion of users with low degree of
concern than in Japan.

3.2 Privacy/security concerns and Internet service use /access and m-
commerce

Next, we examine Internet service usage/accessrandmmerce. This analysis uses responses that
were highest on the scale for Internet serviceagsess (daily or more) and highest for M-commerce
activity (weekly or more). First we look at higsaelaccess to Internet services angacy/security

(1) in Figure 5. This figure shows the privacy/segupérspective of respondents with high levels of
access/use of Internet access/services. For ahtidlse items listed, the proportion of usersighhin
agreeing or strongly agreeing with the statemegitded to a high degree of privacy/security congern
Also, it is important to note that for almost diktinternet services the proportion of users wiktigéa
degree of privacy/security concern is more than 50%s also significant that for more advanced
services like playing online games, tethering dngisa VPN, the proportion of users with a lower
degree of privacy/security concerns increasesthistproportion is still slightly lower than that o
high concern. This is unexpected as we anticiptiati frequent use of more advanced methods of
mobile Internet access and services would reflegtemter comfort level with mobile security and
privacy.

High usage of Internet services v Privacy/security (1) U.S B I'm worried about companies having access
Lo my profile

90%
R0%,
T0%
60%,
50%
40%
30%
20%
10%,

0%

" I'm worried that my information can be
more easily accessed by others through a
mobile device than other means

I'm worried about the privacy of my health
records if I were to use mobile hezlth
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B 1'm more comfortable using my computer
for things invelving my personal
information than using my cell phone

B Sharing my health information an my social
network is not a concern

VPN

Privacy issues and my mobile date activities
are not a concern

updating an app
browsing the web
mobilz hotspot

mcans
syncing a device or
sharing or exchanging
streaming TV or radio
playing online games

Making transactions cn my mobile phone is
not a concern

communication by ather
commun:cation by sms
or [P

conmunication by email

Figure 5. High (daily or more) usage of mobile imet services for privacy/security (1) for the
u.s.



Now we look at the high use of Internet accessisesvand th@rivacy/security (1fjuestion in Japan,
shown below in Figure 6.

High usage of Internet services v Privacy/security (1) Japan B ]'m waorried about companies having
access Lo my profile
K010,
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Figure 6. High (daily or more) usage of mobile et services for privacy/security (1) for
Japan.

For most categories of Internet access/servicespthportion of users that agree or strongly agree
with the statements about having a high degreerigéqy/security concerns are high, the exception
being the statemeftiigh degree of concern for the usage of healtke epplications.” This statement
has a general lower proportion of agreement tharother statements expressing concern. Also, it's
important to note that in Japan there seems tedsedoncern about health care applications thtrein
U.S. Also, it is important to note that for almadtthe Internet access and services the propodion
users with high degree of privacy/security concésreonsistent throughout all services that atedis
These trends don’t apply however for VPN servidéss finding could have several explanations, but
the most likely is that for this service the samiglesmall, therefore the results are not reliallés
also interesting to compare these results to tle tésults where the low degree of concern statesmen
are in higher proportion that those in Japan, etitig that in Japan there is a higher degree aferon
than in the U.S.

Next we look at m-commerce use in Figure 7 beloattitudes towards privacy and security for
downloading free apps and performing online banlsegm to be very similar, compared to the other
categories. There happens to be an ease of usgy@salvell as popularity (measured by frequency of
use) for these services. It is interesting that fbr these two services, the trend is differeoinf the
other categories. On the other hand, for the sesvibat are more advanced, like making stock
transactions, using coupons or buying physical gpttk trend is also similar and a greater level of
concern about privacy and security is visibleslinvorth noting that respondents that have highofise
M-commerce have at the same time a high degre®mdecn about privacy/security. Also, for the
activities that are popular and that people areentigely to use, such as downloading free apps and
online banking, the difference in proportion betweée low and the high degree of concern is
significant. In other words, the degree of privary security concerns are great. On the other,hand
when the activity is more advanced, like makingt@cls transaction or buying physical goods, the
difference in proportion between the two degreealnsost insignificant, suggesting a lower level of
concern overall. Our hypotheses that people widatgr experience using mobile services will have
less concern about privacy and those with lessrexpze have more concerns appears to hold in these
findings. Furthermore, it's important to point otite behavior of people with low levels of m-



commerce service usage. The results show thatgfisp has a lower degree of concern for
privacy/security. This behavior can be explainedthuy fact that non-use of m-commerce probably
isn’t due to security/privacy issues but otherdegt like lack of experience or interest in usingbile
services.

High M-commerce usage v Privacy/security (1) U.S. =1'm worrizd about companies having
access 1o my profile
0%
80% B1'm worrizd that my informat.or can be
o mare easily aceessed by others through a
0% .
maobile device than other means
60% " I'm worriad ahaut the privacy of my
0% health records if' | were to use mobile
health applications
40% .
®1'm more comfortable using my computer
0% for things involving my petsonal
20, mntormation than using my cell phone
0% ¥ Skaring my health information cn my
) social network is not a concern
0%
:g’ § El E § § é éf Privacy issues and my mobile data
2, —E E\ P g w g z g E activities are not a concern
o £ 2 B & = = - 28
L = @ - O g == u @ = b
S = 5 5, % £¢ é gE T
g 5 '3 g B N - @ Making transactions on my mobile phone
=2 o £ 3 E is not a concern
Figure 7. High (weekly or more) usage of M-commesewices for privacy/security (1) for the

u.s.

Finally, M-commerce usage is shown in Figure 8 Japan. Again, the proportion of users of M-
commerce that have high degree of concern is hitffaer those with low degree for all statements,
except for ‘concern about health records for thagesof health care applications.’” This is also a
characteristic seen in Figure 6. It is also intingsto compare these results to the U.S. usehatier
regarding privacy of health records. As in the pres figure we can see that compared to the U.S.,
Japanese users have a lower proportion of usershat® a low degree of privacy/security concerns
Thus, Japanese users appear actually to have mapnceras about privacy/security issues than U.S.
users. This finding is unexpected given convemiomisdom that concepts of privacy in Japan are
minimal. In addition, this concern with privacpdasecurity is worth noting when we look at the
general use of m-commerce services in the U.SJapdn. See table below:

Table 1. Global Mobile Survey Questiodow often do you use the wireless data serviceedlis
below? Frequencies for high (weekly or more) udfag¢he entire sample of U.S. and Japanese users

bought performed ar
downloaded | purchased| physical | online banking | made made stock | used a
free apps apps goods activity reservations | transactions | coupon
u.s. 30.0% 14.29 14.5% 27.5% 14.3% 12.1% 16|0%
Japan 6.2% 0.9% 1.4% 2.7V 1.3% 1.5% 32%

This table shows that U.S. usage of m-commercdacgsris higher than it is in Japan where there is
also a higher degree of privacy and security cors;aronsistent with hypothesis 4 that higher cancer
results in lower use of services.
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High M-commerce usage (4) v Privacy/security (1) Japan cccess to my profile
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Figure 8. High (weekly or more) usage of M-commerices for privacy/security (1) for

Japan.

3.3 Privacy/security concerns for financial transactions and m-commerce

High M-commerce usage (4) v Privacy/security (2) U.S.
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Figure 10. High (weekly or more) usage of M-comraexervices for privacy/security (2) for the

u.s.



High M-commerce usage (4) v Privacy/security (2) Japan
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Figure 11. High (weekly or more) usage of M-comraexervices for privacy/security (2) for
Japan.

4 Discussion: Implications

A prevailing concept about privacy at the momenthi@ consumer sphere uses the idea of trade-offs
made by the individual who willingly divulges persd information in exchange for something of
value in return such as use of services or diseo@rovitz, 2011). This trade-off presumes
knowledge on the part of the individual who makeatanal decision to take part in this bargainis|
clear that users are not fully aware when theiadatch as age, gender, habits, address, and other
items are collected, aggregated or sold to a frarty. The expectation in some cases may belibat t
individual's privacy is protected; for example, Apfhas a privacy policy, although enforcement of
this policy is currently in question. Privacy asekcurity concerns may not be based entirely on fact
but rather habits, expectations and cultural pcasti As our survey data indicates, (Figure 1)gayv
and security concerns are present when substitthimgnobile phone for a task rather than using a
computer. People are more comfortable using tleeimputer for things involving personal
information and also feel that their informatiormsre vulnerable on a cell phone than a computer.

While the survey data reveals in general that ofukwwple are more concerned with privacy and
security — in particular related to health inforioat younger people are also concerned about these
things. Our survey data shows that despite maaiynel that younger people are not concerned about
privacy, substantiated often by use of social nétimg sites like Facebook, where personal
information is readily shared to connect with offien fact younger people do have concerns about
companies having access to their information amagus without authorization. Well over 50% of
those between the age of 13 and 45 have this séysitinterestingly, people who buy apps have a
higher concern than those who download free appshaps reflecting a choice in which the
perception is that payment provides more privacy security.

Our first hypothesis is that users with a high degof privacy/security concerns would also have
sensitivity to using services that increased tisis, iand we did find that some services were aaseati

with higher degrees of concern, (i.e. health relateatters seem to be a sensitive area for all US
users). Surprisingly, other services that useduketly, are used in spite of the fact that there is



concern. The second hypothesis that users withdescern will also have greater confidence using
services that could risk privacy and security bineacseems to be supported for online banking and
downloading free apps. Hypothesis 3 and 4 is ligewsupported by the survey findings for m-
commerce use in that more advanced users (defmeerins of the difficulty of using the service)
have lower levels of concern and users with lepegance have greater concern and use the services
less. Finally, in comparing cross-nationally, werid more agreement between the US and Japanese
users in terms of privacy and security concerns tfiferences in spite of the clear distinctions in
social views and traditions in these two countrida. particular both cultures are sensitive to the
possibility that companies are able to collect rthieformation and utilize it without informing the
user. To conclude, it seems clear that users@rgat completely aware of the privacy and security
issues surrounding the use of mobile devices, et large extent it is up to the individual to take
precautions and make decisions in the face of ipdet®@ knowledge. As users become more
knowledgeable about how their data is collectedws®dl, it will be interesting to see how use paster
and attitudes evolve towards either greater acneptas some have argued is already evident or to
increased vigilance and caution.
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