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CYBERSECURITY EDUCATION — ANSWERING THE
QUESTIONS THAT SMALLER BUSINESSES ARE ASKING

Research in Progress

Rosetta Romano, University of Canberra, Australia, Rosetta.Romano@canberra.edu.au
Blooma John, University of Canberra, Australia, Blooma.John@canberra.edu.au

Abstract

Cybersecurity is a global contemporary issue concerning the management and utilization of information
technology (IT) (Kelley, 2008). Cybersecurity supports social sustainability goals as it is a frequently
used tool for data management to secure data and protect privacy (Piccarozzi, et al. 2023).
Cybersecurity is integral in maintaining the freedom and dignity of the individual, and greater
awareness and strong multi-stakeholder partnerships are crucial for achieving the Sustainable
Development Goals (SDGSs) in a hyper-connected and digitized world (Michael, et al. 2019). Cyber
threats represent IT leaders’ biggest concern (Kappelman et al., 2019). While more big companies are
hacked, smaller businesses are attacked more frequently, with one in five small to medium businesses
being hacked yearly (Segal, 2022). Smaller businesses report affordability barriers preventing them
from accessing technologies, trained cyber security staff, and external security services that can keep
their organizations safe from cyber attacks (Cynet, 2022). Access to the Standards and Framework may
represent another barrier for smaller businesses. The Australian Government has committed to ensuring
that small business support programs are easy to understand and accessible, and that businesses have
strong incentives to participate (Department of Home Affairs, 2023). This research attempts to remove
the barriers to accessing rich resources in cybersecurity Standards and Frameworks to improve the
cybersecurity maturity of smaller Australian businesses. Hence, the research question addressed in this
paper is, “How can the Standards and Frameworks be used to educate smaller businesses about
cybersecurity?”  This research provides a scholarly contribution to support the Australian’s
Governments commitment to provide understandable and accessible Cybersecurity Standards and
Frameworks to educate smaller business.

Keywords: cybersecurity, knowledge graph, education, question answering, smaller businesses

1 Introduction

The National Institute of Standards and Technology (NIST) defines cybersecurity as the prevention of
damage to, unauthorized use of, exploitation of, and, if needed, the restoration of electronic information
and communications systems and the information they contain to strengthen the confidentiality,
integrity, and availability of these systems. Cybersecurity is a global contemporary issue concerning the
management and utilization of information technology (IT) (Kelley, 2008). Cybersecurity supports
social sustainability goals as it is a frequently used tool for data management to secure data and protect
privacy (Piccarozzi, et al. 2023). Cybersecurity is integral in maintaining the freedom and dignity of the
individual, and greater awareness and strong multi-stakeholder partnerships are crucial for achieving the
Sustainable Development Goals (SDGS) in a hyper-connected and digitized world (Michael, et al. 2019).

Cyber threats represent IT leaders’ biggest concern (Kappelman et al., 2019). While more big companies
are hacked, smaller businesses are attacked more frequently, with one in five small to medium
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businesses being hacked yearly (Segal, 2022). Smaller businesses report affordability barriers
preventing them from accessing technologies, trained cyber security staff, and external security services
that can keep their organizations safe from cyber attacks (Cynet, 2022). Small businesses represent
97.3%! of all Australian businesses. By improving cybersecurity for smaller businesses in Australia, this
research could improve cybersecurity for more than all Australian businesses (ABS, 2024). Globally,
small and medium businesses represent over 90% of the business population (MYQOS, 2023). The
potential impact of improving cybersecurity education for smaller businesses can be imagined.

Global regulation increasingly relies on alternatives to legal rules called standards (Kerwer, 2005).
Certain certifiers may require following specific standards to maintain compliance and demonstrate that
a particular situation is being managed (Brunsson and Jacobsson, 2002). Notwithstanding, in principle,
following a standard is voluntary (Brunsson and Jacobsson, 2002). A standard is a rule that others have
provided about how to organize, what policies to pursue, what kind of services to offer, or how to design
their products (Brunsson and Jacobsson, 2002; Kerwer, 2005). A framework refers to the overall
structure to support a system.

2 Research Gap

Rich information exists in Cybersecurity Standards and Frameworks. Still, they are complex,
overlapping, and scattered on different websites, and the International Standards ISO/IEC attract annual
fees to access them. Access to the Standards and Framework may represent a barrier for smaller
businesses. The research also includes Indigenous businesses in this category. In Australia, an
Indigenous business must have 51% or greater Indigenous ownership. Microbusinesses are the smallest
category of businesses, typically defined by their small number of employees and low revenue or
turnover (Gherhes et al., 2016). Small businesses are typically larger than micro businesses but still
relatively small regarding employees, revenue, and market reach. Small businesses may have a more
formal organizational structure, multiple employees, and a broader customer base (Gherhes et al., 2016).
Medium-sized businesses are larger than small businesses but smaller than large corporations (Berisha
& Pula, 2015). Limited resources concerning the budget and lack of highly skilled cyber experts to keep
up with the rapidly evolving cyber threat landscape, lack of awareness and understanding of
cybersecurity risks and the importance of implementing a framework, relying on third-party vendors
and suppliers for various services and products and trusting these entities with sensitive data and systems
are all different levels of challenges experienced by small and micro businesses today (Tam et al., 2021;
Cartwright et al., 2023).

The Australian Government has committed to ensuring that small business support programs are easy
to understand and accessible and that businesses have strong incentives to participate (Department of
Home Affairs, 2023). This research attempts to remove the barriers to accessing rich resources in
cybersecurity Standards and Frameworks and to develop an understanding of questions that are core to
smaller businesses and those that are specific to different smaller business sectors. The research is also
investigating whether the answers to common questions asked by smaller businesses could be used to
improve the cybersecurity maturity of the four in ten Australian small businesses that are not confident
in their ability to respond to a cyber threat (Business Foundations, 2024). There is no similar research
investigating this research problem, and the researchers suspect this is because the standards and
frameworks were not developed by or for smaller businesses.

1 The Australian Bureau of Statistics (ABS) defines small businesses as those with less than 20 employees (ABS, 2023). This
research defines smaller businesses as Indigenous, Micro, Small and Medium businesses with fewer than 200 employees.
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If the answers to the questions that smaller businesses are asking about cybersecurity existed in an
accessible system developed for or by smaller businesses, then Australian business cybersecurity could
be increased. Hence, this paper addresses the research question, “How can a Knowledge Graph be used
to educate smaller businesses about cybersecurity?”’

3 Research Methodology

To address the research gap and answer the research guestion, the research team worked with Industry
— Surround Australia Pty Ltd, and Pathfinders Ltd, to develop a Cybersecurity Standards and
Frameworks Knowledge Graph (KG). A KG is a multi-relational graph composed of entities as nodes
and relations as different types of edges (Wang et al., 2014). This KG aims to provide access to
information in applicable Cybersecurity Standards and Frameworks by small Australian businesses.
While the research has an Australian focus, it is generalizable to smaller businesses globally that are
experiencing the same cybersecurity issues. Thus, there is a need to design and evaluate a Cybersecurity
Knowledge Graph (CKG) and a supporting Frequently Asked Questions (FAQ) system (John et al.,
2016) that smaller business sectors can access to improve Cybersecurity posture. The research
methodology is Design Science Research (DSR), which involves designing and evaluating artifacts,
such as new software, processes, algorithms, or systems intended to improve or solve an identified
problem (Myers & Venable, 2014).

There are many cybersecurity standards and frameworks available globally and locally, and
organizations can choose the ones that best fit their needs. While their specific needs may be different,
this research determines whether all smaller businesses are asking common cybersecurity questions. The
research, therefore, requires the building of two artefacts. Firstly, a cybersecurity KG (CKG) provides
a repository of information available to Australian businesses. The CKG requires technical expertise to
develop, maintain, query, and modify it. Secondly, a Q&A system user interface will allow smaller
businesses to access the information without requiring technical prowess to query the CKG.

This KG includes the following cybersecurity standards:

1. NIST Framework consists of standards, guidelines, and best practices to manage cybersecurity
risk. NIST was developed by the National Institute of Standards and Technology (NIST) in the
United States (Shen, 2014).

2. 1SO/IEC 27001 - The ISO/IEC 27001 standard enables organizations to establish an information
security management system, apply a risk management process adapted to their size and needs,
and scale it as necessary as these factors evolve (Humphreys, 2016).

3. IS0 27002 - The ISO 27002 standard is a collection of information security guidelines intended
to help an organization implement, maintain, and improve its information security management.
While ISO 27001 is the standard for international information security management, ISO/IEC
27002 is a supporting standard that guides how information security controls can be
implemented (ISO/IEC, 2022).

4. Australian Cyber Security Centre Essential 8—In 2017, the Australian Cyber Security Centre
published the Essential Eight Maturity Model. The four levels of maturity identified within the
Essential 8 help organizations implement controls based on their business model (ACSCE,
2017).

Also, the KG includes the Australian Government’s Information Security Model and the Essential Eight
frameworks. In addition to these Standards and Frameworks, the KG incorporates the Data Privacy

AIS SIGED European Conference on Information Systems Education Research (ECISER 2024) 3



Cybersecurity Education

Vocabulary (DPV). DPV is a controlled vocabulary from W3C (available in SKOS and/or OWL) that
is well maintained and includes a structure for concepts to do with data protection, privacy, risk, security
and a number of other high-level concepts that are useful for document annotation, representing policy,
and representing rules (Pandit et al. 2019).

Following the DSR methodology (Myers & Venable, 2014), the design and build of the KG were
executed using the Stardog Enterprise Knowledge Graph Platform, as illustrated in Figure 1. Extensions
to the KG are currently being investigated. These extensions include the Payment Card Industry Data
Security Standards (PCI DSS), the Australian Energy Sector Cyber Security Framework, the General
Data Privacy Regulation (GDPR) and the Australian Privacy Principles (APP). Technical users are being
engaged in evaluating the design and development of the KG. To avoid overburdening users with
technical information, a Frequently Asked Questions (FAQ) online system (John et al., 2016) captures
the questions that smaller businesses are asking about cybersecurity. This FAQ provides the user
interface to the rich information held in the KG to record the questions and publish the answers in a
simple language that is understandable and accessible for smaller businesses. The FAQ system will be
available as an educational resource for smaller businesses.

L3 o
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N Classifier NIST ...
Versioning for Cyber Security L _' : Classifier UK DE...
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Figure 1. Cybersecurity Standards and Framework Knowledge Graph

There are three stages in this research, as shown in Figure 2. In Stage |, the CKG is developed from the
cybersecurity standards and frameworks that apply to all Australian businesses. In Stage 11, interviews
are conducted with representatives from smaller businesses to determine the questions they are asking
about cybersecurity. In Stage 111, the researchers search for answers from the CKG and publish these in
an FAQ system to educate all smaller businesses.
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Figure 2. Building a Cybersecurity Knowledge Graph for Educating Smaller Australian Businesses

4 Conclusion and Future Work

As a design-and-build experiment, the CKG explicitly describes relationships between the standards and
frameworks. Technical expertise is required to evaluate the relationships in the CKG. However, smaller
businesses may only understand how connections between the frameworks and standards can be
visualised; they need a more comprehensive question-answering system to help them comprehend the
standards and frameworks.

An FAQ system will provide education to smaller businesses by focusing on the questions that they are
asking about cybersecurity. In accordance with an ethics application approval?, smaller businesses are
interviewed and asked what questions they have about cybersecurity. So far, it is not surprising that the
guestions that smaller businesses are asking cannot be found in the many cybersecurity standards and
frameworks that apply to all businesses in Australia. Questions such as: What is cybersecurity? What
information does my business need to protect? and Why would anyone be interested in my smaller
business?

This research provides a scholarly contribution to support the Australian Government’s commitment to
providing understandable and accessible Cybersecurity Standards and Frameworks for smaller
businesses. It also supports social sustainability goals and is integral to maintaining the freedom and
dignity of the individual. Greater awareness and strong multi-stakeholder partnerships are crucial for
achieving the Sustainable Development Goals (SDGs) in a hyperconnected and digitized world. The
research also represents a scholarly examination of a real-world issue facing smaller businesses and a

2 Ethics Application Number University of Canberra HERC 202313303 24 July 2023.
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practical contribution to its commitment to ensuring that support programs are easy to understand and
accessible and provide strong incentives to participate in sustainable cybersecurity education to improve
the outcomes for smaller businesses, and in turn, for over 97.3% of all Australian businesses.
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